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ABSTRACT

Mobile applications stores such as Google Play Store and Apple App Store, are widely used to distribute a variety of
applications including finance, shopping, and entertainment. Recently, however, vulnerabilities of the mobile applications are
likely to violate users’ privacy such as personal information leakage. In this paper, we classify mobile applications that can
be download from mobile stores, and analyze the personal information that could be leaked when users are using the mobile
applications. As a result of analysis, we found that personal information are leaked in some widely used mobile applications
in practice. On the basis of our experiment results, we propose some mitigations to enhance security of the mobile
applications and prevent leakage of personal information.
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Table 1. Target for mobile app analytics

APP Type Platform Installations
G application Sports 1,000,000
H application Point 5,000,000
M application Delivery 1,000,000
K application Book 1,000,000

3.1 o 24 &

LESS A A7tES o83 FAAP(WI-Fi)
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Mobile app > ¢
User &/ Application
! Server
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Fig. 1. Smartphone application data packet
sniffing environment
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Fig. 3. G application personal information leak
data packet(1)
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Fig. 4. G application personal information leak
data packet(2)
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data packet(3)
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Fig. 6. G application personal information leak
data packet(4)
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Fig. 7. H application source IP verification
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