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ABSTRACT

DEX file and share objects (also known as the SO file) are important components that define the behaviors of an
Android application. DEX file is implemented in Java code, whereas SO file under ELF file format is implemented in
native code(C/C++). The two layers - Java and native can communicate with each other at runtime. Malicious applications
have become more and more prevalent in mobile world, they are equipped with different evasion techniques to avoid being
detected by anti-malware product. To avoid static analysis, some applications may perform malicious behavior in native code
that is difficult to analyze. Existing researches fail to extract the call relationship which includes both Java code and native
code, or can not analyze multi-DEX application. In this study, we design and implement a system that effectively extracts
the call relationship between Java code and native code by analyzing DEX file and SO file of Android application.
Keywords: Android, Malware, Static Analysis

Received(09. 27. 2018), Modified(12. 13. 2018), HEAVIEATAES]  AYS vl sl o]
Accepted(12. 28. 2018) (No0.2016-0-00078, %3 HokMu|~ AlFS SI3F &
R ATE IR eARFAT 4 AHREAT]EASAE Y Bt Ll B B i 1)

S CTATAIE %A A 44 (IITP-2018-2017-0- t F4#}, anjinwoong@soongsil.ac.kr

01633)3} 2018 %= AF-(veAdzsh )2 Adoz A ¥ 2AIAAL, souhwanj @ssu.ac.kr(Corresponding author)



46 DEX$} ELF wlelule] ojg3 71 hezole ojEeliold 53 2 #4j0] 9@t 7

LM 2

A AA 2mEE, HES PCo 2 mupdd
tlrpo] 27t BF=E 2 gler Google?] Androidet
Apple®] 1087} 7H Wo] AM8E = ~vtEE 29
AAelet. A AA AdERo|= AMAE FEI] St
3t 9lem, 201996l 259 &8 Aow
A1), 2018 9¥ &Al State-Counter(2)
of maw t==Rol= FAA] HRE 76.9%
2 7B o] =2, Android7} AAse =
= AR ARER Qs gteRol= ofy] ofFEAo]
Ao = wid F3] Frkska 9lvh(3). McAfee
o] Ry e A 20174 ] dERo|=
obA o ZEAlol o] 60% Z71skelti(4]). olel u}
st ol ofA] o) Za]Ao)Ade] EAd gk F
9Ado] FolA|aL glvh. oA olEEAlelAE A
e R A $AM A EA F 7R
AR AL gERolE o FEA ol FHd

3 1

k)

o> X2 o
Ko

I
rlo
vy
ol
%

o,
et
’~>
>,
i
y)
(i
o
oo
j"z
_Lt.,
tlo

= =

e}, vlo|EI=E o] &3 14 *], apk
tl7¥ldste]  AndroidManifest.xml
classes.dex Fd& HAsle] o} o=
th e HE Aesh AR o o EEAle
Hilo] o]z uYo|g B (native) TEE T+
SO (Shared Object)3}dellA <A E "6‘4-6}
of AA FAE F3Eke 7He] ALHa gl o]
of wet A ZE9} vlolHB ZEE BT BAF
T = Aol HQ3)r}

e e

>
o o Botlo XK e O _?1_'4

aﬂﬂﬂ—h

f_uJ

ok,
i,

2 E=rdie gt==Relz o EAle]AY
DEX(Dalvik EXecutable) vl 3}

ELF(Executable and Linkable Format) ¥}
Tz 2 AFgAelAdE FA3E] g g QA
01% 7 71E A7l Hsl kA, 71E AT
A Fe9} volglH Z=F
AL Fd g4 ZEIAE
g g
Aol o]o] B =9 24oAE I d?
Z=ol= ofFEAlo]Ade] DEX®} ELF 34
A8 1 B Ay B3 7S °d:rL oL
FAEE 2} R 3-oMe ghERo|s
SDK(Standard Development Kit)Z o] &3+ =}
l =2 g Adgaldgl DEX 3t Fxe}
NDK(Native Development Kit)E o]&ate] W)

mlm o

ol m=m 3% Agsiell ELF stele] 72
W welA Algkshe olEeAleld ¥4 Al2d
of W&l 7lEgiel. 48 = AQtele AlaEle] T
& g Ao} 7)E Aol disl] wlaste] 7]egicl.
upx]ato g KA AR o FFF ol ulsES A4

t=Rolx o] ZAlo]AdE SDKE o]83t zh}
Fre} NDKE o|438h= C/C+ +¢} 22 do]gr
ez FARECG 2np z=z 7R Agude
Dalvik Virtual Machineolr &2 & Q==
DEX z}d 2oz A 3ls]e] classes.dex T
2 A}, AntEEA ARSEE gfuRelr &
AAAE hHEE ARM oP|EAE Agsigonsg
vlele]l B == odubder ELF g A9
Arm instruction 7]¥F SO ¥d=2 A=}, =
Ho|M= gt==ol= DEX Hd3 SO L& A
4 5 9le EHL 712 Aol ol Ahgic

Dex2jare} Apktoole] it}
21 88 EM E
2.1.1 Dex2jar

Dex2jare r=Ro|t o] Ze|7A|o]xde Alsis]al
8l classes.dex U jar Tz WFsl= Eo|
th(5). dubEe R jar HUdE Al LAFEB
gsled GUI deHlZ B 5 9= 7S AFs=
JD-GUI &3 #eo] ARg3le] gt=Relrm o Fe]H|
o]Ad-& A sl=d Alg-HIc)

it

IR

;

2.1.2 Apktool

Apktool& gtERo|m= o ZE|Alo]ld Il
apk Fd& tiFgdsle g dA U E] Fol



AW 153 =A] (2019, 2) 47

EXPORT Java_com_sklee_jnitest_HelloJHI_getString
Java_com_sklee_jnitest_HelloJMNI_getString
PUSH {RL4,LR}

LDR R2, [RO]
LDR R1, =(aThisIsJniTest - BxC2E)

HOUs R3, #Ox29C

ADD R1, PC 5 "This is JHI test :z)"
LDR R3, [R2,R3]

BLX R3

POP {R4,PC}

; End of function Java_com sklee jnitest_HelloJNI_getString

Fig. 1. Disassemble example using IDA Pro
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2.2.2 Readelf
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[M] sendMessge

Fig. 2. Part of Function Call Graph using Smaliscal(7)
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A0 W53 =
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Class Defs (class_def_item) N (code_item)
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i -> Call
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Fig. 3. Call relationship Extraction from DEX file
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Table 1. Dex File Structure

Name Explanation
String_IDs List of all strings
Defi
Type IDs efine the tvpe .O.f all classes,
arrays, primitive types
Proto IDs Define return type and
arguments of method
Field_IDs List of field identifiers list
Method_ IDs List of method information
Class_Defs List of class information
Call_site_IDs List of call sites identifiers
Method_ List of method handles
handles
Data area referenced in the
Data
above areas
. D i i
Link Data ata used fo;ilzt:tlcally linked

Type, Proto, Field, Method, Class_Defs 3
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3.2 HOIEIH &= & =

ELF (Executable and Linkable Format)
FAL frds FAAA AN AMEE AT, &
Autel, FfrefoluEy] 55 $3 EF Ik Ao
t}. ELF headerel+= OS ¥ instruction set %
of theh Hxe} =27 ﬁlﬂ glo]E, AA 3
ol &of oigh x|} Ehgch g=Rol= odAA|
7k mapd yule]x~= iR ARM 32-bit

Table 2. A set of Dalvik instructions that invoke method.

Instruction Name Opcode Explanation
invoke-virtual 6E Invoke a normal virtual methods (not private, static, final)
invoke-super 6F Invoke non-overridden method defined on interface
invoke-direct 70 Invoke constructor or private method
invoke-static 71 Invoke static method
invoke-interface 72 Invoke interface method
invoke-virtual/range 74 Invoke a normal virtual methods with more arguments
invoke-super/range 75 Invoke non-overridden method defined on interface with more
arguments
invoke-direct/range 76 Invoke constructor or private method with more arguments
invoke-static/range 77 Invoke static method with more arguments
invoke-interface/range 78 Invoke interface method with more arguments
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