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ABSTRACT

Android uses app cache files to improve app execution performance. However, this optimization technique may raise
security issues that need to be examined. In this paper, we present a practical design of “Android app cache manipulation
attack” to intentionally modify the cache files of a target app, which can be misused for stealing personal information and
performing malicious activities on target apps. Even though the Android framework uses a checksum-based integrity check to
protect app cache files, we found that attackers can effectively bypass such checks via the modification of checksum of the
target cache files. To demonstrate the feasibility of our attack design, we implemented an attack tool, and performed
experiments with real-world Android apps. The experiment results show that 25 apps (86.2%) out of 29 are vulnerable to
our attacks. To mitigate app cache manipulation attacks, we suggest two possible defense mechanisms: (1) checking the
integrity of app cache files; and (2) applying anti-decompilation techniques.
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Table 2. Result of App cache manipulation attack
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