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ABSTRACT

Deep Learning, which is being used in various fields recently, is being threatened with Adversarial Attack. In this paper,
we experimentally verify that the classification accuracy is lowered by adversarial samples generated by malicious attackers
in image classification models. We used MNIST dataset and measured the detection accuracy by injecting adversarial
samples into the Autoencoder classification model and the CNN (Convolution neural network) classification model, which are
created using the Tensorflow library and the Pytorch library. Adversarial samples were generated by transforming MNIST
test dataset with JSSMA(Jacobian-based Saliency Map Attack) and FGSM(Fast Gradient Sign Method). When injected into the
classification model, detection accuracy decreased by at least 21.82% up to 39.08%.
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Table 1. MNIST Dataset Description

File name Description

* Training image datasets
¢ 55,000 training images,
5,000 validation images

train-images-id
x3-ubyte.gz

train-labels-idx ¢ Training image labels

1-ubyte.gz

t10k-images-idx | * Test image datasets
3-ubyte.gz ¢ 10,000 images
t10k-labels-idx1 | | Test image labels
-ubyte.gz
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Table 2. Experiment Environment

Categorization Specification
CPU i7-8700 3.19GHz
RAM 16G
GPU GTX 1060 6G
(6N Window 10 Pro 64bit

Python 3.6 version
Tensorflow 1.8.0 version
Pytorch 0.3.1.post2 version
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S AT Zlov, 1F A=
2% Az} Folu] A Az el TP(True
Positive), &% A= o} AA| dzte ARl
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sl gelv.

e st
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e
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Learning rate®} Gradient Descent ratex &

e L = ko rfr o fa
: :rtdl

Table 3. Tensorflow Library Accuracy(%)

Data type Model | utoencoder CNN
Original 96.35 99 17
FGSM 57.27 65.13
JSMA 66.13 71.21

w0z Bl AHEshe gk sl 0.019) 052
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convolutions A-83}91em, Autoencoderst vt
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Convolution ZE9 o|FAHEE 2vsl= strides
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(1,11, )= sk},

QA Z29 lolH|#o4 AutoencoderZ e
T AgEE 724 AlFsE 718 MNIST €
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o] 96.35%7} visker, AT Ao AEe] A
< FGSMAZ2 54.27% 18|lal JSMAAYZS
66.13%Z EF= Uk, CNN==e] 79 Original
o]l M 99.17%, FGSMAIEL 58.13% ¥
a JSMARIZ-& T1.21%2 545
AutoencoderZ@ il & 9 £F A=
£ Bt
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AR opEr PEEES AR FRglen,
python=3.62% A3t i A= A3
of dFAE 7M7) Y8l epochE HIAEZS- glo]
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2 3191 learning rate ®=3F 0.012 sdsjaivt
Alg A= Table 4.3} o] Autoencoder®™®
ol /] 4 H2E dlofe] Ao A5 92.72%] ¥F
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spARE ONN®Ee] 79 & "B doje A9
5 AT E 99.29% % =2 B AYLE Ho

F9eH FGSMAES 73.23% L8]a JSMAA

o,

Table 4. Pytorch Library Accuracy(%)

Data type Model Autoencoder CNN
Original 92.72 99 29
FGSM 62.23 71.23
JSMA 70.76 77 47
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