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ABSTRACT

In recent years, as the network traffic in the WSN(Wireless Sensor Network) has been increased by the growing number
of IoT wireless devices, SDWSN(Software-Defined Wireless Sensor Network) and its security that aims a secure
SDN(Software-Defined Networking) for efficiently managing network resources in WSN have received much attention. In this
paper, we study on how to efficiently and securely design a PUF(Physical Unclonable Function)-assisted group key
distribution scheme for the SDWSN environment. Recently, Huang et al. have designed a group key distribution scheme
using the strengths of SDN and the physical security features of PUF. However, we observe that Huang et al.’s scheme has
weak points that it does not only lack of authentication for the auxiliary controller but also it maintains the redundant
synchronization information. In this paper, we securely design an authentication process of the auxiliary controller and
improve the vulnerabilities of Huang et al.’s scheme by adding counter strings and random information but deleting the
redundant synchronization information.
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Table 1. Symbols in protocols

Fuzzy extractor's Helper Data of
the 7th node

T, Random integer of AC

By AES algorithm Encryption

H( .) Hash algorithm Encryption

MAC . | MAC algorithm Encryption

Il concatenation operator

D exclusive or operator

Symbol Internal use

Challenge sequence number of the
! ith node

z rth PUF's input of the ith node

y; rth PUF's output of the ith node

I; PUF of the ith node

Rw" Random string of rth PUF's input

PRNG | Pseudo Random Number Generator

Factor for Group key calculation of
! the ith node

Identify the use of Group key

l
N, Identity of the ¢th node

i Fuzzy extractor’s output of the
! +th node
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Main Controller % % Auxiliary Controller % % Node
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L D msg e B D) |
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* Verification failure, transfer error message(msg,).
4
Main Controller i i Auxiliary Controller i i Node
storage © key,. . key,,. | | storage : key, | | storage : (r+1,2771),
(r+1a2/ "y ™), 1 i | | key,,. 1
Fig. 1. Huang et al. Protocol
3.3 =2t 2}™(Distribution Phase) Hle, | r| )& wlasle] gt Ao
e, r, 1< ol&3to] ok AR JoirpA|RE, A
Z Ao} g2 BE3le = N )
5) B ANFE key 2 meg & FEAT F NE Fol gk H wx ARE AR F Ao el
_E_ E 3 =3} =
HN)E &3l AFdct. Ase] hus=dd v HAA] msg, & At AN /S AA
msg,E The AAE A k= NE AS o}
3 : = (e. | r e . . -
et tmsgy= E (e [ 7D | He | r 1), 1) xE NE o= Ha) & AR R, =
= g= (il 3 o
6) = Nz i AAlell Al 9d ais PRNG(z,*) & A4, R, & PUF )
5 — 2T) o = & °
o] OE]-OZ] R[,— PRNG(.LI) = U~ 5, PUF-’] ‘?—:],‘3}‘021 %Eﬂ y1 +1‘_‘ }E/Hs‘_ _—;,5—_ (’I’+1 mr+l)%
Hoez Yo PUF 29 y & AT AN W AR °ﬂ ddlel= A7t 7] vl AE

uﬂx]z] mégq 1;}_0_ Al {EJ xgx §_ R o |

[FLN o

Yio2 msg, S B3I

=8
o
o

=
o



34 SDWSN #74<] PUF 74k 25 71 ¥4 W i

% A4 Foltt.

Main Controller ! ! Auxiliary Controller | ! Node
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* Verification failure, transfer error message(msg,).
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Fig. 2. Proposed Protocol
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