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Design of Context-Aware-Based Drone Control Mechanism
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ABSTRACT

Drones, which are used in various fields, are vulnerable to various security threats such as physical deodorization attacks
and information leakage attacks because they operate in an unmanned environment and use wireless communication with
weak security. In particular, research is needed to prevent damages such as leakage of stored information and unauthorized
use due to illegal drone deodorization. In this paper, we propose a context - aware drone control mechanism that protects
stored internal information and prevents unauthorized use when the drones are illegally deactivated. We also demonstrated
the feasibility of the proposed mechanism as a prototype implementation and experiment.

Keywords: Drone, Drone Control Mechanism, Two-Factor, Context-Aware, IoT Security, Anti-Hijacking
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Table 1. Enrollment Phase

Input: error correcting parameter ¢
Result: helper data h
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Table 2. Reproduction Phase

Input: error correcting parameter ¢
helper data h
Result: secret r, key k

algorithm:

N p<—external noisy source
N ;—internal noisy source
w'%NE,GBNI/

7 —hPw’

r<—Decode (t,1”)

S Ot A W DN =

k—Alg(r)
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Table 3. Validation Phase

Input: key k
Result: Talidate

algorithm:

r<—rand()

v «—FEncode (t,r)
Ny<external noisy source
N;<internal noisy source
weN BN,

S A e

h<r' @w

algorithm:
if a="b then
Validate <— True
Drone.start()
else
Validate < Fualse

repeat Reproduction phase()
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Fig. 6. Temporary Landing Area
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Fig. 8. Example 10 Images in Area 3
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