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Integrated Security Manager with AgEnt-based vulnerability scanner
automatically generating vulnerability analysis code(ISMAEL)
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ABSTRACT

Malicious attackers generally attempt to intrude the target systems by taking advantage of existing system vulnerabilities and
executing readily available code designed to exploit known vulnerabilities. To the network security administrators, the first and
minimal step in providing adequate network security is to identify existing system vulnerabilities and patch them as soon as
possible. Network-based vulnerability analysis scanners (NVAS), although widely used by network security engineers, have
shortcomings in that they depend on limited information that is available and generally do not have access to host-specific
information. Host-based vulnerability analysis scanner (HVAS) can serve as an effective complement to NVAS. However,
implementations of HVAS differ from one platform to another and from one version to another. Therefore, to security engineers
who often have to maintain a large number of heterogeneous network of hosts, it is impractical to develop and manage a large
number of HVAS. In this paper, we propose an agent-based architecture named ISMAEL and describe its prototype
implementation, Manager process provides various agent processes with description on vulnerabilities to check, and an agent
process automatically generates, compiles, and executes an Java code to determine if the target system is vulnerable or not. The
result is sent back to the manager process, and data exchange occurs in XML format. Such architecture provides maximal
portability when managing a group of heterogeneous hosts and vulnerability database needs to be kept current because the
manager process need not be modified, and much of agent process remains unchanged. We have applied the prototype
implementation of ISMAEL and found it to be effective.
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Solaris rpc.yppasswdd Buffer Overflow

Vulnerability
B s
NAME SGiars e yppasswad Buffer Overfiow Vulnerabily
EFFECT remote
‘08 Sun Solaris 7.0

'The mpc. yppasswdd server is used to handle password
change requests from yppasswd and modify the NIS
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b been found to exist in the implementation of
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DoesFileExist("kcms_configure") and IsNotPatched
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