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ABSTRACT

In Network Environment, Kerberos certification mechanism to require Kerberos server in other area unconditionally belief.
Also, Kerberos server in cooperation area must be share server of other area and secret key. To solve these two problems,
this paper proposed safe security mechanism of doing to apply IETF CAT’s PKINIT/PKCROSS algorithm with Public Key
Infrastructure and use Directory System and service between realms do trust and prove each Kerberos trust center base. Also,
Although Kerberos server of each area must be foreknowing each server’s secret key and public key, Obtain through Trust
center and acquire each area’s public key and common symmetric key, Application server excluded process that must register

key in Key Distribution Center.
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W] A2 AFAu|~E wEEl® . PKINITE
DSA7)E% Diffie-Hellman7)e & o] 4309
719 viEy)e gtzsE ol4F 7] AFIF
< AFFheEsn bHe Auj2E 2|43}, PKINIT
AAYZ A 7] Aoz 9 O, @, @
A7 HA= A=At QAR AHEA S
#Adst7] M ASRHA=HAE) o o8] A=
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A7k ASE AN Utk B =EdAE A=A
B (TC :Trusted Center)E F°] Kerberos®

o] 83 ANt kA AFH TR BE & &
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(AS : Authentication Server)®] %2 433}
v EASAqW (TGS : Ticket Granting Server)
5 zgstz gt

I, olE44

ARA 2SS FA agEHE ARS A
st Aigtel, BW4A o o=y Al
A A=A e} s 239 7ge] od o]F
15 (Authentication)olgl ste F7] w4
A BN FH4A4E BZF(Assurance)ds 9w
2% ¥ (Certification)e]2} g}, Authentication
< AR A4 A Al AR T Ll FAd)
#Hd= A4 (Objects) 5ol AAE ARgAfete 7S
ZHE F UEE e AR AFI ALEE
AA 8] gl dig FAEANE nAsle wAxedE
22 FEE ol9) g i oz wyy| 9%
of A3 eFAle] =& Kerberos 21534 Kerberos
Aol FAAE dAdsy] e N7 Gl e
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2.1 Kerberos

Kerberost H3tA2® 22 Kerberos Servergh
ElFSAMH(TGS), El7(Ticket), 15AHAuthenti-
cator) & A=Y 912 Kerberos Server?t TGS
7} TicketS AAdsld TGS2F Anlx Servershe)
EAlol AMEsW Ticket®] FAABE Serverst
Client °]&, e84 ¥ (TimeStamp), FAEA7F
(Lifetime), A)A7)(Session Key)E X33}
AF2E Clientel 9s] WA=y YAHE AdZr=
et AR 4= glew QAdZFARE Clientd] o
3 HzdelAde IP &, A Ae 33}
Ak

Client”} Server®< Ticket2 £43}7] sl
238t Serverel A& 1% K7AHRE A
S5kl ASell o8 alZFo] 4 Ticketd AAIsled
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Z Wigirhe AdS AR ARAE Ticket
< Bl Aulzd H&EF guict o] Tickets
ol4-3ted TGSNA A&k ASw AH1e] DBell
AAEe] 9l= Clientd] HAAH=2 Clientd ¥&
71(Ke) & A48l Tickets wFde}, Hagce]
¥ A7)E= Ticketo] E&F Fo ARAlQ A%
=£ qlEsl 715 AAslE TicketS Hasiilit,
%3 Ticketd 7F2A71E ¥4317] A8l Ticket
o] My A7tz FAEAZE 2T vt AST}
Client®t TGS7Z, Client®t ServerZtel AlA417]
(Keres, Kev)E Agsh] A48 3AA F3 {&
A7re #A Client® 21%F2HAuthenticatore)el
A Fol 7424719 A& WAE Q.

2.2 Yaksha

Yakshat= 915713 CA : Certification Authority)
3} Yaksha 9924, Client, TGS A8, #1814
HEZ A glew Kerberos®t AR 72
2 Jixich. ¢bEg)e wdslel FIFE AHEEP
ol tAE M9z 719 3, &3 FAL A
3lc}. Kerberos 7)4b Alxdlog ZA7) 435
AMSgro 24 o183 22 Kerberose & B
s T2 EFo|},

off & i

@ Authentication Server?] Clientol @&t ]
7] p@eg x»&& B A 2

@ Kerberose H29=d & dictionary 34
£ g8l 4k

® Kerberost® Non-Repudiation Services®
A3skA gt

ol9} - kg glol’] #8l Userst Yaksha
Server(AS in Kerberos)Ztel RSA ®®7] d&
AHgALe] sjA9=el d,9 Yaksha Serverd] &
d=ql 4.2 el FREel ol WheR ol
3] Yaksha Systema Key escrow schemel®
A48 4 glen A7 3 E s 6
Z+7te] message® o] 7bssltl. Yakshate
123 message® AHE8he Kerberos$} 72 wH
2 243 ). ol7) 3] Ao 2 Yaksha
systemo] Kerberos9 <F¥& ResIHA| AL
A (access control)9t $14(delegation)& o}
Z 18sA] @ doldh. 53] Yakshat 99zt

® 3% (multi-domain security)E AZFs# £t
2 9Jen, wdadd(single domain)dll A=
gl =R e Folr},

2.3 SESAME

SESAME(Secure European System for Appli-
cation in a Multi-vendor Environment)-2 CEC
(Commission of the European Communities)
o4 A2k Multi-vendor #73<l4 Application
Soll g 3 HokAadl AF mRAERH FE
e B AW Axddd A AYESE
s WL}t A7) FEE BT ANt A
e}t F2d8L Y=Y #7304 single sign-ondt
Nl AlA Bl PAC(Privilege Attribute Cer-
tificate) S AHE-sho] A HZA| o1& AYstz o
o}, =3 M2 oS B3R oF THedd A
Ptz A7) FEY AR diftR MEY 373
A FAEHEE A=A e Axadd A5
2asled (GSS-API(Generic Security Service
Application Programming Interface)-& 4
Al g3k et

. PKINIT/PKCROSS Z2EE

RFC20262] Internet Draft: 3717 435
o)gste] Atz 3zt a1&S & 4 9= Kerberos
z2e2¢ Aostn o

Kerberos+ TLS(Transport Layer Security)
o} g A, wA dEE wF AR 2191
N FAH7] dEe] AR Aelsk= PKINIT
o} 34 AMup|2rt A7) GEE 0|83l A F
Kerberos Ticket& 1%l g% 713415 PKTAPP
(Public Key Utilizing Tickets for Application
Servers)old 71&sla glet. mdF Abseddel] oidt
7)(Key) 54 frAlsked #2d g 7kas)slr)
$8 PKI(X.509](Public Key Infrastructure)%
o]43lxE 7|43 PKCROSS(Public Key Crypto-
graphy for Cross-Realm Authentication)*
9] AA7} QeI

Kerberosol#] Local Client”} Remote Server
9 A4z Ao AFE 9ste] IANT) ¢EBE AHE-3l
Tickets £3s3 €A5A=A(TGT : Ticket
Granting Ticket)& e #HL (23 13 2k
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® TGSsA

Client /

® TGS$+
(28 1) PKCROSS/PKINIT oIAHLZF

@ g Au|2E 2% 59184 : Client¥ Remote
Realm(KDC_r)¢ll gt Ticket-&
KDC_l(Local KDC)ell 2337},

@ 49 A& A g9-%4l g7l 23 (PA-PK-
AS-REQ) : Local Realm® KDC_1& =43t
PKCROSS Ticketd (XTKT.l, r)& 273
71 93l KDC_r(Remote KDC)ell PKINIT
5 873
% KDC_l2 Cross-Realm®¥ 9%& 9# &
a3 PKCROSS Tickets 7H2 A5 70
#(Cache)llx] XTKT_(I, r)& #alsts] 34
Al XTKT_(1 )& 7z A & 45
< PKINITE °]&3}l Cross-Realm Key%
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Local KDCE &3l Ticketelt},
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AN ARE)E 7183te] PKINIT/PKCROSS
2 S5k} Ticket Extension® Clientell
t3te] KDC_lel 284 2%l Cross-Realm
Ticket£9 Lifetimed 22 HAEL st
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utedsiol sbuj, o] Ticket2 KDC_ro] KDC 1
+ AFFEE §F37] 93l XTKT (4, n$
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7} Clientell g3le gAsdg4)E B},

o] Ticket Ticket(XTKT_ (I, r)& Ticket

®
ol

Extension 7]&3ell Zg=w, XTKT (I, r)
< Cross Realm KeyE E3sta gl
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#52 218 Ticket ExtensioneEE] XTKT.
(1, )& F=sl] v|2gk 3 Al 2(SGT
Server Granting Ticket)>® -$wtglch Ay
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4.1.2 Name Service

o] AH]A(Name Service)® 7 Kerberos
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@ Kerberos ID 2= : AAE o Alg]Ale] 25€]
FoJ5lE= KDCY Algxjelct,

@ Moving Realm @ °o]&38h= KDC2| 4o x|
ol & zher)

® MEAR : A 2HY AFS Y% KDCH
u27)(KDC Isk, KDC rsk)& A1=% Kerberos
9] AlgAH 2 Kerberos Name, X.509, Client
2 KDC7} A8# 4 e A fdd
W3, Al=AlE)7} 2eigk KDCY 545 Ze)

@ Flag(els & Ed2)

Kerberos| Moving o A
ID Realm M AR Flag
SigKDC sk
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1 Kpc / KDC
as) | 1as |} {1 TGS 1 (Aa8)
et
Local ?] ] “H"\ Remote
A Realm } B Realm

a2 (29 5)e 2ol 3% AlgAEEs 7} Realm
o] NS 523tz A1 wEIIR A AFA
£ N}t Remote Realm®& AHEs}el+ Local
KDC7F A1 Alefo)] Afe4s sd AFAE=
A 3AES A9l 7S Bl =3
Al 2B Q% Feg 99 4 (Krand) St 7
715 Fujstd $Al sxEe RS AH
A A AN A gAEAE HFste] Au|aE
&= A4 (Session)& AAHBIEE o}

#ol Bahe nlgoR ¢ A4 22 EZY A4
Ae (28 6)3 zor Af 2yl 44 g7t
219} ARl 9gAR AR Z2EZ o
T AuE Ae 8, T2E AEAQZ Y 7] Hu),
A4, $A gale] DAR 7]&d

[ 6)<ld 2 Realm®] KerberosE A3
ZAER (2™ 713 Ze] td &R Al28|(Directory
System)3t dA#=o] glrd. ZE Kerberosd &
A7e g Ax"dx 53t FHA
ole]e] Q1FS WAt

o] 3771 QFAle PKINITH 93 7] o558
EA°2 Remote KDCY #7475 53] S8l
Ha Ee] AAaglg o] 83t

e ge] Mu]as doleiro]a, HAd, F2E
A, AR Mels 5 ZE 2Rl dig SElE 3§
23l 912 Mula2H Jelyl DNSE AH-sld 7]
Ergls Er]F2E 927 Local Kerberos
£ Local Client’t 83 o] FUddHe] opd

Trust
Center

l » Remot,
eKDC

B Realm

User/
Client

(a2 6) Y97t Kerberos 218 Z2EE

[Kerberos 1% Z2EE]

@ Remote TGT Ticket8.3
® Local KDC 2%

@@ W H TR A

@ A=g9l ° TGT 84

® Remote TGT &

® ARHolE +AA R

® JEARE] 2 Remote TGT A%
@ Remote SGT A &4
Remote SGT €A #F
@ Apl= 87

DNS l: Directory
" System
LDAP ?,;
|
Kerberos
KDC(AS) TGS

(g 7) CEER] A|ARS X

7Sl DNSE AHSsle 9% 999 ARE
£t yeEg] Servere ClientEelAd AFA
g5l A ASE ¢ e A2 A
FAL Eoigl o)EF HA Aula, G, BFES
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songgang.skku.ac.kr

= {
database-name = /usr/local/var/krb5kdc/principal
admin_keytab = /usr/local/var/krb5kdc/kadmb.keytab

|
key_stash_file= /usr/local/var/krb5kdc/.k5.songgang.skku.ac.kr
kadmin_port = 749
max_life = 10h Om 0s

master_key_type =

max_renewable_life =
des-cbc-crc
supported_enctypes =

7d Oh Om Os

des-cbc-crcinormal

(22 8) Domain ¥Y+=

2o AZs] % Jdeldl EF(RFCL777) Z2E
4l LDAP, %3 7] 388 A¥¥ Kerberos,
AA(Object) S AHatel 7], Ticket?] FHA
7 WA =kl AR (a¥ 8)5E $4°E By
3= Kerberos Database® =gt}

Databaset 3 Masterst <32 719 Slave
2 FA= Slave KDCE dloleujo] 2] BALR
52 At doleule]2e] Frh) WA a4 52
Master KDColA %t 7FHssle}. & Salve KDC=
Ticket?tg WFs F+= 9 sl H2E 434
&= 71& Master KDC7F 988 gdgic},

[28] 8)& songgang.skku.ac.kre] Ewles
Database ¢, 4] Zwielell tigt = A|2)(Chain)
7Rz xedd H9Ud9 open A7t Chain®l 974
7h, vtaE 7], hEAASY A RE ¥53b9 Ticket
AHEAIZE Wl A A A" AZE A AL
ghe] Au|aE vhedh

421 olZ= Mu|A W3t

® ID¢, Realms

- IDc : Clientol] ¢l& AHERI] APEAH(Ce D)
2 A4l A48 KDColl 1.

- Realms : Client® Server S¢ %94 wg
AccessE 87

@ Erpx(KDC 1, KDC_r, Expcsk
{TrustedCertifiers])
- TPK : Az 4ee] F717]

-KDC_1 : Local Kerberos KDC2] 4l¢-& Al
e £1
- KDC_r : AH]~ & Remote Kerberos KDC

o 0|5 EX
- KDC_lIsk : Local KDC® w]¥7}

- TrustedCertifiers : (principalName, caName,
issuerAndSerial, Certa)9l Kerberos Ax
- principalName = Kerberos Name
- caName = X.500, X.509 Name
- issuerAndSerial = Client ¥ KDCs7} 4l

A% 4 sle A FAT 03
- Cert = TC7} &g KDCY a4

® Expc_ipk(Krand, TCKKDC_1>), Ekpc_rok
(Kgrana, TCKKDC_I>]

- KDC_lpk : Local KDC2 #7471

‘Krand @ 5422 A g9 I go=
Al AlElellA waE A0 <

- TCKKDC_1» : A=AlE}7} Local KDCol 2
sl X.509¢0F4

- KDC_rpk : Remote KDC2| F717]

@ (Ersk(Exoc_rok[Krand, kpc1r, KDC_ 1, TC
<KDC_1>)]
- TSK : A15Alel g vjgdy]|2 A7
-KDC_1, r : Local KDC% Remote KDC7Zt
i

Cliente x}419] 1D} AH2E 131 %99 (Realms)
< 2419 ededel 9lE Local KDC(@)el By,
Local KDCi= A¥|~& 24% Client7t A3g
AHEAFRIA)E Databaseodld At $EF A
izl AL AR, 8 A% ofdo] R o
99 74$ Local KDC(@)& AlFAHERE ] <
Z #el% 98] Kerberos A9 AR Trusted-
Certifiers® w|[E7]12 <d33fstz ofA] 2R
Remote KDCH 39S A=Alee] FA712 433
sle] Ao 2 Kerberos AR7} Local KDC
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2R ZAEES-S AL, AAElE Remote
KDC_rolA AlglAlE7} dEsisdvhs AM-S 2l
A7171 AF PR Krana® Al AE o] AAE
% 9+ Local KDC% Remote KDC7Fe| 257
(KDC 1, 1), a1&4 TCLKKDC_I»E AFAE
o] w72 Awste] Local KDC(@)9 %Al
Remote KDC(®)dl A$Fo2H o] FHEL
KDC_12%8 A4se AR(@)s vasie] Al
A7 dZsgdde AME ZHslE oz
ALg-E e}

422 E[ALA0l Mu|A
@ Expc_rpk(AuthPack, KdcCert, Kranda, TCK
KDC_I>», Ekoc_rok(Kgrand, TCKKDC_I>>])
- AuthPack : Local KDC9 <d9#lw= {KDC.,
Realm, cusec, ctime, Nonce} &2 ztert,
- KDC_l = Local Kerberos KDC¢} 41
- Realm = Local kerberos %9
- cusec = Client®] Timestamp(for replay
prevention as in RFC1510)

- ctime = Kerberos Time(for replay pre-
vention as in RFC1510)

- Nonce = HloJe]e] 724L A% d2l9

- KdcCert : Client7} °]Ael 7173 = &
3 KDC9] #9AMZ IssuerSerialNumber (&
SAE wasla Ak CA 43I

® Exkocapx(KDC_1, r. Egkpcu:(Ticketras, TS,
Nonce, Realmrosrem), Exrasrem(Ticketras,
TS, Nonce, Realmrgsram))
- KDC_Ipk : Local KDC¥] 717
- KDC1, r : Local KDC®} Remote KDC®] 3771
- Ticketres © Exrcsrem(flags, knocir, IDc, ADc,
TS, Nonce)
- KTGSREM = Remote TGSY uv]'27]
- flags = Hlo]E]9] ojFH=E
- ID¢ = Cilent® ID
- ADc = Cilent® Address
- TS = TimeStamp, Ticket 3 A7t
- Nonce = dlole]d] F2A4E AT 99
- Realmrcsrem © Remote TGS ¢

® Erex(Expc rsk(flags, TrustedCertifiers))
- KDC_rsk : Remote KDC w7}

® ExclTicketres, KDC_1,r, TS, Nonce,
Realmrasrem). Exrosrem:(Ticketros, TS, Nonce,
Realmrasrem])

- Ke  Client®] ¥]'27)

- TS : Timestamp

- KTGSREM : Remote TGS u]L7]2 EH9
HEE 7] 98 Remote KDC9} TGSe] 4=
= 7

Local KDC(@)+ Remote KDCelA Alg4
H2FE AFESS HAA7n EalgadgAal
TGT(Ticket Granting Ticket)3 £43}7] 93l
Kerberos 993 ¥(Auth-Pack)®} ZFHAHZE,
KDC_12] #9l8-°2 Kgaas Remote KDCY
FNI(KDC_rp) 2 $h33b3le] A4t Remote
KDCY Z7/17]+= PKINITZ &53F AlZAlE
3 MEE gpolt olF AXE AlAlEH &R
Qg uigitke AlE|A(TCKKDC_1>) &4
TGTE F5317] A% AR Eo[ce}. Remote KDC
£ KDC_124E A8 Hue} A2
4% (Ekpc_rok (KRand, kpclr, TCKKDC_1>]&
vlzsled Local KDCE %3tz Ticketrosd
Session Key(Kcrarrem) 5 431 35712 45
stslo] AE(@)T224 Remote KDCE AlFA
B9 AZARE #1AZG, FAlel Local KDC
2HE A9 AR AEside YuE 244
Kerberos B9} ol 54 ZE HH(®) 3o A4l
El9] o]5AR Hol&E& A AAr}. Local KDC
(@)% Client® H29=oA 2238 Clientd]
AN (Ke) 2 FAREE gEssie] Adgozy
2.232] AHEAkAl Clienttbe] 98 &= it}

423 MHEQ! AMyjA

@ Exoci:IDs, Ac, Ticketras, Exrcsrem{Ticketros,
TS, Nonce, Realmrgsrem))

- IDs : Remote Server¥ ID

- Ac : Client®] Authenticator(8152h= Excesrem
(ID¢, ADc, Reamlresrem, TS, Nonce)

Expca:lkes, Ticketserrem, TS, Nonce,
Realmsrem, IDs, Exslkes, [De, ADe. TS, IDs,
nonce))

- Ticketserrem = Eks(flags, Kcs, Realmsrem.
IDc, ADc, TS, Nonce)
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£ A4 7
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T e g
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- KS : Server S n|%7]
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