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On the security of SFLASH
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ABSTRACT

SFLASH, one of the asymmetric signature schemes in NESSIE project, was suggested and accepted in the first phase. In
the latest, results about attacking the affine parts of SFLASH was published."! In this Ppaper, we prove that an attacker knowing
one linear part and two affine parts can easily forge signatures for arbitrary messages without information of the other linear
part and the secret string. It follows that the security of SFLASH depends only on the linear part, which is used in the last step
when a signature is being generated. Also, we show that an attacker can obtain partial information of the linear part by the
forging method using known public key and secret elements and we discuss the length of secret key.
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