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ABSTRACT

In this paper, we propose an architecture and a protocol for Secure Mobile Multicast(SMM) offeﬁng efficient and secure
multicast services to many mobile nodes. In this framework, we use Indirect and Direct Service Mode adaptively, according to
the movement of mobile nodes around the overlapped service area, to provide reliably secure multicast with low latency,
minimum key update, and minimum data loss.
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= Z7+9) Indirect Mode® Xﬂ:"‘}: A&
383 7I7F of27) Wil (6] 22 v AR
& e ok geb B =RedA Ak’ SMMe

Sourco SMMSA B

Source : SMMGC
[ + Destination : SMM -+ Dastination : SWMSA A
) L Source : SMMSA B —_ L — '~ Destination : SMM

SMMSA SMMSA

T T
o e

\ Destination : SMM

T Source : SMMSA A
(a) SMM packet from SMMGC

Destination : SMM

-+~ - Solrce : SMMSA B
(b) SMM packet by Indirect Mode

111+ data snoryptad by the key shared with SMMGC and SMMSAs

@ data encrypted by the key of adjacent SMMSA(SMMSA B) providng Indirect Mods

// data enorypted by the ssrvice aren key of SMMSA A

a2 5) SMMSAMIA SMM i3l X1EI

Ae f9 2 FAE 2isiA SMMSAYA SMM
AR E AY}EF e ((2F 5)).

(23 5(a))+= Direct Moded 2oiEel. SMMSA
Ae SMMGCEYE9 SMM #HAE FAlshe] o]
E 553} -5, A9 AMula 4972 st §
IP 3¢ source addressi-Holl Al [P 4
F Al g2 o, of Al AMula < Yo §
A€ SMM HEWAE EE we} HEH|AE &
Fo2x, AAdA FEF olF WA SMM
Au| 2% AFgct, (23 59 (b))+= SMMSA B
7} SMMSA AdA SMM A& tunnelingﬁ}@]
Indirect Mode& Al-F3lx sle A4FE B &
. SMMSA Be #41€] Indirect Serv1ce List
ol 4] 3}‘4 o] 42| o]F whre] Mulx g Ad|
S Fald &£ SMMSA AdA stute]
SMM —4] &% tunneling 3t Hujgc}. of
Z1& vk SMMSA AE= 9% [PEHE AAsE,
o] & z}Al9] fu]x d9q FAH HelsjrE RE
£ we} Blic} o] A5l source addressiE
SMMSA B9 IP F47F A3l =3t o] A
SMMSA B9 AMulx oy tsslse] glch
wpebi, o]F S SMM FHZLE g &, AR
source addressH&-& #2l3}s, ¢] source address
7t A2l SMMSPeF U3l HAahe B33}
o alstz, dX3A] ke HAL HAr|Fes,
VEYZ A4S B8H02 A4 4 9}

flo rlo

3.6 Batch Process0l| ej&t 7|22

% A oI WA SMM SHe] e 2
Azt #7 gl SMM Aulag wdar] 9

g

of



160 A8 Auls eol 7 ol SugkEElAE 72 4 Zeegd BY AT

ylolo @ SMM F%%& Direct Mode$} Indirect
Mode2 AH-$Hoz AHgslxct o|e} P74 £ Ao
ME SMM Z2EZ AMEE 7132 W o
s dugic}

2 2AF AEA 7] B2 g 4 5
olake] AWM E-L HeElstd ol &4 Wl
o} B2 g Al HAgle vheel daiM= A
37l 717449 vld@Aot 2L 717 5
FARE ZAR, A =279 2F HEple
agAel whte] & = 9t} wEhM, £ =FelA
£ Aula gdexe] 7144 WRleR r@Aes
AzA 7] e2l8 H43 71744 F2E A=t

x|t o]F FA e WHEo] MER AHlE
oo g o|Za|a 2 MulA A (Registration)
23S T AR 2 Mu)x g BEH B
b FAIE $iste] FPgAle] el F, W9
74ls} 2Eol] 7|18 717841 9ol W2l o] Fe
71913 714 E RFEHERE WM F]74lel WA
g} mhd @x] shde] M| ddelzhe ARE
FellA AZA 7] EE ALsle AFele,
Wl 7)7449) v|d#Ae 2A ZAL HA de
o} aep}, A} o] EAde] HlWE ASoE, sigle]
U e 26 #ANE o8 9HEZA oEe
2 7178AE e AL e BlAEEA e
o] 7% AL FIWAE HWWEe] 774 HAAE
4 #5373 Hokt 715 E3Y E5F 1Y 4+ 9
th. o] e 71784L& SMMSAS] Alxd 2
HEAZ AL AH ¥]5E Fol22, SMM HA
Aol B Ads e s $& 5 Aot odeby
Aue) slglely &y, T & 98t 71784
o] &% wl o]F Fulg EF AT Naive
g wpytile ndghaicl

B o o2 siAsly] $lsid Batch Process
o] o)gt 7|74A1e ARaskmal gk o] Kronos''
o F714 71784 v A AHdeltt. Kronos
e A FrIReR F7b AAEAT, Aok
bl o Hxo] 7)744 Eg]A wlAlA)(Key Update
Trigger Message)7t £34% Wg 7|Eez dA
A7kl BPP(Batch Process Period) %<t 7178
AL molx] AW esh= Batch Processel
o5k 7)744% i

71744 EZA Z2EZE JAAE A7
2)5)e] Service Join Request, Service Leave Request,
Registration Request, Indirect Stop Reguest <]

2

task queue

(a) Naive

= b ”r - #‘“ -

(b) Batch

: Verify Response (VRes)
: Trigger Request (TReq)

: Key Update

e ——p —

(3% 6) Batch Processoll &gt 7|24l

TReq(Trigger Request)ol 3 wiAAEF} o]
g} v XA} Eel| -33h= Service Join Verify Response,
Service Leave Verify Response, Registration Verify
Response 52 VRes(Verify Response)d] #g
A A SR o]FotA glrt.

SMMSA%E Service Join Request 52 TReq
X2 & ko o] w|A[A|e] gt Hxd R
ol white] Mu|x sF7] Mgt 2AAUIAE B3t
7] $lsiAl o]% =] Home SMMSACIA Service
Join Verify Request 52 VReq(Verify Request)
£ ¥t Home SMMSAE ©|F o] Bdl
Azl g HAFET A o]F o] M| Wb
7} EFA ) 8 B H st SMMSACA
Service Join Verify Response 52 VRes® 2\
t}. SMMSAE VResE Atz ol utebA] 7]
£ 7§48,

(23 6)2 Batch Processell 213 717841 shgoll
gk Aduolrt. (¥ 6(a))+ Naivedt ¥
1Esht 2 nel 7170418 918t TReqd A8k,
ol d-¢st= VResE Home SMMSAZYE ub
< duje} 7)784E FEshe whyeldt. ol v
o] e J3lME B 4 glRe] J78Al ErlA

A AR5 F7tol wldElA W g 717841E

st 717449 vEEAEE A ok oA
B =RdAE olF s|Zskr| #3814 Batch Process
o 28k 7)78418 o] &3t} (2¥ 6(b))& 3o] 7]
734 Fol #Hz9 TReqwt VResZ4E BPPaHE4
AZb Fo 7)17441& A =k & BPPE
TReqE™ el 1A R A

L‘u’

(<3
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23}, FHzo TReqwt VResE 71522 BPPE
AR FozH EAASA ozt St 2@ Join
Latency, Leave Latency, Registration Latency
U AR A BT,

Batch ProcessZ o]43} 717841 ubgellA 717841
Azke Aoz e (1) 2,

T Key_ Update ™ Tr irst_Key_ Update__ Trigger + BPP (1 )
g4, Join Latency, Leave Latency, Regist-

ration Latencyell 3 25L& o2 4 (2)~(7)
%}z,

]Oin Latency =T Key_ Update ™ T]oin_[\’equest ( 2)
Leave Latency= T Key__Update ™ T Leave_ Request ( 3 )
Registration Latency= T oy upgute = T Registration_Request (4)

o< Join Latency<a+ BPP (5)

( a=T Join_ Verify__ Response T ]oinMRequest)

a{ Leave Latency<a+ BPP (6)

( a=T Leave__ Verify__Response ™ T Leave,_Reauest)

o< Registration Latency<a+ BPP (7

( a= T Registration__ Verify__Response T Registratian_Request)

% Join Latency. Leave Latency, Registration
Latencys 2+ a+BPP 3+e WA &=} BPP
He FYFE ONF R4 wimst A, uidg
Z Join Latency, Leave Latency, Registration
Latency7} Eolv} o]% @ oigh QoS7F Eof
A}, =3 BPP#HS 4E4E o|F whddd diFt
QoSE FopA AT, 71784 Hl=rt vy zteiAl
F 9lernz BPP#E dl9 SMM Aujx¢ 54
of] Zo] AAsle{o} P},

N. SMM Z2E3°| 78
AF7A 718H el SMM Z2EEe] 74 o

%}oq dongith. & BeldE SMM ZREZ 7
2ol thate] AAlE] oty olF wde] SMM

2 7RI gEsI7AA e A4S dE 5
o}l

SMM =Z2EZL (Group Joiny, {Service Join
& Direct Modey, {Movement & Indirect Mode),
(Registration & Direct Mode), {Service Leave),
(Group Leave) 52| 6718 Aoz +¥s &
aict.

2] 34 Z {Group Join), {Service Join), {Group
Leave), {(Service Leave)®] T-23 7]%& %3]
317] $18) A BG4k ARl AE38te] dHst
A g} §8 Aujadd AT 59 AulaF
Wzl s AMARE TEYE F3 7] AAA
5 AAste] o] MulAE AFsle Al 7siEA
=t o] AL (Group Joimyolsta & 4 gich
FH, AHEAE olEF A9 Aulag A W
Aojsr|re dubyor Apile] AF w (&, R
2 Aojste g3l 5" A 5T ol=d A
29 AFE A old, &F T A¥|=E
ub7) $lsjMde ID9 password 5% AAIRE Fell
Au) 25 wtol B A =HEd, o] & (Service Join)°)
gt & 4 glek =3, zp4Ale] e FEAAE of
£ Holl o o] BuAlE Fodae] gt o] Ay
25 FobelA s, ol& (Service Leave)zt ¥
F oleh, s e g AgAls o AuAE SR
Z &, °1% (Group Leave)=st & 5 Ar},

o] & $3 SMM ZREZ TS ¢s £ =
& oh g3t e 7S A,

o IDy : o]% T X9 ID(Identification)

e Home SMMSA X @ X9 Home SMMSA

o PWy : X9 password

o Informationy @ X9 AFAE ¥ SMM
F 7l das Ay

o TS, : #8# Time Stamp(replay attack ¥=x)

o Ky : o5 &% X9} SMMSAE Aleld ¢33t
9sled AHREE wLT]. olF BT X7t (Group
Leave) & 9744 Home SMMSAZ} #e]sls X
7} {Group Leave)3d Home SMMSAE o]
715 A71&e} w3, XA SMM AB|aE A
8] F+= SMMSPEE #4119 service listell
X7t EA3= Eatut o] 715 #He)

* Kyy: X8 Y7} 3-7-3= ng7]

D (3)9 AZA JEE WAl aEY

¢ KA suby
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{1>a—SMMSA_A:E KUWSAJ[ IDaHPWaHInformatz'onall TSIHF GroupJairL_Request]

(2> SMMSA_A— a: E gy [ TSI TSJIK ]

(28 7) (Group Join) Z2EZ

(£ =idAe vz 99 7)) A AHSE+=
Aulzs A AddlA o)F it XE $13 AETlE,
XA SMM AMulA~E A = SMMSPE
2 A4 service listol X7F &3l Eht
o] 71& He3r}.

e KUy : X9 public key

o KRy : X9 private key

¢ EJC] 1 71 K& 53 Co ¢33t

o KeyUpdatey : A8 39 A2 A¥|A 197
734

o IndivectMode 5 p * Aul2 239 Ao Auls of

9 B29 Indirect Mode AJH|X

Fp @ 33 Rel W8l AvsfiFe Fd2(flag)

SMMSA_A : x8lA 99 A9 SMMSA

{1 : concatenation

HM - Mol A 314

4.1 Group Join

(Group Join)& ©]% wde] A& SMM Fl
7Hdshe HAoln, SMM Aulx9] AFate wel
off-linedllA] °]& A3z A= Ud& & UA
%k, on-lined %9 off-lined) A4 =% 718
Hoge FA¥ 7)15e FYste FAAele, &
Aeoll= on-linedlA & AHHste A3z
Mekis=

SMMSALE Fr7|AH o2 SMMSA Advertisement
€ BRuAavgozn ALY Mulx oddd X
g o] vl A ALY} EAlE U=l o] SMMSA
Advertisement M7l sk SMM AH{AE 2 o}
el F 1D} ofefl utE Hesf~E F4 SMMSA
9] ID, SMMSAY public key® B2 2+ 4=
A 5& g, SMM 2l Zisletzar ke
o] F wh& o] SMMSA Advertisement 7)ol
7] W 8-& ol83] Group Join ReguestE A =
o} (¥ 7] (Group Join)d) AFste ZREE
& Ad9skn gled, (29 8)L o]d U3t 3
Aolr}, 7Y WAA e o e dgE &
3 ghe},

SMMSA
{a's Home
SMMSA)

i
Service Area A Service Area X

7///% SMM Group serviced by SMM packets encrypted with A'setvice area key
lﬂm SMM Group serviced by SMM packets encrypted with X'serivce area key

(2% 8) {Group Join) 2™

(1> (Group Join Request): SMM Anv]2d] 7}9)
e olF W xMAle] IDe SMM AH|
2o A password, T ¢ AFAE xiF
SMM ¥ 7slel 383 HRES SMMSA
Advertiserment SW39) 5404 &3 SMMSA
2] public keyZ &3 sld SMMSA_AdA
Bk

(2> (Group Join Grant): (1>8 wAA& @
SMMSA_A¥ °)% whdo] A3 ARE &
Y2 o]% whdte] SMM Auj2d] AjFgAE
wadsla, AHghsid olF R AHE Al
diofe] woje] At pale] o]F e
Home SMMSAZ} o olF whdelAl SMM
aFel 7= SE dele dAAAE B
o] wlAlAl= ol wEdt 7 SMMSAZ] =
ZEZE 43 2d 7% T2 UL a9
public key® 335 BulAlc),

rlo

4.2 Service Join & Direct Mode

ol 5ol # SMM AJR|AE W] 8l (Service
Joiny8k3 Direct Mode® Aul~2 wh= spxjolc)
(23 9)= (Service Join & Direct Mode) A¥]
zd AgHEE HAAE ez, (2% 10)2 o]
of izt #AAoelc}k. Ztzte] HAAE Te3 2L 7|
5 eIt
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(2> SMMSA__A— Home_ SMMSA__a:

(5> KeyUpdate

1> a— SMMSA_A: IDIF Service_join_requesi TSUMD pome_sumsa_d\E k[ MIE g [ H(M)]]
M=1ID u”P VVa“ TSIHF Sen)ice_]oin__Request”ID SMMSA__A

Ex gusnn nome_sausn oL IDssmsa_alIDJ TSUIF service_join_request W E [ M| Exe | H(M)]]
M= IDJPWNTS\IF service_oin_requesd ID smmsa_a

3> Home_.SMMSA__a— SMMSA__A: Ex.,,. s .sass sl TOUTSAHIDNF service_join_Grand Ko

<4> SMMSA__A— a: Ex [ TSINTSoll Ksumsa_a, MK a_sus 1 service_join__Grant]

(a2l 9) (Service Join & Direct Mode) Z2EE

SMMGC ‘
- e
SMM
Packets

SMMSA
SMMSA L \(a\s Home
<22 SMMSA)

<537 7%4&
A 1>
[Service Area X|

g [E-=
W SMM Group serviced by SMM packets encrypted with X'service area key

Service Areé A
l[ﬂm]m SMM Group serviced by SMM packets encrypted with A'service area key
before mobile node a joins

==—==SMM Group serviced by SMM packets encrypted with A’service area key
=== after mobile node a joins

(228 10) (Service Join & Direct Mode) &

(1) (Service Join Request): °] WA|A&= =LA
SMMSA_A® a9 Home SMMSAZE 3
AB dAAZ FARG. 111 SMMSA Ael
Ae A9 IDE BUF3 (Service Join)
LA, A o] AL AR AZFF a7}
A Ayl wr] A 2AUAE wida)s)
34, a9l Home SMMSAAA o]& &
3= AArF "esit. & SMMSA_AE a9
Home SMMSAZYE] ¢|& 75 Wz ¢ Fo
aollAl ARIAE AlF3kt o184 Home SMMSA
oA Bueld wWAxlE a9 1D} password,
=3 SMMSA_A® (Service Join)& 233}
= &S #Fagich of 42 4% F a9
private key2 A9s = 34 Huleld aZ
1F sted AHEE o'l AEAAE sy
a®] Home SMMSA®] IDE SMMSA_A9|
A A Bl Faide] g}

(2> (Service Jjoin Verify Request): a2l Home

SMMSANA wlAA] (1ol s 2L 24
= FHoldt. (1) HlIAAE HR- SMMSA A
£ a9 Home SMMSA®A a7z} AAlelA
Service Join Request & 71& 4%l1, adl
A3l A =37 A5t (DA wkg A
Az 2 Home SMMSAE 3 oA & 7
o] XuiEe},

(3> (Service Join Verify Response): ™ AA] (2)
£ 42 a9 Home SMMSAE BU& #A=]
£ A%3a dlolg vle]AE AwA, a7} SMM
AR 2o FEZ Aejeld SMMSA_AdA a

AU 2dz Fre WAAE 2ulE o]
HA Rl SMMSA_A7} aste] Ag EAld
29 7] & =33tz U

{4) (Service Join Grant): SMMSA_A+ adlAl
(Service Join) 715°] ¥5HE 42, Aula
Byl A W art Mula 497 E ol B
T UEE SMMSA_A% a7} 3-F3h= v'E7]
% Au7] & Fob o] HARE (3)ellA k2
712 338tEe] i),

(5) (Key Update): Batch Processell 2& 7]
4lg 5o SMMSA A2 Au|a d7)E W
o]% e SMMSA AZ%E Direct Mode
SMM AMujAE wet),

]

4.3 Movement & Indirect Mode

Direct ModeZ Au]x " o]F whio] =&
Aulz g o ol A9 G4t Indirect Mode
2 Au]2 vhe o] #Qslel o]F W AR
£ SMMSA Advertisement A& FAlEt 2 &)
21119 SMMSPHIA Indirect Mode AJH]|2E &
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Service Area A movement Service Area B

% SMM Group serviced by SMM packets encrypted with A’service area key
M[m_[m SMM Group serviced by SMM packets encrypted with B'service area key

(28 11) {(Movement & Indirect Mode) 2+&

HaA "ot (2™ 1108 o] FHHL AAH 9} 3
el Aoz, (2# 12)& wAA e gt

(1) (ndirect Mode Request): SMMSA_B®| Adver-
tisement AAE W o1 W at WA SMMSP
ol SMMSA_A°Al Indirect Mode Request
WA S Bict o] #ARAE a A ID%
Indirect ModeZ A& ¥7] fA3l= AHA
ojede] SMMSAY IDE E33kx sict.

(2) (Indirect Mode): Aulx <49 A% SMMSA
= Au]2 ¢dod BZE Indirect ModeZ® AH|2

et

4.4 Registration & Direct Mode

Indirect Mode2 Aulx Wl olF @& av
o o]4 SMMSA_AS SMMSA Advertisement
WA A1 WA ¥tz SMMSA_BS SMMSA
Advertisement ®IA|A|" WA =W zpAle] A
3] Au]2 o3 BE o|F3] stttz AR o],
Registration Request& A$3i4 SMMSA B
232E Direct Mode® A& ¥k}, Indirect
Mode2 Direct Moded] H3 A@2 M35 vlal
&o]  Indirect ModeZ¥%E W& A3l AJAx
W57} Direct Mode® Wty szl A~
33l 37y dA8d Indirect Mode Stop
Request WAIAE SMMSA_AZ MU, opH
A H37 A wAx] F oA REE A
2 wxr} Indirect Mode Stop Request ®Al
A& ure SMMSA_AE Batch Processell &8l
Au|A 3o 71734 FP} (2™ 13)L oled
(Registration & Direct Mode)®] el 3
o] zeeEg Aystn gz, (2¥ 14)e old o
g FAL vAR 9} A 2o BeiFy gl

(1) (Registration Request): a’} SMMSA_BZ
Registration Request WAAE Bt} o]:=
(Service Join)e] AAA (1)3} HAFshc},

(2> IndirectMode 4, 5

1> a— SMMSA__A: IDNEx [ ID | IDsyysa_gl TSIIIF Indirect_Mode_Request]

(22| 12) (Movement & Indirect Mode) ZEEE

{2> SMMSA__B— Home__SMMSA__a:

Ex SMMSA_B. Home  SMMSA_

<5> KeyUpdateg

(7> KeyUpdate 5

<1 > a— SMMSA_B IDa”F Registralion_Request” TSll IID Home_SMMSA_a”EK,,[ MI |EKR,,[ H(M)]]
M= IDa”P I/Va“ TS 1”F Rzgistration_RequeleD SMMSA_B

LD sypsa_sll DN TSIIF gegistration_reques) | Ex, L MI| Exce, L H(MD]]
M= IDJ|PWI| TS\|F gegistration_requesi IDsmmsa_s

(3> Home_ SMMSA__a— SMMSA__B: Ex.... awes.».omsn ol TSUTSAIDAF registration_Grand! Kl

<4> SMMSA__B—a: Ex [ TS|\ TS3iK sumsa_p.d\K 5_su)IF Registration._ Grant]

(6> a—SMMSA__A: Ex [ IDNIDsumsa_g| TSIIF tudirect_ode_Stop_Request]

(22 13) (Registration & Direct Mode) ZEEZ
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—ee—

3 SMMSA} i

L - —_—
| | \rﬁ lJ’— SMMsA |
1 i smmsa SMMsA {a's Home |
i .

LE

&
| "m.‘;‘ﬂ Service Arsa B

P SMM Group serviced by SMM packsts enciypted with A'service area key belors indirect Stop Requsst
[oetn: 2.

[ |} SMM Group serviced by SMM packets encrypted with B'servics area key before mobite node a registers }

| FERSRY SMM Group servicad by SMM packets encrypted with A'service arsa key after Key update |

E——1 MM Group serviced by SMM packets encrypted with B'service aroa key efter mabile nods a ragisters

(3@ 14) {Registration & Direct Mode) 24X

(2> (Registration Verify Request): {1)%] #A#]Z
W& SMMSA_B7} a9l Home SMMSAdIA
a®l A%E 8As= HAot}. ol (Service
Joinye} W A=A (2)e} frAbsiet,

(3> (Registration Verify Response): {(2)o] w3t
7d%& "HXa oldl Ui $¥& SMMSA_B
A AT Aot} o]& (Service Join)
o] wA1A (33} FARsict

(4) (Registration Grant): SMMSA_BE adl#l
{Registrationy?] F3=HAEE dejFr} ol&
(Service Joiny9] HAA| {4)8} frAFsiet,

(5 (Key Update): Batch Processol| 23t A%
2 49 B Aulx 497i7) AAl=EEA ae
oluj #E] B]Z4 Direct Mode AH]AZ WA
=3

{6) (Indirect Mode Stop Request): Direct Mode
¢} Indirect Mode ¥Z2o2 Xu]AE Wl a7}
AR A2~ HEE v]Zs)A Indirect Mode
2] A~ #M3E7} Direct ModeBrl =AY
A5 Indirect Mode AW|A7} ©] olA}
L o3lx| ko8 U}

(7> (Key Update): (6)% W2 SMMSA_AE a
E A9 ‘service list o4 AtA|8t Batch
Processell 2§t 715 744lj}.

4.5 Service Leave

(Service Join) ¥ SMM AJ8]AF whg o]% gt
o] (Service Leave)s 83h= HAole). (2 15)
= (Service Leaveyoll tigt T2 2L Awstn 9l
X, (2™ 16)2 old Wi AL w9} A
ader Bojged
(1> (Service Leave Request): ax SMMSA_B=

Service Leave Request® ¥}, o|= (Service
Joiny®) #AA] (1)} f-Aksich,

(2> (Service Leave Verify Request): a2l Home
SMMSANA HAES 838t Ao}, o=
{Service Joiny® w|AA] (2)%} F-Alsic}.

(3> (Service Leave Verify Response): a2l Home
SMMSAE A5E =X o]d Wi 9%
SMMSA_BlA As|F= Ao},

{4) (Service Leave Grant): a°lAl (Service Leave)
FRARE deE),

(5) (Key Update): a7} {Service Leave)=|3) 0.0 &
Batch Processell & 774418 8lo] aE A
H| 2ol 2] A ) A 70},

4.6 Group Leave

SMM AH[AE Hig o]F ddo] SMM 258
448 EE3e FAelt}. (Group Leave) A&
(Group Joiny A3 wA7IAZ off-linedllA o]
A= A= A& 4= AA", off-linedlA 3}

< ]- > a— SMMSA—B IDa”F ServiceﬁLeaue_Request” TSIHID HomefSMMSA_a”E K,,[ M”E KR,,[ H(M)]]
M=1ID a”P VVE” 78 IHF Service_Leave_Request”ID SMMSA_B

(2> SMMSA__B— Home_ SMMSA_ a:

Ex auusn_s.some_suusn L IDssmsa_pllIDA TS\ F servico. reave_reques)VEx [ MIE ke[ H(M)]]
M= IDNPWITSIF service_rcave request IDssmsa_s

<3> Home_SMMSA_a— SMMSA_B: Ey,,.. wus oomes oL TSUITSAMIDAIF sorvice reave._Grant]

4> SMMSA__B— a: Ex [ TSI TS3l|F service_Lcave_Grant]

{5> KeyUpdateg

(23 15) {(Service Leave) Z2EE
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SMMGC

M
Packets
r4l*
SMMSA >
(a's Home SMMSA
SMMSA) | K22

<l /<ay 5>

4 ;
7 a
Service Area X == Service Aroa B

b : . . .

///% SMM Group serviced by SMM packets encrypted with X' service area key

ﬂmuﬂ] SMM Group serviced by SMM packets encrypted with B'service area key
after mobile node a leaves

é SMM Group serviced by SMM packets encrypted with B'service area key
————— before mobile node a leaves
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