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A Technique for Detecting Malicious Java Applet
Using Java-Methods Substitution
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ABSTRACT

Java applet, executed in user's web browsers which is via proxy server on web sever, can approach client files or
resources, so it is necessary to secure against malicious java applet. Currently, the previous security countermeasures against
malicious java applet use two ways: one is making a filter system to detect malicious java applet known in proxy, the other
is that establishes another security java virtual machine. However, the first one can not detect unknown malicious java applet,
and the other one may increase loads, because it decides whether there is malicious or not after implementing java applet on
proxy server. In this paper, after inserting monitoring function to java applet on proxy server using java-methods substitution

and transfer it to user to detect malicious java applet, we propose a technique for detecting malicious java applet that can
detect the unknown malicious java applet with reducing loads

Keyword : Java Applet, Java-Methods Substitution
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