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A Study on the Security analysis and Applications of Standard
Key agreement protocols based on Elliptic curve cryptosystem
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ABSTRACT

To provide the privacy of transmitted message over network, the use of cryptographic system is increasing gradually.
Because the security and reliability of the cryptographic system is totally rely on the key, the key management is the most
important part of the cryptographic system. Although there are a lot of security products providing encryption, the security of
the key exchange protocols used in the product are not mostly proved yet. Therefore, we have to study properties and
operation of key agreement protocols based on elliptic curve in ANSI X9.63. Furthermore, we analyze the security of their
protocols under passive and active attacker models and propose the most suitable application field taking the feature of the

protocols into account.

Keyword : Key agreement protocol, Elliptic curve cryptosystem, Diffie-Hellman primitive, Active attack

LM = A7) Ao FAG wla Fu A, 9 - wx EE
A 57 53} 2 s1de] WAl FteiA ek
A EQIAA A5HE AL AREe  weh WEAD AH BAsE a4 Bag

R AT gy aAEYd 954 (2001-8-092) 2 Aol os) sasdguTh

* o AFFdEg s AR EATEY AREARITATA({shoh, swlee, dhwon} @dosan.skku.ac.kr)
TR Y TAFY(KISA) ¥E 7144 (kashim@kisa.or . kr)

e e aka gare gt



104 el Ao ]l 55 7] B 22 e

AL sAs) A8 HT Bl s Azdy A
Bol Azt Frksta 9l

qs Al2Ele $AAE ASEle WAAE 7l(key)
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2.1 7| 24f Z2EZ9 M

7} #uf Z2EZ(key distribution protocol)
olgk kAR ¥ EARE o]83le F AR
o otdatw &&AHQ v AAd7](session key)E
Thatrl A3 AAUSZelt}. olwg 7 Rul Z=2

EZ2 19769 Diffie-Hellman'¥ell ofa 380
2 ALK olF, W vt A= A7k o
It T2 EEEO] A,

7] ¥l T2 REL AX7IE AXse fdd w
g A F AR v 5 ook 1A, AR U9
ARgAE VIF FREkaal she vd AA7)IE o=
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Q8 AAst= 7] E9(key agreement) WA}
AHgAE UZF vl A7) E dubx oz dedsle] A
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%, Diffie-Hellman %]} DSA(Digital Sig-
nature Algorithm)+ 27} ECDH(Elliptic Curve
Diffie-Hellman)¢ ECDSAZ #3t=l & gl
2T Bo| o= 18 oA " My W] £F
¢l KCDSA(Korean Certificate-based Digital
Signature Algorithm)& el T4 243
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2] o]4ldl= ¥-Al(discrete logarithm problem)
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(A9 2] 934 dellx ¢} Diffie-Hellman ¥4
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3.1 ANSI X9.639 7| 2il ZZEE

311 7|5 Ho|

7A7Zpe) 7)) Bl TREZH UiRE Bl ok
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-n: G9 $(order)

-~ h : cofactor, h=#E(Fq) / n
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- xp, vp - A P9 x. y coordinate

-z R R AR
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- (dgwQsw)/( dsv,Qsy) UV ZAE 7] %
- QEU/QEV : U/V9 d3]4 3717

3.1.2 AlBsl= =Z2|n(elg

B A ZuE J] Fo ZREFY A2d
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» &3 : Zo]7} 'keydatalen’dl KeyData
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- 2™ A= (field size)

- F A9 d4s zdd 7] (basis)& TPB
(Trinomial basis), PPB(Pentanomial basis).
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- field size q= 2™

- 9428 3¥sed AME 71X (TPBY PPBE
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- n : G9 $5(order)
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- Alg 7
- hash = H(Data) A4t
- &Y
- Zo)7} hashlendl H|E ~E% hash
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- 34 keydatalen : keying data®] Ze|
- SharedInfo (A9 A}3H)
- A A
1) counter=00000001(16%14)=2 A4
2) For I1=1 to [keydatalen / hahslen]
i) Hashi=H(Z|] counter || (Sharedinfo))
ii) Increment counter
i} Increment I
3) keydatalen / hahslen=A5-o]4,
Hash! (keydatalen/ahsien1 =Hash rkeydatalen/nahsien
A7t o,
Hash! (keydatalen/hahsten 1 =Hash (keydataien/hahsten
9] #AK](keydatalen-(hashlenx | keydatalen
/ hahslen})) ¥E
4) KeyData=Hashi||Hashe!l...|| Hash (keydatalen
/hahsten-11 | |Hash! [ keydataten/hanslen |
» &9 : Zo]7} keydatalend] KeyData
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(£ 1) ANSI X9.632 7| 52| =Z2&Z

37 dle]g 434 dlolH I HE #% A A7
(static data) (ephemeral data) (shared secret value) (session key)
= ol HitalE
:QE.ae.be.Ge.ns‘.he
@ N/A ARzl U gl % ze =DH(dew , Qo) KeyData
Hdeu. Qew) =DH(dev . Qe.u) = kdf(ze, (ShredInfol)
< AHEAL Ve 7] 4
(dev. Qen)
- =2l shetle]
) ‘a.a b G.n h ARERE UY 7 % ze =DH(dew . Qsv) KeyData
. A]__g_/_q' V-Q] ?] %]_ :(de.u. Qe,u) ZDH(ds.v , Qe‘u) = kdf(z, [ShredInfO])
“(dsv, Qsv)
- =oe] sefele]
ZQS.as.bs.Gs,ns,hs
ARzl U 7] 4 zs =DH(dsu . Qs.y) KeyData
D1 (dew, Qe N/A =DH(dsv . Qus) | = kdf(zs, (ShredInfo))
« ARRAL Vel 7] %
H(dsv. Qsv)
-E\Iﬂo‘l j’]"j’]'u]E1 Ze :DH(de,u . Qs,v)
‘q, a. b, G.n. h =DH(dsv . Qeu)
@ = AHg2E US 7] 4% < A8zl U 7] 4 zs =DH(dew . Quv) KeyData
Hds.u, Qs‘u) H{de.u, Qe.u) =DH(ds.v , Qs.u) = kdf(Z, {ShredInfo))
« A8z Ve 7] 4
:(ds,v. Qs,v) 7 = ze H Zs
Tl "—"}'E}'UIE‘l * Eﬂﬂc{l -‘_4"“4”]1:4 Ze = DH(de,u , Qe.v)
‘gs,as,bs, Gs,ns, hs "Qe,8e,be, Ge, Ne, he = DH(dev , Qe_u)
® <ALz UY 7] % < AR US 7] % zs = DH(dsu . Qsv) | KeyData
* :(ds,u, Qs_u) :(de_u. Qe,u) = DH(dqv y Qs,u) = kdf(Z, [Shredlnfo])
= AMgAE VY 9] % = AMg2L VY 7] 4
“(ds.v, Qs.v) H{de.y, Qe,v) 7 = Ze || Zs
R K - TH<l gt _
:qS.as,bs,Gs,ns,hs :qe,ae.be.Ge,ne,he Zs ;ggigsu ’ SS'V;
® | AR UY 71 % AR UY 71 4% SV s KeyData
:(ds,u, Qs,u) :(de_u. Qe,u) :DH(d ) :kdf(Ze, [Shredlnfo])
< aLgal Vel 7] 4 < aLg3 Vel 7] 4 o e
(dy, Qo) H(dev, Qen) ev . Qeu
i MU L - =djol Fe}ole ze = DH(dew . Qe | b1y
ZQS,as.bs.Gs,ns.hs ZQe,ae,be.Ge,ne,he = DH(dev . Qe,u) :kdf(Z [Shredlnfo])
@ = ARz} U9 7] & =AMz U 7] % zs = DH(dsu . Qsv) =M k' || KeyDat
Hdaw, Q) (dew, Qo) = DH(dsv . Qsuw) ackey ybata
< AMgAF Ve 7] % < AMSRE Ve 7] % A
(dow. Qo) (de, Qo) 2 =2 |l 2 A7l = KeyData
AHE =AY sele KeyDatal
:CIsig.asig,bsig.Gsig,nsig.hsig _ )
CbaAl US) Hwrl A4 |- mel selele 20 = DH(ds, . Qo) | Jpitee, (Shredinfol)
*(dsigu. Quigu) ‘Qe. e, be, Ge.Ne. he = DH(dey . Qe y yoata
» AH23) V] MR ) JE
:(dsig.v. Qsig,v) H] d?] B KeyData

(D Ephemeral unified model
@ Static unified model
® Full unified model

@ Full unified model with Key confirmation

@ 1-pass Diffie-Hellman
@ 1-pass unified model

® Combined unified model with Key confirmation

® Station-to-Station
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3.1.3 7| B4l Y

ANSI X9.63<04= 11709 7] %2 =2 2&7
3708 7l AE ZIZEZS Aoz vk 1179
71 9 Z2&E £ Diffie-Hellman Z#|v|g]BE
M-8 WH4]ole Ephemeral unified model,
1-pass Diffie-Hellman, Static unified model,
Combined unified model with Key confirmation,
1-pass unified model, Full unified model,
Full unified model with key confirmation,
Station-to-Station 5 8719 Z2EFZo] gjon,
MQV Ze|pfe|uE o] 3= WA= 1-pass MQV,
Full MQV, Full MQV with key confirmation
5 MY ZREF] gl £ =FdllAE Diffie-
Hellman ZEz|vlelB.E o]g3le= 8714 7] 59
Z2EZ st dgdet.

(E 1)& 8709 7] 59 Z2EZo A7) AAd)
F2g A vdlole], A3 deolE], F wiE #
2 AA7] A4t HAS s Aeigt el

WA, Ephemeral unified model-& AHgA} U,
V7b d3g 7] #E o4t AATIE dAe
A 02 X9 6394 A Z2EE & 713 V)
Ho] ¥ "hiolt}d. 1-pass Diffie-Hellman X
EEZE AHA Us 434 7] 48 o83tz A
221 Vi aAE 7] A5 o] 43z WHAelr, Static
unified model& ¥ AHAF 2% 2A4H 7] &
o] 8-3lof AAA7|E A= wHalolrd,

Combined unified model with Key confirmation
WAL T AR A3 S 7] A 2AE 7] A4S
2E o183l MAC(Message Authentication
Code)& °]83le] F Ap&a} Alelel] F-3H 7|7}
AAEHAS glshe 7] S Algske WAeloh
1-pass unified model& AHAl Ux 434 7]

(Z 2] 71 &l X OhA 252 et olojel2) e

A% AR 7] A& BF ol43lm AHgA Ve
A" 7] At o]4sl= whlela, full unified
model& F ARl 25 34 7] 43} oAE 7]
& ol8sle] AKIZIE HAdshe Whaleloh =gk Full
unified model with key confirmation "2
Combined unified model with Key confirmation
Al WA Ao AA7) A o] A fAl
s}, el 3 wd ARl KeyData® AAE
o, 2AH Ff 0E ARel 434 Tf 6 A
BE difste] AAste o] t=ct

Ao 2 - Station-to-Station ZEEZ-S Ephe-
meral unified modelel MA &3 HAH 7|
AEE ATl S8 A" MBS F713E wha
olcth.

(% 2] ZREZ ®, @, @A 7] glelvt
WA AF-& AFs] A8 AT AFee o
% dloleld] FelE viebd Fo]d

3.2 7| 89 ZEEEQ EY 24

2 EEeMe o dollA e 7 7] F9 ==
EZ d& A7l Aol Fasdk 54 35} A4
2lZ(entity authentication), 7] #al(key confir-
mation), A& 7| ¢1&(implicit key authenti-
cation), key freshness 2 Al-&steAldl d3)
FA3)sd et

Z7zbel| ot A= ohS3t 23, X9.639 7] B¢
Z2EZY EAL A Ane (£ 3)3 2o

* npass ZREF @ ¥ AHA} lRpelA AAIE
AAsl7) sls A nie] FAlel 8% =
2EE

AHEAE V A2 U
® MacData;= 026! [VI|U[IQEU||QEV||[text: MacDataz = 03:6l |UlIVIIQEVIIQEU] |texte
MacTag: = MACwackey(MacDatai) MacTagz = MACwuackey(MacDataz)
@ MacDatai= 0216} VI [U[|QEVIIQEU]| | text: MacDataz = 031! |U||VIIQEV|IQEU||texts
MacTag: = MACuackey(MacDatai) MacTags = MACuackey(MacDatas)
Datai = QEVIIQEU||Ulltext: Dataz = QEU|IQEVIIV|Itexts
® Datarel ?ig tAd A% A4 Datagell Wigt A" M4 44
= (rsigi, ssig1) = (rsigs, ssigz)
MacTag: = MACwackey(Datar) MacTagz = MACMackey(Dataz)

® Combined unified model with Key confirmation

7 Full unified model with Key confirmation

Station-to-Station
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(£ 3) ANSI X9.639] EfEM 7|Ht 7| 2t =Z2EZS| §
Al B A A% 7] <l FAH 711% Key freshness

) 2 - - PR
® 1 - oJu)sk gulsk
@ 0 - oyu}-sk -

@ 3 - opysk st opuksk
® 1 - opner A
® 2 - et YK
@ 3 - YK ek oFel3F
3 oFubaF P ek oFaf

@ Ephemeral Unified Model

@ Static unified model

® 1-pass unified model

@ Full unified model with Key confirmation

« 7|4} Q1%(Entity authentication) : 7] ¥4 ZZE
Foll Fofzta gle Aol A9 gl A
22 HAH 7] 9l explicit key authentication)
o &3 AlTE & AUS

+ 7] 84l (key confirmation) : 7| ] TR RZ
FeAd AL AREAE A4le]l =gk A
W3 AAZ 385 v AAd7E FREkES

&l

« BA4 7] A% (implicit key authentication) : 7]

9 2 i ¥8A A 4dx dHEE 7]
2ol ZEEZo| Fojgk Adiute] AA7)E A
A 4 Qe BA

+ Key freshness : AlAd=te} A5 7)71 vig

mlo

(*4

A
A%

V. OHEIA

AL

4.1 34X =Y

gz Z2EZ kAL F9sl] $slAe uA
o] sl F42F 2dg Aol v} ot =g
EZ gt 3AR= 2A 54 F4AHpassive
attacker)®} 54 FAAMactive attacker)®
e g glon, Zbzhe 542 ofgw g}

- 75 A - ZEEFY JiAle AR F
Aol ejstx] @3 F A7k Apole] FAl W4
< =% (eavesdropping) ¥22H IFAL 3
3= FAAL

- o8y THA - Bed] A B4 e
EAske AR ohde A HAXE o -

@ 1-pass Diffie-Hellman

@ Combined unified model with Key confirmation
® Full unified model

Station-to-Station

HzaAY AqEL WAxE Aglst s &
A Bl Hojste R} FE3 344

£ =i 28¥ 554 344 2L active
impersonation FA7}, forward secrecyel =gt
FTAA, key compromise impersonation 37
2k, known key securityel ®i& FAxjoln] 2t
Zrell gk Aol o-ga 2l

[49] 3] Active Impersonation(Al) attack

FTAAE ARE e g8 AR st
ZREZ| zedslm, Agt AHA Ut 7] e
Aoz 3= -l active impersonation©)
st jit

[4¢] 4] Forward Secrecy(FS)

AHaE Ust v uidy)zt eddoiele 343}
7} 5 AL Alelel AAE A AAFNE AR
& 8e ASdd forwad secrecyE wHESThT ¥

o}, forward secrecys xEEHE AMHAle] Fo

wg} g3} Zof s 4 gl

* Half Forward Secrecy @ ¥ AH$-2e] w]d7]7}
29 AT AAdy)sr kA

+ Full Forward Secrecy : F AF&AF] w|H7]7}

2% =29 A= 11]/‘&7] ok

A9} 51 Key-Compromise Impersonation(KCI) attack
AL U9 uld7lrl 2&2E9s o), 343 E
7} el A AAl UR 9438 4 gla ARt
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A 34 W 54 Foll B A7

UelAl 99 A42 v 9zd ¢ g o
key-compromise impersonation 7Vs-scln gt
a2y, 243 E7 FEellAd AHEA UR 938
£ QAR AR UellAl 999 o}& Ahgatz ¢
AL = 9= ASdE 7] v TREZo| key-
compromise impersonation resilience 54-% 7=t}
I &}

(A9] 6] Known Key Security(KKS)

T ARSA U, V Abelg 3pA AlAd7)7) xEHT
gt Al AX7)Y kA ddlE ol ' & v
2 = 7% Known Key SecurityE =t&3{thn
gt} Known Key Securitye] w13 4L o
3} o] 5 AR vE 4= )

+ KKP(Known Key Passive) 37 : 3}7)2] A47]
o} A An g Ha) AHe) A4 HRE 0|43
of A A471E FS5slel= 4 W
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