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ABSTRACT

In case certification between user and service provider is achieved, problem that user’s identity is revealed is occurring by
social issue, so it was presented identity escrow scheme to solve these problem. In identity escrow scheme, the issuer who
have correct user’s identity transmits securely anonymity authentication information to user, and user achieves authentication
phase with service provider keeping oneself anonymity using this. In this paper, we present requirement for security and
trusty of identity escrow scheme and propose new mechanism that can security this. Also, propose method that service
provider can deliver securely contents to user and proposec mechanism that improve that support key recovery at encryption
communication that using secret key that it was generated by key agreement between users.
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