HHRRESEH LH
®12% 5558, 2002. 10

HEHE 7ike] A% AF 2 7] 23t Z2EFT
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ABSTRACT

This paper proposes a password-based mutual authentication and key agreement protocol, which is designed by applying
ECDSA and ECDH. The proposed protocol, AKE-ECC, computes 2 times of point multiplication over ECC on each of client
and server, and generates the key pairs(public key, private key) and a common session key using ECDH that is different
compare to previously proposed protocol. It is against common attacks include a dictionary attack and the security of proposed
protocol is based on the ECDLP, ECDH.
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