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ABSTRACT

In some practical circumstances, the ability of a signer should be restricted. In group signature schemes, a group member of
a group may be allowed to generate signatures up to a certain number of times according to hisfher position in the group. In
proxy signature schemes, an original signer may want to allow a proxy signer to generate a certain number of signatures on
behalf of the original signer. In the paper, we present signature schemes, called c-times signature schemes, that restrict the
signing ability of a signer up to ¢ times for pre-defined value ¢ at set-up. The notion of c-times signature schemes are formally
defined, and generic transformation from a signature scheme to a c¢-times signature scheme is suggested. The proposed scheme
has a self-enforcement property such that if a signer generates c+1 or more signatures, his/her signature is forged. As a specific
example, we present a secure c-times signature scheme 'DSA based on the DSA (Digital Signature Algorithm) by using a
threshold scheme. Our transformation can be applied to other ElGamal-like signature schemes as well.
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