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ABSTRACT

As the Internet moves to mobile environment, one of the most serious problems for the security is to required a new
security protocol with safety and efficiency. To solve the problem, we propose a new protocol that reduces the
communication traffic and solves the problem associated with the private security keys supplied by the trusted third party.
The protocol is a non-Interactive oblivious transfer protocol, based on the ElGamal public-key algorithm. Due to its
Non-Interactive oblivious transfer protocol, it can effectively reduce communication traffic in server-client environment. And it
is also possible to increase the efficiency of protocol through the mechanism that authentication probability becomes lower
utilizing a challenge selection bit. The protocol complexity becomes higher because it utilizes double exponentiation. This
means that the protocol is difficult rather than the existing discrete logarithm or factorization in prime factors. Therefore this
can raise the stability of protocol.

Keyword : WAP(Wireless application protocol), oblivious transfer, ElGamal function
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