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ABSTRACT

Recently, the number of internet service companies is increasing and so is the number of malicious attackers. Damage
such as distrust about credit and instability of the service by these attacks may influence us fatally as it makes companies
image falling down. One of the frequent and fatal attacks is DoS(Denial-of-Service). Because the attacker performs IP
spoofing for hiding his location in DoS attack, it is hard to get an exact location of the attacker from source IP address
only. and even if the system recovers from the attack successfully, if attack origin has not been identified, we have to
consider the possibility that there may be another attack again in near future by the same attacker. This study suggests to
find the attack origin through MAC address marking of the attack origin. It is based on an IP trace algorithm, called
Marking Algorithm. It modifies the Marking Algorithm so that we can convey the MAC address of the intervening routers,
and as a result it can trace the exact IP address of the original attacker. To improve the detection time, our algorithm also
contains a technique to improve the packet arrival rate. By adjusting marking probability according to the distance from the
packet origin, we were able to decrease the number of needed packets to traceback the IP address.
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