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ABSTRACT

PMI(Privilege Management Infrastructure) certificates as well as Public-Key certificates must be validated before being used.
Validation for a PMI certificate requires PMI certificate path validation, and PKC(Public-Key Certificate) path validations for
each entity in the PMI certificate path. This validation work is quite complex and burdened to PMI certificate verifiers.
Therefore, this paper suggests a delegated PMI certificate validation that uses specialized validation server, and defines a
validation protocol which is used between validation server and client.
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ACVRequest = SEQUENCE {

requestData RequestData,

requesterAC [0] CertChoice OPTIONAL,

encrypted [1] Encryptioninfo OPTIONAL,

signed [2] Signinfo OPTIONAL }
RequestData ::= CHOICE {

rawReq {1] RequestInfo,

encryptedReq [2] OCTET STRING }
CertChoice ::= CHOICE {

pke {1] Certificate,

ac [2] AttributeCertificate,

pkcRef [3] CertReference,
acRef f4] CertReference }
CertReference ::= SEQUENCE {
certlssuer GeneralNames,
serial INTEGER |
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Encryptinfo ::= SEQUENCE {

usedCert CertChoice,
keyEncryption Algorithmldentifier,
encrytAlgor AlgorithmIdentifier,
encryptKey OCTET STRING }
Signinfo ::= SEQUENCE |

singerPKC CertChoice,
signAlgor Algorithmidentifier,
signValue BIT STRING }
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Requestinfo ::= SEQUENCE {
valPolicy ValidationPolicy,

response Type [0] ResponseType OPTIONAL,

valRequests SEQUENCE OF ValRequest }
ValidatoinPolicy ::= SEQUENCE {

policyID OBJECT IDENTIFIER,

trustedAA CertChoice, -- SOA

trustedCA CertChoice, - rootCA

acPathlen INTEGER, -- AC path length

pkcPathLen INTERGER -- PKC path length }

ResponseType ::= ENUMERATED {
encrypt (0), - Encrypt Response Data

sign (1), —- Sign Response Data

both (2) - Sign and Encrypt Response }
ValRequest ::= SEQUENCE |{

reqCert CertChoice,

validationTime GeneralizedTime,

reqiD INTEGER,

returninfo Returninfo,

usefulCerts [0] Certificates OPTIONAL,

revokedCerts {1] Centificates OPTIONAL }
Certificates ::= SEQUENCE OF CertChoice
Retumninfo ::= ENUMERATED {

resultOnly  (0), — Validation Rusult Only

pke (), — requested PKC

ac (2), -- validated AC

pkcPath (3), - PKC path

acPath(4), - AC path

ACSquare (5) - Full AC validation Square }
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ACVResponse = SEQUENCE {
responseData ResponseData,

responderAC [0] CentChoice OPTIONAL,

encrypted [1] Encryptioninfo OPTIONAL,

signed 12} Signinfo OPTIONAL }
ResponseData ::= CHOICE |{

rawResponse {1} Responselnfo,

encryptedRes [2] OCTET STRING } -

ResponseDatat Responselnfor} 3535 ¢e=A] o
B wlz} rawReasponse 9} encryptedRes 9] 3}
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Responselnfo ::= SEQUENCE {
valPolicy ValidationPolicy,
requestStatus RequestStatus,
valReponses SEQUENCE OF Valepmse }
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RequestStatus = ENUMERATED |

succeed 0), — All processed
partialError (1), -- Some Errors
notSupportedValPolicy  (2), — Bad Policy

notSupportedAlgo (3), — Bad Algorithm
requestorNotAllowed (4), - Bad Requester
serverBusy (5), -- ACV Server busy )
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ValRespnme = SEQUENCE {

CertChoice,

reqlD INTEGER,

teqHash RequestHash,

valResult ValidationResult,

requestedinfo [0] Requestedinfo OPTIONAL |
RequestHash ::= SEQUENCE |{

hashAlgo Algorithmidentifier,

hashValue OCTET STRING |
ValidationResult ::= ENUMERATED {

valid (0), ~ Queried Cert is Valid

invalid (1),»QueriedCenisnotVa1id

unknown (2) -- Cannot Decide }

Requestedinfo ::= SEQUENCE OF CertAndCRI
CertAndCRI ::= SEQUENCE |{

cert CertChoice,

eri CertificateRevocationinfo }
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b 2 QA i HA HJEE V1R dHE =
CertAndCRIE 53 dgdch 2327} dht o]
AFAE 27AE Ffole Tod Ay HFY Cen-
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>

CertificateRevocationInfo ::= CHOICE {

‘o [1} CRL,
. deltaCRL [2] dCRL,
ocspResponse [3] OCSPResponse }
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