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ABSTRACT

In this paper, we discuss a validation test for cryptographic algorithms. The cryptographic algorithms decide on the
security and the confidence of a security system protecting sensitive information. So, the implementation of cryptographic
algorithms is very critical of the system. The validation test specifies the procedures involved in validating implementations
of the cryptographic standards and provides conformance testing for components or procedures of the algorithm. We propose
a SEED Validation System(SVS) to verify that the implementation correctly performs the SEED algoritthm. The SVS is
composed of two types of validation tests, the Known Answer test and the Monte Carlo test. The System generates the
testing data for the Known Answer tests and the random dawa for the Monte Carlo tests. This system can be used to
validate and certify the cryptographic product.
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2.1 CMVP

CMVPE 19953 NISTS} CSEo)) )3 Z7=glo
o, MEd 435 REH 4E Alz=dHo] BFo HY
a3 QtAsHA TEHAENE Hrraa! eMvpe
otz RE H7IE 9% 87AeZ FPS 140-19S
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- FIPS 140-1

- FIPS 140-2

- AES Validation

- Triple-DES Validation

- DES Validation

- Skipjack Validation

- DSA Validation

- SHA-1 Validation

- MAC Validation

- FIPS 171 (ANSI X9.17 Key Management) Validation

2.2 MOVS® AESAVSY®

NISTol} 4] A|A]3F MOVS(Modes of Operation Validation
System)*t= DES 22837 Skjpjack L2839 X
AP B7t £33 2STch DES ¢uEEd B¢
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t}. MOVSIA AA) s BE ¥HH-S Known Answer
Tests®} Modes Tests2 W} th ojm] AZFWe FHE
£ IUT(Implementation Under Test)Z} 3 3hc}.

AESAVS(The Advanced Encryption Standard Algorithm
Validation Suite)x= FIPS 197¢] w&} AESE T3
7}l tial W7}tk AESAVSOIA A HE W
-2 Known Answer Tests, Multi-block Message Test,
Monte Carlo TestZ L} th
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2.2.2 Modes Test2} Monte Carlo Test
Modes Test9} Monte Carlo Teste &JA} W= d]o]
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2.2.3 Multi-block Message Test
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- addition in modular 2”

- subtraction in modular 2%

- bitwise exclusive OR

- bitwise AND

- left circular rotation by n bits
- right circular rotation by n bits
- concatenation
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< FYr} ojw) AME-HE A4E2 bitwise exclusive
OR 44}, addition in modular 22 18)1 G 3otk
uetA F g 5293 F e dakg Qs
Aesherie sigga

3.3 G &+ Say

G ¥4 B4R G ¥4 4 & AN A
£ 909 G g% A FHse Ay 4goe
hrol 2 % gk ey A4S Saske



72 SEED 78 A3 A5 ALAHd #¢ A7

G 359 ASole 948 & HAHE A FAR
167} KC9} addition in modular 2, subtraction in
modular 2% A4-E FaA3M, G T4 WolX a3t
© gihe S-boxd] A g3 vl A9 44 mO, ml,
m2, m39} bitwise AND ¢i4to)] sjFHc)

3.4 S-box & NH

SEED= 5 719 S-boxE zeth Sbox Y&
< 7} Sbox7t Yol FoiAE W AFY pE
g3t}

A
=

3.5 227 My1E

BeEs) 44BYe 2 elese 2rilE 44
3tk G 59 YL 9180 addition in modular 2”
9} subtraction in modular 2°E 4833 1 9ol left
circular rotation by n bits, right circular rotation by n
bits I2]1 concatenation QA4S FHETE G T4
FRAPL YAz T HeEd g thE o4F
o]=Z left circular rotation by n bits, right circular
rotation by n bits 12}37 concatepation o tig A+
g A A7t B=7] A gEh

|
2

C

Ka ’%

+

+

‘ Gre— Ku

&

4 |
]

'

+

'
i l

c D

(28 2) F # S=Eny

B
Lt K

'D‘“é} Ka

. << 9% YH0IF
v >> 1 2EF N0IF

(23 4) 2t2s7| duuty
N. SEED THE &S

SEED 73E ZHFE& AFdA HAIF 4 FE9
Aie A FEREst W JEY Hois
M Known Answer Tests9} Modes Tests2 o) Fo] it}

Known Answer Testsi= SEED ¢318]Z& 73 oA
of Wl AN F3 R E A @dd & Qe
H2AE WEE o] 439, Modes Testsi= 7HE9 1|
AR B2 2FY b el Apgel digh 7E



HERHEE R (2003. 2) 73

o] AFA HAEE s $3)3it}l. SEED Validation

System-g o] &3t HAE= TS o] o]Fo{Ft

O BEs2AY HaE

@ F &5 $444 HiE

@ G I A H2E

@ S-box A2EHY HEE

© =7 YHY HIE
® Modes H|AE

Z H2Ex £@Hog 9, 2 H2E
BAE HAE HE gl os it 3R +8
AR5 #EE F Ut

B =Ro)A A¢tsl= SEED #AZ A)2EHE SVS
(SEED Validation System)o|2} A3}m, SVSolA A}&
3 WERY A MY A% WES HIY HIE,
b4 22%9 HEE A4 HEZ FHI

4.1 B2 SHNH HAE

BEFARA HEEE HE 128YEV 5o
6HlE BEoZ uixold AME wAsHA bitwise
exclusive OR 212 A &alA) 4=8)3}= 7)o thsl
7} RlEEE glsith

HEEZ dike A3 Fderts F]lst]
et 7] @Y PYESE EF 022
2EE Agsied oy HEL

BE 19 gg AU E AAHSEA HAES.
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HAE #WE g XAelA 49 nEREH S
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2 AES ¢ugEe /M QEF nES e FHEt
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HAE 35 12802 HAE FoF HE 1284

E9) 7} HERE e BT & AT HAE A5
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13 00000000000000000000000000000001(16)
23} 00000000000000000000000000000003¢ 16)
33 : 00000000000000000000000000000007( 16)
43] 1 0000000000000000000000000000000£ ( 16)
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F 34 $4904 gAEE F §59 78 Ag4e
H2E3h F @4 G #49 bitwise exclusive OR
AT addition in modular 278 FEFY. G ¥5E
=Yoo r AYses F 34 g g2EdA A
915l T bitwise exclusive OR A4t HIAEE HE
e H2EdA g 4ol s #9 sslnz
Aot wetd F ool M Hlsfol & AbaR
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g EE4 v ol A

- HE1 - F §5o] ¥ 64n]ES] BE
0 AR 1A HESF

- HE2 - F #5ol 3 M4u|EQ HE ERoA
RHAFE 63uF 9 HEH

- 711 - F &5l AMEEE ges 71904 ke 7] &

- 712 - F &5el] AR 2= 71014 ka9l 7] @
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o AR 3
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i
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st ojw &g i e Wyez 1Y
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13]  : 80000000
23] c0000000
33 : 0000000 6
43] : £0000000(16)
53] : £8000000)
313] : fffffffeqs
323] : ffffffffe

F a4 99004 99 2¢ gol 57] 93 99
o g HAE WE g HEId B Holy
£ 2% Q) F ¥4 3434 B2 484 A
® @e 325 Ha,
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43 G g+ AN HAE

G 34 53404 HAEE G §40 78 AFA
& H2EZT G ¥4= G 4o 49 g A4
AMEEE At G g YolA AEie 2 wE 9
o2 Us § Aok G #F5 oA AYste dat
£ S-box, bitwise AND, bitwise exclusive QR HAtol
t}. oju] bitwise AND H4he S-box Y& A i~
EoA thER, bitwise exclusive OR HAHe HE
5334 HAECA B2k SbhoxE EYPHoT
H2ES7] f&a A wetd G ¥4 527
4 HAEdME 2uEY HEH s G g7t
854 FPH=s g #FUASEE ok SEED
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7] AAEe F A &9tk oy G e B2
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H2E e 23es 7] A4FANA AsEe
R A g A A G g2 ddeg 3,
olw) G 3ol qlEiElE RHIEY ¢JHBRe e

Zo] 243 ¥

13 : 00000001
23] : 00000002(16)
33 00000004()
43] @ 0000000815
5§] 1 00000010¢16)
313} : 400000001
323 : 80000000

°olE 93 YHE 128HE 712 RuIEY Y] 79
EE2dN AT G T4 4"} A& AEHe
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Const=9e3779H9000000000000000000000000 15

A9 A4 ConstE o} &3t E54¢) e tlakd
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FEL e 2o

13 1 00000001000000000000000000000000( 16)
23] 1 00000002000000000000000000000000( 16)
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43] 1 00000008000000000000000000000000( 16)
53] 1 00000010000000000000000000000000( 16)
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|

KEY;=TEMP;+Const

KEY:s} PTE 83l daug)Eg +3,

45 EE CTE &3t

i, KEY;, PT, CT;& SVSo| A43 .
TEMPH]:TEMPi<<1;

}
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E= ,,2_55” - P(n, 256)
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g+ Ut

ohe-& 24709 AQGE 71 $g oldsA HAE
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SEED T8 A3 HF A2dd ag A7

-S-box1

5636b94297-7265984246-9379965746-9665839926-
8785637367-5b45844735-83515a7955-275¢567826-
aab5754286-478454a584-56¢558a843-4644869793-
5552127463-8442649456-83a6475585-c953479284~
7434a57667-9876775467-5653774347-432673765a-
6635887389-44759594b5-35749a55ba-7569849739~
5a86465855-997238

-S-box2

392657755b-2564434877-5634928472-3936a52563-
d574874574-8694337779-416b452852-5354a2h6a7-
9573684688-896885ha37-2436773342-b548994697-
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55574998b5-a546424767-2547562b4a-56c4877654~
a576559469-45395357e8-7887966435-8533¢66584~-
6444654669-b77773

A9 4¥L B 4 MH £ 43 BAP

Aae g1 gk
s [ 1|23 |4]5]6|7|81]09
A 3-8(%) [22.9]40.6(52.7(63.5(72.9|78.9|82.6|86.389.8
WEels (10| 111213 14|15|16] 17| 18
ATE(%) |92.293.9(94.9/96.5{97.1(97.7|98.2198.6|98.8
Wl B 4= 191202112223} 24
A T-8&(%) 199.0199.2|199.4/99.6/99.8| 100
Sbox HIZE HEQ o]3 4 slFe 8olth
ax 4¥Es 3 147H-°4 H2AE WETOZE Sbox
7} AFE £ S EIEAG E}uﬁ 16342
E71% B12E ¥ %k~°lf4 ol HEL 002 Fhrt
13] - 7} : 2330119321 £1964f42c6a013f416989
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33] - 7] : 4d0e430752e95ee0be257d5b731 3920
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53] - 7] : 585d2b7d16a87ee1a7048483450a30ab
dF & : 33b3ae3aceale738b38538a0b31aleel
63 - 7] : 6beeB8547180899d91481bc23{6102¢48
O} & : 67270e4eb690f8a08834a00ca3d34£88
73 - 7] : 0cc98b094€9861799cb51c255¢361c0

: a21989bb55a1910a07{8149¢9423cabe

83] - 71 : aed002b21b39f0739b4d08b3c1elabae
ASF 1 £6e970050c5c9e9f 5bf 8ab81 fc3409b8
93] - 71 : 5839720717656eeccOb5ad3c3dd4a216
ot3 & : 38ddca8c597ea35a18272088674a45a
103] - 7] : 60e4b88bdelbcdb6d8928db45a%e7h9
AT ¢ 79d197fede8011e2454€17cf27d2ed02
113 - 7] : 19352{75009bdc549ddc9a7b7d4c0abb
3 & ¢ Sacfcd01fa9505945c8923a1db05bbh28
123] - : 43fae274fa0ed9c0c155b9daab49b193
5 & : 683db44d3b1b8bi880695f4d16db51b1
133] - 71 2b775639¢1155238413ce697b092e022
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-7 71c2ca7b3916d01ea68522430edcf070
otF & @ 16d73275bd29681d7485eac 1899e8eh

143)

S-box9] HAE WE+= B2 “@) Sbox Y&z
H2E HE"E F2o

4.5 2HRE7| Y¥UY HAE

e AEHY HEEE g=7] AN
TR Aite] %Qﬂﬂ"ﬂ thall &gt 2=
ARAAANM= G F4E A3 H$ right circular
rotation by n bits®} left circular rotation by n bits
A4}, 28] concatenation FAlo] HIE A 0 7 =3
gt

As5E A o 0o
710l d¥e] WsE FAF
© RHES W e EE
gt

2 AQst3, 1288 E 9
b}, olw) 128H]ES] 7)
oz thed Po 7§

HEBE O
(G

63 64
FHALE | AUALES

95 96 127
HHAES

A WU E27 5 ¥A EE-2 right circular rotation
by n bits¥} concatenation H4F H|AEo| ALMEET, A
WA 83 ul U £8-L left circular rotation by
n bits¥} concatenation 14} E|AE] AFE-Hd).

o] wj zt AL rojX HAEZT HAEE
A8 7 #e BE 002 27|3k8td right circular
rotation by n bits¥} concatenation {4+ EjAE 7} 32¥
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- right circular rotation by n bits¢} concatenation2]
25

A HA] BE=& concatenation §AHE E|AESLT,
Wx EZL right circular rotation by n bits 4%
22T og A5 A WA 23 5

o] A9 HEE 12 A5, HAE &

Qo g HES e 12 AT
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18 : 00000001000000010000000000000000 1)
23] : 00000003000000030000000000000000 s,
33]  : 00000007000000070000000000000000 16)
43 : 0000000£0000000£0000000000000000 s
53] : 0000001{0000001£f0000000000000000 16,
313« 7TEEEEEEE7EE {1 £0000000000000000(1s)
328) o fEEEEEEE6€0£1(££0000000000000000 1,

- left circular rotation by n bits®] 7-¢-
A MR EZ2 left circular rotation by n bits @4
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Hah9l MES 12 AR}, HAE A5eig o2
2 Wgoz Y wWEY %2 12 AYHHA
EQ H2E S50 met 7] ghe Tt gol W
shach.

18] fEEEEEFEEE££11££8000000080000000 (s,
28] fEEEEEEEFEFEE£££c0000000c0000000; 1)
38 ¢ HEEEEEEEE1£111££e0000000e0000000 s,
4% : HEFEEFEEEEEE1£££T0000000 0000000 1)
5% ¢ fEEFEEFEEFE1£E1££8000000f 1000000 1)
313 HEEFEERffEfEeffffffffffeffffiifens
328 o fEfEEEEfffEfefeefffefrfifffefieeos
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(£ 2) 7] 44X2 HAE

F SVS: 27)3}

KEY, =000000000000000000000000000000006;
BT =00000000000000000000000000000000 6,
KEY,, PTE IUTe| A4}

IUT:
FOR i=1 to 32
{
KEYi 9] & WA B4 325 wlEY
S A BEEoA 32-iUA vEo]
18 AAs}} KEYLo] AF&r),
PTe} KEY:E st ¢453 dnaEs
3, 43 % CTE &g
i, KEY,, PT, CT.E SVSo} d43ir)
}

FOR i=1 to 32
{
KEY; 9] A WA BN i-1dA vES
) aA B2l 1A Ho
18 243t KEYio] A&}
PTS KEY.E Sidlal} 58 dnelzg +4,
¢35 E CTE A&
i, KEY;, PTi CT:E SVSo] #A43ch
|
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SVS: PTy ,KEY()% ?1:7]5]-?_}“:}
PT; KEY;& IUTo) H43ict

IUT:
FOR i=0 to 399
{
i, KEY; PT;E AA3)
FOR j=0 to 9,999
{
IB;=PT;
KEY; 9 PTiE ¢33l dueEe
Y, 4T EE CT,E I4&%0h
PTj..=CTj
}
CTh g A%/t
i, KEY;, PTo, CT1 & A48k
KEYM= KEYi XOR er—l
PTo=CTooss
1

svs: W2e Ed 9 st @ a4 Fgae W
2] AZY AFAW GRS BBTh
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2E 9g 759 dF H2E YEd oF)] 48
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[1] Cryptographic Standards and Validati- on Programs
at NIST, http://csrc.nist.gov/cryptval/

[2] Security Requirements for Cryptographic Modules,
FIPS Publication 140-1, 1994.

[3] Security Requirements for Cryptographic Modules,
FIPS Publication 140-2, 2001

[4] DES Modes of Operation specifies several modes
of operation for the DES and Skipjack algorithms,
FIPS Publication 81, National Institute of Standards
and Technology, 1980.

[5} Sharon Keller and Miles Smid, NIST Special
Publication 800-17, Modes of Operation Validation
System(MOVS) : Requirements and Procedures, 1998.

[6] Lawrence E. Bassham IIl, The Advanced Encryption
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mation Technology Laboratory Computer Security
Division, 2002.

7] 128HE BE4agned &S, HHEE oS,
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1999.

8] ¥R, &3, Bdg s, MOVS 47 B
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[9] Advanced Encryption Standard(AES), FIPS Publication
197, National Institute of Standards and Technology,
2001.

10} Data Encryption Standard(DES), FIPS Publication
46-3, 1999.

[11] Skipjack and KEA Algorithm Specifications, Version
2.0, 1998.

[12] Escrowed Encryption Standard, FIPS Publication
185, 1994.
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HIE] (7]=00000000000000000000000000000000

(1) B8 SHAE HAE
=4

BE Y E
1 00000000000000000000000000000001 a809864319cbbe laf 28fdfb20b22c6d6
2 00000000000000000000000000000003 91cbBcd2bc26d979d637{e87178{61 {6
3 00000000000000000000000000000007 b9d0c835424ef313¢99ae7295eb053b0
4 0000000000000000000000000000000f b3cc36eQafedf c8bdfa2ece7adcb0053
5 0000000000000000000000000000001 f e7elbbcbefb99543d7d792c9c6164doe
6 0000000000000000000000000000003 e2ca217104a6cc02db606bal1924eclb
1 0000000000000000000000000000007{ 37ada3f8d411986bb34463cd29056d4
8 000000000000000000000000000000f { 588114a92a9f612¢2{406bddcebdbc7b
9 000000000000000000000000000001f f 48ac8cd56£001b37ed2430069d35fa16
10 000000000000000000000000000003f 919b95217480f2£2d2e360439757270
11 000000000000000000000000000007f £ Obee38f3eee7488426d66 4faele772¢
12 000000000000000000000000000001 { £ 6246dda2dbdf30acalo59e575e8f cfel
13 00000000000000000000000000001 f f 963a9e403a50e6h22df 020a8bcb4e8fa
14 00000000000000000000000000003 f £ ccal9f4a2ed86138e51176365c¢0c175a
15 00000000000000000000000000007f f £ bSecd88bde5841497a18a92e7ac650b6
16 0000000000000000000000000000f £ £ { 3223efdaecabdddf 1f4cc0c871ecdbYc
17 0000000000000000000000000001f £ { 162499dbe71487b32eecefdc2111c0d9
18 0000000000000000000000000003£ f f { cdafc5750£8354afYcf {H699f db18488
19 0000000000000000000000000007{ £ f b10ac6de2238656e657a9f acabefefad
20 0000000000000000000000000001 £ { f ded6a7a73eeec24d6475189a99%be161
21 000000000000000000000000001f { £ £ 43c289063ale5c8d34865{6f {756551a
22 000000000000000000000000003f { £ f £ e005ef {0215d3d 150 24d6a42abc7a27
23 000000000000000000000000007f { £ { 3adal85a97414be354835a694a5993be
24 00000000000000000000000000£ £ £ 3{170289429460642{6{857c8e8821d0
25 00000000000000000000000003 £ £ {1 { cd88471e833db6ba7900aab4e72cbdba
26 00000000000000000000000003 f f f{ b0a78d345a62bcd48a3e225b55ch404b
27 00000000000000000000000007{ £ I £ 1b7295721405bf5{984¢2f 8fe01ed3d4
28 00000000000000000000000001 f {1 f 1ec6902b25217cb0c886babd858f ae39
29 0000000000000000000000001f ff £ ££ £ 54480198¢3a9a5f 2eeebdc 7880366bc0
30 0000000000000000000000003 f {fff { 7ef52{5be48a03913a93bf 2402298793
31 (0000000000000000000000007 ff f £ { 9518817845 c6d9988b01fh9cHaef 708
32 000000000000000000000000f fff Fff f 3e9c74f77aefbdbd258554e36bcac498
33 000000000000000000000001f ff {1 f 183f4a21eb88bb248626c56293e7917a
34 000000000000000000000003f £ ff£ £ f 30b361338d4030a2cdbbfb47c6116227
35 000000000000000000000007ffF{ £ 1 b85aBa31{4a92eb3dd6415664716a835
36 00000000000000000000000£ ffFEfff 180da8c 15h7aef 727ab2df b22d961508
37 00000000000000000000001 £ f{{fEfff 6ect65b671d9c685861dc8bf412dbee
38 00000000000000000000003§ f FffE1ff f2e0db6f8aeed4{ Th2a8{ 00672261854
39 00000000000000000000007f f{FffFff 029061 { 88e 1aaab212e53e3f2{3{75a
40 0000000000000000000000f ffff{ ff 2b2aef2e2921c19c12e421 3e2e8{d964
41 0000000000000000000001 fffIFEEFEf b27edc0c8alba8325bc53bf 81161160
42 0000000000000000000003f fff T f{fff cb1d7d89537fe211c6a9321254858chd
43 0000000000000000000007 fffFFE£E T 14bde9bdf 19d244ba459c4b9253968c0
B 44 000000000000000000000f fEFfFEEEE 4891b68bad01d4ca2445atiaa7de8aas?
45 000000000000000000001f £ Ef fEF L 52d857¢9cb95e 18£851111565c958062
46 000000000000000000003f ffEf ffffff 2e108e7ab44e635e11{20ef02e2d8£79
47 000000000000000000007 £ £FffFEFT 24bf 7bed4549¢53870ec7652decOca7e
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48 00000000000000000000f fffEffEFFS 51081a62b1d9b924a7119b8bac4 {5071
49 00000000000000000001ffffffEfEEES Seeb06ad4eaa2cedb68a0ebdecdcdbd66
50 00000000000000000003f fffTfFEFELE bcf55e86707ed659167113fbbbbed2a2
51 00000000000000000007ff fEfEffEEFE 72b67£99da327328bf d6cbd008b2e826
52 0000000000000000000f fEEfEFFELEFE 76¢80cb00408625b24a051a475159d12
53 (000000000000000001 f ffEFEEEE 1093a85433d8a4bc7eaaal8b00ad28c4
54 0000000000000000003f ff T EFEEEf 43124h9bdab9406ced16b2acf fblc295
55 0000000000000000007f {{ T FIEE111f 3732751384172¢4446a159bb13951d50
56 000000000000000000f ffffEFEEFLFE a492{676ef725bd9e65f d9eabedd245e
57 000000000000000001f ffffFEFEFEE 30ebd8aef9821365ea3ab621f feeada7?
58 000000000000000003 £ ffEFE£EE£ € 07c5bf26b984a1720e009f ac fde932f
59 000000000000000007f f T EFEEE11 T 3119d60576bbd2a7235005e8472d5d2{
60 00000000000000000f f{fffEEEEEE11 1e7bbh72941c6bf5ee8aa83178¢£29d73
61 00000000000000001 ffffffEFEEEEEES 7b7{647e81c851e8albfoccladecchab
62 00000000000000003f fffffEFEEEEH1E 6879d144f37d6c0853¢7137513d5d419
63 00000000000000007f fEfffEFEEEELES ec566¢142df f c66cb53beefe27b6cddb
64 0000000000000000f fEfFEFEEEEELE 9cb5914212¢2ca7834e0f £d319726907
65 0000000000000001f fffffFFEFEFEFE 07bb305169b718982¢18ca8e83dc5464
66 0000000000000003f fEfffFEFEEEEEE 55{6f5{e4b88416c0073{11d33c8{04f
67 0000000000000007f fEffEFEEFFEFEFE 7ala4ab083a2906808e9¢758b816e62d
68 000000000000000f ffEEfEEEFEEFEEES 7¢7a630e08d924fa45f476780b49724b
69 000000000000001ffEfEFFEEFELEEESS 1ac46126540d68916d0c3f c012a479ca
70 000000000000003 ffffffffFEFEFELS f3ecbf{775f210ealbcB8d43ac8dbladla
n 000000000000007ff FEfEfFEFFEEEE01 87741021940077015c443c5760bc94 1 f
72 00000000000000f ffEffFEEFEEEELEES e33abb32bc8adcd244652052f 54d2ec9
73 (0000000000001 f FEEffFEFEFEEEEEES 5d5c4eac123d5a198d0e7cadfdad838c
74 0000000000003 f fEfffEff {1 ff¢ 97ale5d2ab3{ c28ec542ecf 9f dd16aadb
75 00000000000007f fffEfFEFEELEEEE6] d7{60c2a64420c01d937791a6db7b642
76 0000000000000f f £ EEEEEEFELEEELS aB8a85b081089f6¢2092d1273e69c9a7
77 0000000000001 ffEEEEEEEEEEFEELEEES 22caed8ehcf0e3ceab63649{7{9918c7
78 0000000000003 f fffffffEFEFEEFELE] d9adf33c8c024facccbd9a22b03e 1746
79 0000000000007 fEffEEfEFELEfEE0F ] ab96be2a017{d9e6469d6b1al3736145
80 0000000000001 fEfffEEEEEEFEEELE0 6918f6d79103d568bad 007752927296
81 000000000001 ffEELEEfEEEfEE£0] 6a71ebb6d081ebdebalddbef2edalddbe
82 000000000003 fEffEffFEFEEFELEEES 1961a7ca2{867b61e24abc7b2e76dc88
83 000000000007 fEFffEEEFELEEFEESS cclabecaadal3b11017045f6a35f cbdS
84 00000000000f fEf ffEEEFEFELEFEFEFS 03f78eabd54d81febc563dd3d988cad3
85 00000000001 £ fffEfEfEELEffeqeesfeef 68940dc91bd6c99414123d303a16192d
86 00000000003 ffFEfEEfEELFEEEE0EES 10ced 1bdc102d3b068e63043f 43bf 540
87 00000000007 ffEfEfEETEEEEFEE0E 001 4d946edec2e7590eadcb9c7ed28bba3s
88 00000000001 ffffEEFEFEEFELELEEL0] c4cbd39c¢13938f4eab270555d268d007
89 0000000001 f fffEffEEEEEFEfEEE¢] bc0925bd1af 5dd2d6edbf 49a96ae454e
90 0000000003 fEffEfEEEEEEEEEEE6€01 14265{de1475a2£500561 39079410875
91 0000000007 f fEEfEfEEEfEEEEEE(01S 8caelbddc2c1¢22201ecd7b09cf9fabl
92 000000000f fEfEEEEEEFEE0FEfE001] b37£569ad3548093d01bc9124alc01e9
93 00000000 f FEEfEEfEELEEEEEE£E40] 734e7857ed 18716c6586b263a81969{0
94 000000003f FEffEFEEfAffffffefeffef ¢68ed44d4835f5ec475e073997¢4868¢
95 000000007 fEFEFfEFEEEEE0Fef 0 3c3df8e67b88a071ale0d0dfb5b649al
96 00000000 fEfEfEffEEffefeeffeesfsf 6886a2a255bac982{6a404cd822¢30ab
97 0000000LfffFEffEfeeffffffefffefesf c16e0d9af 3368bc23f abbabe4d55642a
98 00000003 f ffEffffffEfFEffefefefif 4a002ac61904cbc7bScebdf 7f1¢29964
99 00000007 fffEfffEfEfEAffffEffe8e] f1£253fa255a7b5858da42d84993db12
100 0000000f fEfEEFEFEEfefeffffffefeef 6464743decd5794d474bf 16e5bcd697e

101

0000001 f fEFEEEEFEFEqFefeffafffee

12 f0df 560c6674e8b5f cd54cOcbf 4de
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0000003f fEfFEfFEEEEFEfEfffiffefe

08360£0¢931907b40c4db429f9c2983d

0000007f fEEFEEEEEfAfaefeofeofes

£31¢5a915d71ef26{0151d25d77e68d3

000000 fEEEFFEEFEFEEfeeeefeeefee

1£01{4c070ec47683080494{41adb2f0

000001 ffEfEEEEEEeeefaffefefesfees

d85ea5473b1¢185bed6c f89c6b45b212

000003f fffEfffEEfAEEEEEEFfefffee

edddfab3lab2e25ae7628dd{6dd9c595

107

Q00007 fEEEEEEFEffefeefeoffffffs

fb9203b168ed42adf 3ef821667d7ab39

108

00000f fEEEEETEEEfffEqerefefesfes

c4c9d398a5d 1b6edbbealel8823c5¢79a

109

00001 fffffFFEfFeeffefffffeffeifes

4eb3768b5af 7e2f {c830081ea89d271e

110

00003f fEEFEfFfEFEfefffefffifefee

265e1c93521e21e3c2b30399¢807abbd

111

Q0007 ffEEEfEEEEEfeffeeffffefffe

b09263bbbaf c7f0917e668d25b49b6 10

112

Q000f fAfEfEFTEfEEfIfEEfferfeefeSf

8665b8f03c1eb73d1ec3568c28734416

113

QOO fffEfEffeeffffffeffeffeeffef

5d6137cfbblc18ee13f7cd16b693811

114

Q003ffffFEEFffEeeffefrefeefeesfffs

05599246e5eeYadf 1768b62d875b1e58

115

0007ffFfEFFEfEEfefffffeffaifeffe

€223d6228¢1420eb136004bcaeb3aall

116

QOOf fFEFFfFefffeeffeffefefffeaffefesf

a2b70c3fa22310e571b42bbeb8ab5d 19

117

QO fEfffFfffeeeffffffffffefifff

19891 31d645{50cca2488d0045d5b1£4

118

Q03 fEfEfEfffEEffeeefffeoffffffffe

a99b07bb96b191ddfb1330a3fba8adas

119

CO7fffffEAfFeEfeefefeaffffeeffeef

df3c2cc4042b8581574d157128e28bde

120

QOffEEfEffefereffefeffeffffeeefee

73da52fc7d16¢c854992e61 {0f 1935

OLFfEEEfEFERfrefeffeffeffefeffefes

a8b79d01c00f ad0e84b3f08ccalda7bd

O fEEffEEEffEeqfaofifferffaoeees

819825dade0149¢7361 ebe8f0e976e3c

O7EEffffFEfffffeffefffffereerffef

66bb57e0ac2a7adb3a515037c8d383e6

Offffffffffeffeffeeffffefffefffes

£2610£03936b9823307557b0d25aca2b

M EEEfEREffEffffeeffeooffee

€924d5ba3488549c8b899df 4c875472a

ST fEfffffeeeffefeaoeees

6d3f517ad1c3ce3d8dbe2d52¢791a98¢

TEEEEffEEEfEffeqfefefefeerefeffe

2e376db7c01d439b3eedbleccdad2ide

fEEEffEfEfeffefeefffefefifreifeef

8451 78166a0beYc9450c09c36f8a38bb

(2 F

SEA H{AE HIE (7]=00000000000000000000000000000000)

=]
s

N5 E

00000000000000001 ¢818c7e0dbae876

634cc605{ c6e425557b589649fc1091e

0000000000000000bc818c7e4483e176

28426¢175e00d8604564815feb748ab2

00000000000000009c81 8¢ 7e6423173e

9£255d70cab91042¢ 76cdc41ab95169d

00000000000000008¢8{8c7e74dal8bd

49d6344b6d18¢c9e0325736b216eda66

0000000000000000848{ 8c7eafdafdbb

1028¢cd777123573234aaf 9ab60bd37¢

00000000000000008081 8¢ 7eatdabb8{

d39473e4c2671d13146963a3f 2e297ac

0000000000000000828{8c7ec5016bed

9550bf4caaeaZ869b29579d0ec60230e

00000000000000008381 8c7e3c426b0e

5ab1b9debe01ec01287f25¢25920e98b

00000000000000008301 8c 7eedd56b5c

d302529a95235de8ac73a61f 3faeB86¢

(0000000000000000834 f 8¢ 7eb9006b9c

d341ad509b8831h75fe27ce3e31765¢5

Zla|e|wiNianiun|a|wni—

00000000000000008361 8¢ 7e05cad99c

02cd1c1£39835d219666db53bla3f6bf

—_
(S}

0000000000000000837{8c7el4dd3d9c

ed75¢3ab3201789¢3860957beb7c445a

—_—
w

000000000000000083778c7e14e58772

Sleafa72df015182{71a7d2e0al1ac86

—
-~

000000000000000083738¢7e1473e15e

5b1b4830dccbaac 1bd8254a648¢80d1a

—_—
W

000000000000000083718c 7e 157 18aed

d6a9abc1e8098365d2a15a8¢8753315d

—_
=)}

000000000000000083708c 7edb70b2c]

d2e9f c4a25744h187963ebadb2¢89d36

—_
~

000000000000000083700c7e25709d0c

5115226d3e5650d0a47{d00e4b3f cf73

—_
0

000000000000000083704c7ef 170¢5bd

9d9ccd7ecObcb936e79%e21{ 890247603

—
0

000000000000000083706c 7e43a2518

9792eeadbd81148af38302527d1db%ed

[
[=]

000000000000000083707c7ea7eaf576

aed9b6eb7d7e645d675171f628ec08f5

N
—

00000000000000008370747¢ 1d5a0b76

9d46f11f0cbaOb33bb89%edf c3eb882a3

(4
£

00000000000000008370707e7b3fdf 76

947feec35a19f fbeeOdb8e3c0202a98a

N
w

00000000000000008370727e7b206aac

8c786a68096d75b60d4d7{9166d459e0
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24 00000000000000008370737e7b59c936 9dec21f2aa39c3ba0d480d 1088552a52
25 0000000000000000837073fe7bac9097 d82b14e0e6348e6e98{b212064224e6b
26 0000000000000000837073be7b25¢2bd 8e5c7b4e3151¢355e401c0a23d3cadec
27 00000000000000008370739%8d25d82c 2629ab241385223418dd428b2a360278
28 00000000000000008370738e822594ae 3ee964d50ad68548989a901a76f9¢b19
29 0000000000000000837073866163947d 69122a438eblafh80643eebbIebbdbad
30 000000000000000083707382f 1¢59460 ¢875586330e39161bbed8f c97{4ad6dc
31 0000000000000000837073808abee {62 c88bad592d17aadebdadhc6h669e174d
32 00000000000000008370738158783d63 d4d5af6ed569f0£d002578¢21¢04d 130
(3) G g5 ST EHAE HE (3 F=00000000000000000000000000000000)
ikl 7 dEE
1 9e3779ba000000000000000000000000 52fba30£30a2b657d29f d763e89839ch
2 9e3779bb000000000000000000000000 7c0fafed4a7b836a727b095afdfeldaf
3 9e3779bd000000000000000000000000 cdfa76¢3df f6e0db7{807e5c63822182
4 9e3779¢1000000000000000000000000 291e29f {h78204bb93611b9b01dbb244
5 9e3779¢5000000000000000000000000 d9c3a6f708ed963227659f 5e541b681c
6 9e3779d9000000000000000000000000 09054¢3c4be35a2445a43f ca7e8ab8c7
7 9e37791 9000000000000000000000000 de076e06£9806917559b335489¢428f 1
8 9e377a39000000000000000000000000 £d1811d00a598a87d30831b27abe4b13
9 9e377ab%000000000000000000000000 3ec4d916¢c5289de49d782caf 9e67d688
10 9e377bb3000000000000000000000000 84121df288afdRa07637183582d488f7
11 9e377db3000000000000000000000000 733952¢114b1£806bc0377aedeb07234
12 9e3781b9000000000000000000000000 5437a36016{6d0b656ccd02a164434a3
13 9e3789b3000000000000000000000000 a95e2f f8cb52be57dbf d4d557dc88668
14 9e3799b9000000000000000000000000 €920e56f c89eb3b3f8f78a7dbb225d7¢
15 9e37b9b2000000000000000000000000 5286ceb001d06707a8aaf4620c 1ee430
16 9e37{9b9000000000000000000000000 4£69a8016192918a497373512¢88bbSb
17 9e387953000000000000000000000000 02584088a80de2098a11a0a989ce30e2
18 9e3979b3000000000000000000000000 83156859a317be8df8daac9e38161120
19 9e3bH79bH9000000000000000000000000 d8d12¢2£8cchcb958970d03b01502874
20 9e3f79H9000000000000000000000000 eldd31df42bf749ecbedeb5310457¢03
21 9e4779H3000000000000000000000000 £29e33994965251a9bf 305a76a33a4b7
22 9e577963000000000000000000000000 6970660317 1ca66b20490946121b883a
23 9e7779b9000000000000000000000000 026ccd8cf72ecf969d22¢cf cafOb7126d
24 9eb779b9000000000000000000000000 d4a88c1fh2acaf2e2692edc504d61b51
25 9f 377953000000000000000000000000 ce7bcaa2d10122ab51ed7bb0f 03b144¢
26 a03779b9000000000000000000000000 7de7cedb56ddae311alcb4df c84335a0
27 a23779b9000000000000000000000000 5eb4e71d1d9941c775dddf 11e90d7d06
28 a63779b9000000000000000000000000 41840c4014e65e 861 c814aac2cdf425
29 ae3779b9000000000000000000000000 2294¢ef061028672aef dba619333d4a8
30 be3779b3000000000000000000000000 4H8d0d98c86af 33eddb35h24d7214524
31 de3779b9000000000000000000000000 e05e695f 1a347e6531018638a5c6973¢
32 1e377969000000000000000000000000 d34ed0130d56572ed92385a42e80c9c6

(4) S-box A&EDIN EIAE HIE] (FE=00000000000000000000000000000000)

bl

o

7]

4 E

fc389a719a41d5efebf fb8bd203b8412

ca4{0a8f c64337d9dd671b501920d646

367790fe5c02e2363698a3ed391b5254

91b00d0bc5456a00f 3a3f 5d689d732c0

a7¢79df599478836c53b563bb0cc6094

cceef90ba02820dd13e7cd6blef Oedas

6b2964f e396f a8ebd6dc9bd0be3c8431

292d5753fa361807ab871995af 09406

(VR RV RN SN

420433adc359b0ec7d5b82c511357037

56031fdc8a0af22002829cbd17h44228




BREESGRCEE (2003 2)

83

ol 7 G E
6 14072¢71495342¢c¢7fd91e780681321f 9516d0c71bc2fdf ¢139ab802de301 530
7 8111£cb65291bf306c43a67ad8b1c74f e6855eb8c0c f addced34370924 11 abba
8 6794a20e925¢17ec85779173f cae6125 bfb2bf¢783831e3ce18ae8d911cca3ld
9 d3261dc91add09d064fd79aaed62c231 ad4668be 1a44739317510b7969e4605f
10 7560757700997a4873ac72d33486a26¢ 6901 b02c6{bd2dcaeb39f07ae 19bf 81 f
11 1c6f ch5b6f 245782959582a9651d5a91 343¢d0d4094 1eaa311206ed225bf 5455
12 285315816665bd2184b5ec7b40a20ecd dd81772f c5c7f6c8792a9350a281 7871
13 £5d262a0a3a24be9f d1{7f2be22d76b5 3ef591c66183b34108b1114d8bad6542
14 cb271366¢c21f3a8f5ae6e66698913f7 d163d9426be92268{62f872bcBcoaTcl
15 1a442a24a7c8d1c00381e94dal4cbd36 07bcaldf 154d95¢cc78c6e9a22b9bf2a7
16 1df88bfbb285440¢7b4700ef8ad74691 23917{d89bb78d276¢410e5d0bf 996¢6
17 3e6914232932c92b17060eb2812ed057 f9bc723dfa81ea292e16a7de3f aad0cc
18 ¢7d5861ed3b323023910a96cbe84009h 3£2071532c6172386431470elaeadccc
19 f8f5f74df {d2513a5d2 1ee62a46e5¢57 ba2031a30a0632c05e7d021963f991 b1
20 46¢42¢9a64¢c9b36f2d46ae62041df54 f6eca2ad>d16a97 1e23dacef Oee26e08
21 b0288e3739da324710e9¢6092¢ea3b15¢ 22724d0f9f 5ada3bdad64 leabbef6¢ 10
22 925ac338a680687cdaafB87e3954cdddc 7hfb9eddlafbdbdeabad1207f 12¢7fcc
23 €9a15deObc7b2332€10695e46460a280 e4461ed083e2c20e7154cal46744506a
24 8b1882c9128aaa24e109¢8e081dd27b3 1422edadd 10de690a95bab612cd6237¢
(65) 22 7| Y4ty HAE HE (3E=00000000000000000000000000000000)
ol 7] goT
1 00000001000000010000000000000000 d5470211a6d802385da725601a3873d7
2 00000003000000030000000000000000 d18141b991f2f08celace0f a2ed0a26f
3 00000007000000070000000000000000 9920cb744711a0f 18a8¢81ecd3d941b0
4 0000000£00000001 0000000000000000 038ec0957b582b36621663362d8270c5
5 0000001£0000001£0000000000000000 7¢7bc8ad70128¢b6f a00alebe03abd2d
6 0000003f0000003 £ 0000000000000000 7fc04e1a38d441dbf 7a53f 59ceb06ale
7 0000007£0000007 £ 0000000000000000 ee09b99dba72ed87{7d1670f8c82¢ca79
8 0000001 f000000£ £ 0000000000000000 7aeTafdc95b0cf 46833 367¢B8ad3651d
9 000001£ f000001£ £ 0000000000000000 fd2d9a972ec7734239¢c9139%da57def
10 000003£ £000003 £ 0000000000000000 debb46¢ef8a0ch91b991¢7581754b200
11 000007 £000007 £ £ 0000000000000000 04¢76¢2d75b875ec42edc Lc2bba9¢c 103
12 00000f £ £00000f £ £0000000000000000 6decObe 131 f0d3b298a5¢51745bbf 0bY
13 000011 £ £000011 £ f0000000000000000 412dc1045814b9130000c87a5689%¢cce
14 00003f f £00003f f f0000000000000000 0e2d270b19c375e72{8e906fb1c84c26
15 000071 f f00007f f f0000000000000000 9d84d863c7abbe3d609ad78297a62e f4
16 0000f f £ f0000{ f  f0000000000000000 da53a8e39710e6{ de>dfbBa24530ca20
17 0001f £ {0001 f f f0000000000000000 abf {658¢38f cd14745e422b5f 1abbd7¢
18 0003f f £ f0003 £ f f0000000000000000 06aad4d08e465daf 82d067d15579dc291
19 00071 £ £ £00071 { f 0000000000000000 2deafdf127blcedf303c629call74{73
20 0001 { f £ f000f £ f f 0000000000000000 9126d06cbes19¢123d7dc £ 26735¢ 1677
21 001f££££0011 £ f f f0000000000000000 545e2ce30650a9099530d f 8e2a0097b3
22 003f f f £ £0031 £ f f 0000000000000000 0bd0b881{69ed915bebecId5caabtele
23 007f {0071 { f { f0000000000000000 al1687e36d21da73f47371500c629¢52b
24 00f £ £ £1£00f f £ f £ £0000000000000000 0706d11a8a40b2d5832839b9{ d61d80f
25 O1f f£ £ fOLE f £ f £ FO000000000000000 57975¢c593895253bb4a504789df c465
26 03f f {031 f f f { O000000000000000 0780f8c4602db4b421a88c43f2e66a3e
27 07f££ £££0O71 £ ££ £ f0000000000000000 2b787daa248a64b8f013334acalealal
28 Offf £ ££0f £ 11 {ff0000000000000000 ¢356e461e60a9e6a9459ebcb349b603¢
29 1f ££££££ 111 ££££0000000000000000 397h2034556ac68582e20085add4dbd4
30 SffFEEE£3F £ £ £ £ £0000000000000000 d4829b3474d82b8f911898550e f a2e9a
31 TEEEEEE£71 111 £0000000000000000 €0514bbf8349375761ec73331fbb342e




SEED 738 234 A5 ALHd 3% A7

7]

¥3E

fEEEEEFE£EE £ {f£0000000000000000

4¢1837562c096d722e5727a59a47b7adb

w | s [HF

fEfEEEEEEEE11 £ ££3000000080000000

2416¢£4e6b771b31d456465620623f9a

ngrE.

fEEEfEFFEEE111££c0000000c0000000

f1eda9878aadddd31adlcde7e3308400

35

fEFEEEEFEE 11 £ 1 £ £e0000000e0000000

03d81260947d0abc3da3ded20dbeb3ad

fEEEEEEE 11111 ££0000000f0000000

3b0e133e7fe7c4cd129e398856b55d02

37

fEEEFEEEEEE1 £ €1 £8000000£8000000

2456178d6f3a2c32364b71e6c38c4e40

38

fEFEFEEEEEEE 111 £c000000f 000000

84£81bf3c3b0617ab43a3515698eb55f

39

fEEEFEEEEEEE 1111 1e000000fe000000

babdbbachbbec9712bf c84d8161766¢7

fEEEFEEEEEEE 11 1£000000f £000000

1{£107e6124216c8d8b2ed9444c60£57

41

fEFEEEEEEEEE 11800000 £800000

486c6082e1fa826eb9148a4dc83aa260

42

fEEEFECEEEEEE1££1£c00000f £c00000

200accle458a6e38cbd8ef  7455b7d6b

43

fEEEEEEEEEE1 61 1f1e00000f fe00000

926df c88f {03b3d9b543733b414484ch

fEEEFEEFEEEEE 1100000100000

¢252d807e4cbb46294f ee622e17255a4

45

fEEFEEFEEEFEEEE 111 £B0000ff {80000

429bb93907eb52816{4f d7a8eeabd3bf

46

fEFEEEFEEEEEEEEEE1fcO000fffc0000

603183981 fbb51e0575217{£2f07152b

47

fEfEEEFEEEFE£ 1111 fe00001fffe0000

7789c1837£110c0031bb8 28fd288cbc

48

fEEEEEFEEEFAEE£££1 10000110000

fce6136113f fed37156f5ce952708400

49

fEFEEEREEEEEELE6E1 180001 {8000

12837d1488aeac28c102f0f5cd401e86

fEEEEEEEEEEEEFffEfc000ff{fc000

4248de60f 137e5e06f f ab6c1404bf 7b3

51

fEEEEFEEFEEEEffEff{1e000ff{fe000

00e1d{430caaa2f f f 1b4930bf0c10a0b

52

fEEEEEfEEEEEEfEEEEff000L1££000

919380e8493498¢1fbddad6ac2217d85

53

fEEEEEFEEEREEFeeEffff800f1f {1800

f72b85f {836af 1b7d03f 8¢ f 742b635e3

54

FEEFEEEEEEEffEEfe{fffcO0fEfffc00

99681 f 2ea7¢3b33741e9¢{438975b738

55

fEEEEEfEEEffEffffffffeQ0fffffeQd

a6248e94b3cc443e43856227f8ae899%

56

fEEEEEfEEEfEEffEfffff00f{ff1{00

04182e05b65e3{4d115b773badblee796

57

fEEEfEFFEEffeffeefefff8Offff{r80

64bc00a95e91edf 36561d9f0a9994d84

58

fEEEFEEfEEEEfeefeeffeffcOffffffcO

bbec2cf2f4a72e1873af 18%4cbfa7el9

59

FEEEEFEEfEEfErfffffiffeOffffffel

4bch6{57f110ad5af6098925dcabd679

fEEEfEEEEEEeqfeaffeffffoOfffffffo

9cc7c4d66e61bf44ac0a3039bd7beceea

61

fEEEEEREEEEAefeaefeaeffeBffffife8

daa716a19b5d70d1e641d61b829b4c39

62

fEEEEEFEEfFfefffeffffffcffffffic

75854b39332645d44889475d424d2{9

63

fEEEFEEREEfEffefetfffffefffifffe

©60845ee8e2284¢55292cd1a371c8dcc

T EffEfEffEfeefeefeffifafefe

5a54¢f44¢50290c4cbf71b1083fd12el




THRRER GRS (2003. 2)

85

(EERBIN)

A 9 (Yeog Kim)

199219 29 : AdAlodx gt HAbete) &AL
2003 29 @ st ARESUEHY AL
2003 39 : vty HRE A A
<BAEoR s BE 3l H7 2d A

A % % (Chang-Ho Jung)

2002 29 : Sty S-EAES A s A}
2002 99 ~EA . nefdigty FHEIUEY HAA
<BHEoP 2% ¢35, CMVP, JH2Y

24 % A (Yun-Seok Jang)

2002\ 29 : AAostE A9 R At

2002 39 ~#A) ;. wdigty JHREFUSY HAlnA
<gA o B8 9F3, CMVP

o] A A (Samg-jin Lee) X3/

19873 249 : g 453 Al

198913 24 : wHulstw 4=8t9F AA}

19943 29 : mejdgtw =8t} WA}

1989 2¥ ~1999d 24 : = AAFAIATY AY A1,
1999\ 39 ~2001d 8¢ : weidigtm APt 2w
20013 99 ~8A : Uty ARpaosty Huss
<FARoL TE G5 M T HA, ARy

o] 4 A (Sung-jae Lee)

19973 89 : mHh&w 453} A}

1999\ 8 : nistw 48 A}

1999 99 ~&A) : IZABE AT A7y

L= \=] = =
<BYRoP S T ¥ 25 4 ¥4 ¥ 47



