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ABSTRACT

This paper presents a semi-automated formal verification method based on the famous SVO logic, and discusses its
experimental results. We discuss several problems on automating the SVO logic and design its derivative, ASVO logic for
automation. Also the proposed method is implemented by the Isabelle/lsar system. As a result, we verified the well-known
weakness of the NSSK protocol that is vulnerable to the Denning-Sacco attack, using our Isabelle/ASVO system. Finally, we
refined the protocol by following the logical consequence of the ASVO verification.
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3.2 ASVO 2%

3.21 ASVO 2% 24

ASVO(Automation-considered SVO) 228 Isabelle/Isar
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Key Ownership F2] 27]o}
Saying %8 27]v}

Freshness =& 27)u}
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Nonce-Verification &z} A7)0}
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ASVO 23 SVO 239 x23E Ystd ¥d
d 2H02A Oy gE 5L et
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£ 325 HAdF FA3tA-

2) SVO 24 CcAgl 1A 74 SAE AAsNL
B, 24k o]9 2L RES =gHoz HNY
F e FE 27vsg Bostdch

3) 7zt formula®] ¢1AF} termol) thd B FAL T
AaAE AoJsidt

4) e} B2 A8 25X AAE HsiA, g9
BE Ao #3& TR FE Y

5) 5% o $AS 9slr) 8te predicate] it
TE 2 U F Ay 72E FAEA

6) Godel?] ¥ WA Tl wlgs 71, 13 S
3= 3Tk wila] P believes p= P believes
ot 2L FE ZHE FAsiM P believes (o= ¢)
o g F2& & & gtk

323 NSSK Z2&Z 752 ¥st 32l

ASVO 23 dlA NSSK Z2EZ9 2% ZW&
Al ZRHor dagd BE T [(F 34 U
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I Yol 4 YEE SVO 2H & HEoE FAF
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(E 3] ASVO 2xo| 28 32| I#t
Al) P believes ¢ A P believes (¢ — ¢)
= P believes ¢
A2) P believes ¢ = ¢
AS5) P understands X A P received2 X from Q =
Q said (X, PE )
Al4) (Phas X; N .. A Phas X,) =
(Phas F(X,,..., X))
Al7) Psaid (X,,..., X,) = Psaid X;
Al7al) P says (X,,..., X)) =
Psays X; N\ Psaid (Xy,..., X,)
AlB) fresh( X;) = fresh( X, ..., X,)
A19) fresh( X, ..., X,) = fresh(F( X1, ..., X))
A20) (P controls @ A Psays @) = @
A21) (fresh( X) A P said X) = Psays X
A23) (PLQ A Preceivd (X)) =
P received2 X from @
A2M) Rsays K A R contols P9 =
R says P<L{+Q
A26) P has X => P understands X
A27) P understands X, =
P understands ( X, ..., X,)

(E 4) ASVO =239 27| 7Y

PKx (719] £67) (019 B9)
%ﬁgfﬂ(ggw PKe - principal  principal
*1%@5;(%%&%7“71 PKd principal principal
7 %ngf 6251%271171 PKs principal - principal

§o], 49 A2"dE #4387 AF IvE Tinke
A Esitt. E3) Isabelle A% HOLWS] EHE
B3 Y W $HL T3 stk AAdes gt
AHEAE ML 45, 98 E°] goal HH, tactic,
tactical 5& HH t}Folo}l o}, o= Isar
(Intellisable semi-automated reasoning)7} A)2®jo] I
g=lo] theorys} £ Aol RFolz &4 <o F
g AFe

B =RdAc ASVO 239 7HE YA Isabelle/
Isar AJ&ElS AMRB}GIT) whebA] 91A ASVO 23&
Iar o2 WAY3IG o, Isabelle 73 7E 2
A& 7HE ASVO 23g isatool ©]8-31
Isabelle A]2~#o) buildslg o, o]} o] HAH
A|2HS Isabelle/ASVOR}aL 3tk AMRAME Isabelleo)

AXE 8R4, 47 ASVO 23& o|&% AF
538 4 Utk Isabelle/ASVO T=FE ASVO 23
ol &% FF FHE FYAHA, olg o] &
H}Z ARES M ASVO 239 29 AN S
& 4 glth. £3| isatool documentE ©]&-3}e]
€ theoryS& g Frie] EMZ A = 3L

>
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332 7|12 diojef 78

Isabelle/ASVOO A, ASVOZ AL &3 7)(key,pk),
Z=A(principal) 59 Fterm)E 7[EH FA4 242
7AAH, o3 FEE o]F 7 WA A(msg)e} =2
Aformula)e. 2 Z&-& FHIL ASVO =39 7]
23 dolH #3374 FEL ¥ ASvothy 3
o A% gt

(1) 71 28 ¢4y
71 W37 24
o

< 9% key H8H, N B
HE 4% pk YO

9
roA FHEEAT
1) key type

71 Isabelletfoll olu} Folsjo)x gl 8 ‘nat’
(natural number)& o]-§3te] EHIT. 7)Y typesE
o] &3l keyels A2 F¥E AAdsded, olR
& T3] ASvothy B o)A ‘nat’ typeS keyz}
£ olgog AHEsld theory?] 7= A(readability)S
FO)EE 3 o

2) pk type

719 2439 FHE JYeie PKE, K) T
Isabelle9) datatyped ©]&-3t9 ‘pk'els A2
o2 Aoyt ZAC [E 4& Fdiet

dalalype
= m principal principal
C%\Sﬁudot
P = : &E type LKA datatype 2] Al
MSE type 018 constuctordt 2H0PA S OF Sk
(2) |

FAE oAvdle #% “principal’ 2 datatypeS ©|§
3le] AHgAL A9 B 181 7)E Btk 59 9
£ 3= Server® R H3| constructorS 7 type *pk’ol]
A 719 F5E JE7] Y8iA 718 constructor)]
a, b2 o]Fo]x 3t} F7}E a9} bel= constructore=
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principal A, B&} T2 AMEAE K3k Zlo] oiH
as} A, bs} B 4t M2 3YF ALEAES 9nd
t}. 3A5t AF%} a, be Diffie-Hellmans} Z& 7)
g T2EEZ9| Diffie-Hellman Z7)7)9}, ¥ 7]2
BAE o AMR-ED, FX A, Be 7|8 Z2EE
o] gAIE HAIE o) AMEFct dE S0, FA0
719kt 719 E71E ofeie} 2o] o).

- Key ’(Principal A)l {(Principal A)]
CEMOA :DHE BB JIE ZZERFWA 3!

- Key I(Principal a)‘ ’(Principal aﬂ
DEM A :DHESERUNAHS A2 BH3|

-Key |(Principal A)| |(Principal B)
TA%H B AtOIZ 2R3

3.3.3 HiAX|2t =24 78
(1) HAX] M Y FHef

HARmsg)E 7], FA, =2 F9] 7|2HA dHierm)
E2 A HAA GA] Isabelles] datatyped ©]
ot Aot o|FA AHo=HE wWAAY FHe
Principal, Number, Nonce, Key, H(E 3} 4), Crypt,
MPair(W| A 2] #|0]3]), FO(Diffie-Hellman H3 k),
Fughr) 59 FA9S B8t 249k

(2) =2i4 Mo & Ho

=2 H(formula) 2 F E= AAY AGHL Z=
T ov|3ln, modal A4FARS} ASVO 23 9] 7
% predicate .2 AL =84 §3L Isabelle9)
datatype S F3HA] T 2ol Tk

—

datatype

formula = Const bool
| Believes msg formula
| Controls msg formula
{ Has msg msg
| Received msg msg
| Received2 msg msg
| Says msg msg
| Said msg msg
| Fresh msg
| From msg msg
| Share msg msg msg
| PK pk
| Understands msg msg
| vague msg

(& slolAe FAHA =24 74 o Bz

(£ 5) Isabelle/ASVO 2| &=2|4] 74 ofx|

formula &3
Const Const T/F
Believes Believes(Principal A)(Fresh(Nonce 1))
Controls(Principal Server,
Controls mey@m@c?;al pil)(Princip)al B)
Has Has(Principal A)(Nonce 1)
. Received(Principal A)
Recsived | 0 inipnl Pl A)
. Received2(Principal A
Received2 (Key(Princ(i};:naln Al;?lPdn)ci pal A))
Says Says(Principal A)(Nonce 1)
Said Said(Principal A)(Nonce 1)
Fresh Fresh(Nonce 1)
From From(Principal A)(Nonce 1)
Share Share(Principal A)(Principal B)
(Key(Principal A) (Principal B))
PK PK(PKe A A)
Understands | Understands(Principal A)(Nonce 1)
vague vague(Nonce 1)

(3) F H#

Isabelle/ASVOO Me F83E 558 A8t higer
oder 3259 AHES flat] tea o] WME &
FET Yot

1) Trueprop

Trueprop2 Y3 F3o] ‘formula’c]r O T A
Isabelle Al=Fle] o]n] Hox|oix Sle F3Y “prop
(proposition)’ & retumdl= rolct. o] e Isabelle/
ASVO ujoll Aj&A Hod ‘formula’7} TFgEE 2z
shje] WAZA Qo] Psehes: 9ok Eeh Treprop
o]g}= ¥+ Isabelledl| 4] implicit coersiono] oL}
22 g2 49vtaEg eed daA A9 g4
%% flols ‘formula’oll A ‘prop’o 2 ELY] ®E7L &}
5oz Hrh

consts
Trueprop :: “ formula =) prop”
input type output type
2) trans
4 mnse §90] fomuladl YHE Wl IRL
message F¥02 WMEAAFE AYS dk o]
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FE Sl ASvo dlA|R|(message)d] “AA 3) o7} =
gAold, g HAROYE EET = Yk oY
3 ransFree ol 9} Zo] ARSI

Says msg msg
Says (Principal A) (Fresr:%e 1)
msg

Says (Principal A) (trans (Fresh (Nonce )
msg trans formula =>msg

%, higher order £8E FHE 5 J=F )

3.34 oiMxtel e HE
(1) AT Mol Fof

Isabelle/ASVOOI A =] H4kRtEA  (negation),
Aand), [(or), —(implication) Fo] M= {39
formulacl] H8-2 4 JU=E A2 HolstHch

consts

IMP :: “[ formula, formula ] => formula” (*(_->_)" 25)
AND :: “[ formula, formula } => formula” (“(_&_)” 35)
OR :: “f formula, formula ] => formula” (“())” 30)
NOT :: “formula => formula™ *(~J” 40)

AMAE HJE oe F4E AIE e} vl
7} 2 Isabelle?] constsS ALR-81=U), syntaxS AHE:
o AAE = ok FH, ikt g gole
Isabelle A|2%19] defs, tramslations§ AMS-SFAL), constdefs
£ o83l Hx FYg FAl & & gl g
A o3} o] viAX] JARE Hostgnt

translations
"W v,z == "{x, {ly, 2|} =D
“{Ix, yi}” == "MPair x y*' = ------mmmeo| o)

A9 ZEelAM O || 1} JaAte] g right
associativity S J 93l loH, @& wAA d4FE
A% MPairg g2 (| J22 HAStS AHEEAT
A& ou|d.

3) —s} =9 ZolH: —o} =2 FUsHA =24 implication
S B3R, =2 Isabelleol4] $& 72 Einference
rules)S EH3e dl AHEE T theoremol] 4 =] 1%
%’4548‘& Z7 F33 =20) LEF YAz e +2
£ FE3I= qﬂ?*‘ g} Wk, —-& higher-order logic
A =EAEE ddshe 98-S g

(2) Isabelle/ASVO 2| &3t

Isabelle/ASVOS] 23] Aje ASVO 2749 3
27|0}E, Isabelle/ASVOS] 7|12 Aojo} AL nje
o7 7RG otk uety FE fE&FHA ¥
A2R2Fo] WA 4 gled], o]9} 2ol Isabelle/
ar@ el ol&3te oz 7EY ¢+ UUd F
£ FME “Axit"m 2L FHE 7F drEx
2 gysgd. 4§ &9, | X1,..Xn |}'s} 2 o)
AR FxAA X' Hddle FE9 79, Isabelle
AMe WAAE ojFE &9 MErt A H9
H2 g ol XL Xn [T 22 o 7L ¥
7Fe3tE g, WAIA Y §e] 45 "ad) @A Fs
o FEE A} AT o9 2 7H AxEA
T 8 ojgo g HhIEAE ggton, ASVO 23
o] RE Fe7t A3 FEEHA

N. Isabelle/ASVOR 0|28t 25

4.1 NSSK =253 AZ FH|

NSSK EZEE2 Needhami} Schroedero] <]a||A]
ARME ZEEFZA, 304954 4E ZEEF o
79 ZAo| Holfitk 2 /MF & olfe Hz
9] BAAQ F 2 EFE GAsty, o 10od7}
QA ZEAFF A 21 Kerberos 59 Al
Hol §&=%AT, 1 ¥ BAN 239 539 ¢E
o] Z2EFY FEAY 27/ LASHEA old o
T B 9TE oAFY] WEolth NSSK ZEE
F& 9HEQ ZREF B/EES ARSSl JEY
9 o534 gk

[Z2EF: NSSK]

: A,B,N4
. S—A: {Nu, B, K 45, {K ap, A)
. A=B {Kap A},

{Ng}
. A>B {Nz—1}

B
|
)

qu K as

v oA WN
{

Koan

Z, NSSK Z2EZ9 ERE HEs] 7184 ¢
Zo] B8 Aotk

411 ZREE =21
NSSK ZZEZL &3 7] Bulg Hair AA
d ZIEFZE A, ASVO 232 £33 AZdAMe= o
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% ge T2EZ 2EE T & Ak

o
rlo

NSSK-G1: A believes A«—Kﬂ»B
NSSK-G2: A believes fresh( K 4z)

NSSK-G3: B believes A< 4% B
NSSK-G4: B believes fresh( K 4z)

NSSK-G5: A believes B says A Las g
NSSK-G6: B believes A says afas g

z, ol FA A% BE A% AMY) K 9 FE
BEHATFDN A A shepsie, Mz Aoy
of ge Ao WalA AFE e AL Ashor
she g olvidth

412 Z2EF X7| 718

ASVO 23& B3A ZAF37] HsiMs, o7 o
& nleg} o] Z2EF 7142l ISA9 RMAE 4
gajjergiet o) Azt 7] AR W FAH
Aol T2 EF wA]x] Ao tig FAje Aol
dsiA Fodte Aot} o] GAE AFA ZRE
o U3 g oA E e DA & 4 Ak
WA Z A A%} BE TIPY| af238he S9F zha} <t

A 718 TR U At} g

P1) A believes AKas g
P2) B believes pLlss,

=3 7} TIP2A 712 4 Qe A Ago) s
A Al stolop FT}h Z, NSSKE ¥Ate] 7] Fu
£ pgste TIPE 7143 Z2EZoth. FdAXL
2 B7h zte AAd oi@ 7PEe Agsign &
Ak T2 EZFY F7| HABdAe olgt 2L AE
7AYE "art ot

P3) A believes S controls AL B

P4) B believes S controls A«LB
P5) A believes S controls fresh( K)

2 A Ao BE w2 ol g AFA 1
A3 af0) P AHE s, AU ojolr)s
A0 & 9k ool B AY HA YA FHo
AeRE AST 2ok

P6) A believes fresh( N,)

P7) A believes A has N,

P8) B believes fresh( Ny)

P9) B believes B has Ny

P94) B believes B understands A

&gk oju] &2l ul9} Zo] NSSK TZEZFL
=23 H¥HE 7IAL Qe ZTEEZoH, ASVO
23 ENE B o)k #e HIHG HES &
Asty £ 5 AU

olefo] *EEZ XA ISAS, = P91, P92, P93
NSSK Z2EZo] grolx Aojgt ZXE ASVO =
g B8M o]F7] YA FrHHez Faydd
Mg Eoln, Aoz ol T JAHEL 47
NSSK Z2EZ9 =¢34 BEAHS #3384 drk

*P91) A believes A understands Ny
*P92) A believes fresh( Ny)
*P93) B believes fresh( K 45)

@3latd, Plojre FA AZE Adid BY =4
2k Npoll thalAa dbFo g oaid 4 glojoldtte
AL oulalm, P929} P93 A= FA] Ael B zhz)
Aurel =24 grolu, TTP7E AAsHE A4 714
A ARde duFez Aslsjeryt gk A
& gu]gtth FAN ojeh B 7] MHL, ZRE
F9) 71E2HA FAe A HulEe Zoly wet
A ZEEZS ot & 7ol BeEA PxFH
ZAsobsitt. o]RAL ASVO 23 & E&A 39
NSSK7 Z2EZ oA FolE £+ it

3, ISAE 71&% F, 54l vlA|Ae] g FH)9
AlZ] HHQ RMAE thg3 Zo] sl&gsordct ¢
oA AEg uie} go] ASVO 239 RMA 7g&
ZEAo g SVO 229 RMA 7]¢3 2t} ASVO
239 RMAE @A 7 FAH7t Z2EZo 934
w2 g&d wazx FRE 7igstia, ol e
A WAIA] Fxo| gt dg FA 9 AE UE

= Aotk w&tA 1 DA W9 deEdi o
g}, P159} #o] challenge-responsec] thgh ¥ FE 7

4) ASVO 274 uizkE ©79 Isabelle/ASVOE S84 7%
< s, P91, P92, P93z} 22 subgoals A s}r| et
87374 #ARL ahefd] e e FriAel ARAE o
dloptt 9 A& FHE 4 ot 39 PR2el| diafA
£ o HAA EEL AYsle A 5 Aot
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(B 3) Isabelle/ASVOE 0|28 3Y Al2f &9
proof (prove): step 3

goal(theorem (Goal), 3 subgoals):
{I ASvo.Trueprop (Believes (Principal B) (Received (Principal B) (Crypt (Key (Principel B) (Principal Server)) {{Key (Principal A) (Principel B), Principal Al1)));
ASvo Trueprop (Believes (Principal B) (Share (Principal B) (Principal Server) (Key (Principal B) (Principal Server))));
ASvo'Trueprop (Believes (Principel B) (Understands (Principel B) (Principel A));
ASvo Trueprop (Believes (Principal B) (Controls (Principal Server) (Share (Principel A) (Principal B) (Key (Principal A) (Principal B))) [
==> ASvo.Trueprop (Believes (Principal B) (Share (Principal A) (Principal B) (Key (Principal A) (Principal B)))
1. [} ASvo Trueprop (Believes (Principal B) (Received (Principal B) (Crypt (Key (Principal B) (Principal Server) {[Key (Principel A) (Principal B), Prinipal Al1)))
ASvoTrueprop (Believes (Principal B) (Share (Principal B) (Principal Server) (Key (Principel B) (Principal Server)));
ASvoTrueprop (Believes (Principel B) (Understands (Principel B) (Principal A)));
ASw ey (Beives (Pincipal B) (Controls Prinipal Serven (Sare (Prinipl ) (Principel B) (Key (incipal 4) (Prinipl B)) |

21 ASvonepmp (Believes (Principel B) (Receive (Principal B) (Cypt (Key (Princial B) (Principal Serve) ([Key (Principal A) (Principl B), Principal Al
ASvo Trueprop (Believes (Principal B) (Share (Principal B) (Principal Server) (Key (Principal B) (Principal Server))));
ASvo Trueprop (Believes (Principal B) (Understands (Principal B) (Principal A);
ASvo Trueprop (Believes (Principal B) (Controls (Principal Server) (Share (Principal A) (Principal B) (Key (Principal A) (Principal B))) I
==> ASvo.Trueprop (Said (Principel Server) {[Key (Principel A) (Principel B), Principal Al})
3. [} ASvo Trucprop (Believes (Principal B) (Received (Principal B) (Crypt (Key (Principal B) (Principal Server)) {[Key (Principal A) (Principal B), Principal Al});
ASvo.Trucprop (Believes (Principal B) (Share (Principal B) (Principel Server) (Key (Principel B) (Principal Server))));
ASvo Trueprop (Believes (Principal B) (Understands (Principal B) (Principal A));
ASvo Trueprop (Believes (Principal B) (Controls (Principal Server) (Share (Principal A) (Principel B) (Key (Principal A) (Principal B))) [
a=> ASvo.Trueprop (Believes (Principal B) (Controls (Principal Server) (Share (Principal A) (Principal B) (Key (Principal A) (Principal B))))

T RMA @A oA ag]sofo} gt Zt 7H3E€9] modal A FAZL HF R 1
A YEA] FUdtool drke Aol o7 ASVO
P11) S received( A, B, N4) 23& 5 A% FHo] Godeld] F HA FE ol
P12) A believes A reccived Blg e T Zulo]y] gRolh. X, ASVO 2Hd|ME
{Na, B.K ap K an, A} } A2 ZE9} Necg o848 55 #A3L 8830
P13) B believes B received {K 45, A}
P14) A believes A received {Np} . 421 NSSK-G1of| st =3
P15) B believes B received { F(Np)} , NSSK-G1-& 212} F4 A7} 719 tisli] 8¢ +
T 57 44, & 719 fE4S A4l o
ols} & 7] BAE vl ¥, Z EX P § Z9oltt. welr F74A theoreme A )Eta o)
theorem 7]&@ch 223 Y theoreme] T3} o Wiy Z9F & gtk WA Glo] thg theorem
ASVO 23& o}8% F3-¢ g & Asta ole] W T AFE 2P X7
—E(Al, A2, Nec, MP) FolA HAE & A3}
4.2 NSSK Z2EF HE AU 292 e UAE Holdte AL onFich

ZzeFe BN 43 74L& Py HA
2EZ EFd 3 theoremS A2 dtojof Fck
g]3 ojo]A] Z} theoremE FH3H7] S8 ASVO
29| Feg FHEL dloopgit). ol e HFL
AE A= £79 IabellfASVOE £34 SEHE
subgoalE 9] Helo] welr dAIFoZ olE ¢
. 28 Hzx9 7}EE& RMAJA HEHY, o]9}
FA7 Y& ISAES 7)o 3} g EHo)
W@ 290l AYYl wehd, A 2EA vF ~> NSSK-GL: A believes A 148
o] =949 theoreme]} lemmaE HA] T3 EF 9
7HHez 23dE 4 Qo ©ut Fostojor & AL, Z9 }AGL& gFstgAg, A21 Fe] HE&E FA

[Theorem NSSK-G1]}
P12 ; Pl ; P7T;,P6; P3 =

A believes A«ﬂ»s

e obe e

(9
P12+-P1+>A23%>P7+>A26:>A27>A5+>A17+>P6—>A18
A2]+>Al7al->P3+>A24->A20(A1,A2,Nec,MP)

B
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G1_D2a) A believes
S sayS( N, B.K ap, (K 4z A )

O|RL Q2o hE T E&HT

[Theorem NSSK-G2] +P5 ; G1_D2a =
A believes fresh( K 45)

(%)
G1_D2a+»>A17al+>P5+>A24al->A20 (A1,A2,Nec,MP)
=> NSSK-G2: A believes fresh( K 4z)

ojg} o] NSSK ZREZe EX Gl Q& ¥
detA SHHEE, ol tisjE NSSK Z2EZF
o] ke A gevhs AHdE AT F Sl

4.2.2 NSSK-G30fl cht Y

NSSK-G3& ztzt F4 B7} 7l thsfA 4& &+
AdE TR AR, = WANY FEATD AFAd
W Btk w2t GAl F7HA] theoremol] thal A
FRsorditt. 53 o] NSSK-Gla #AHE #4
9 theoremé& sty FHE ok (X 39
do= Y59 theorem 5% H49 & FE9 =
ARE AT Zolnt

JE JI&’.

[Theorem NSSK-G3F]
P13 ; P2 ;P9 ;P9 ;P8 , P4 =
B believes ALB

*kk Zug B7]_

Isabelle/ASVO2] subgoal &89 ASvo.Trueprop(Fresh
{IKey(Principal A)(Principal B), Principal A[H7} ©jv]
3t vk, B7F MAIA { K a5 Alel O A4S
HAF F Jolopgitke Aotk wabA, fele ole}

2 subgoal& A7) YA thEF o] subgoal
AAE 7MY o2 A FHlsolsin, AnHo= X2 g
theorem <]} o] Pasjch.

P93) B believes fresh( K 4z)

%, FA BE K 459 AWAE 3 81T 5 gl
ojopgitts 2otk AP o]AL FHE H43)
e oA, T2EZHNM EHos M4

& 4 gt 7Melth %Az o2 s xz
E2o] QA %A B

[Theorem NSSK-G3]
P13 ; P2 ; P94 ; P93 ; P4 =

B believes A&B

=4)
P13+>P2:>A23+>P94>A27+>A5->A17->P93>A18+>
A21->A17al->P4->A245A20 (A1,A2,Nec,MP)

=> NSSK-G3: B believes A«MB

ol% Boj B3 ZH9, G4%} G6E& G39 FH&
SN 29 7Hedd. A AHo =2 PI3Y
AAE HslM ZREZ] £3o] adith B =F
A o] 2 Ao BeE T2 EZQ NSSK7
ZIZEZS 7FAATH

4.2.3 NSSK-G50f CH3 =

NSSK-G5= F A7} i+ BY 7] Q1% AM&
#HAdst=dl g FHolth AT G3F FARHA
A theoreme FHEY 4 UAUeH, A7 g
2ol P91E EFE theoremol e Faforgct.
P91) A believes A understands Njp

ojRe T HAAA AHEF A5 FElE FHEd
71 Y8iA 8 7HATk olefe] NSSK-GS5 theorem
PO1E T3t AFHE Ago|rt. P st
AS FE7t AEEE AE & Uk

[Theorem NSSK-GS5]
P14 ; Gl; P9I ; G2 =

A believes B says a K g

7%)
P14-G1>A2+>A23>P9]+>A5-G1+>G25>A25+A18
—A21>>Al7al (Al,A2,Nec,MP)

=> NSSK-G5: A believes B says A<—K‘—>B

Z, NSSK-G3ol| {2} frALSHAl POLR ]ISte] A A
o g EAHe] AL FAY 4 Uk NSSK7
ZIEZME 9 ol 2 FAHE £43
Aot
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4.3 NSSK Z2E#9 M

AH o2 NSSK ZZEZL EX Fo|A NSSK-GI
7} NSSK-G29] hisfAe 7183 7Hgztez 349
o] 715 3A|%, NSSK-G37} NSSK-GS& &L 9)3)
A Ztz po3st POlolete MIZRAQ e B8z
3ty =3 NSSK-G49} NSSKG6& NSSK-G39] Z
o AnE gz sleg, oA P3L e Yo
wehx NSSK TREZS EARE $E= Pl
Po3ojele R7ANg A AR & Slch

4.3.1 NSSK =ZEZ0j| L Denning-Sacco 52

3L 984 P93o] "adged oL, B}
K a0 i3t 2788 828 4 gidlen, o)) 2
& FAEe S0t AL Juidid. ARz
NSSK Z2EFL2 Dennig-Sacco FZd] k&5 =
ZEZEAM 13 HYAo] olu] ¥ znl Ut o]
ASVO 239 £4 ZAzel YAsked, & 74 Bt
K 459 AL 81T § giche AKdeIA 719181

& SW ol go] oA MY ) K 4T
F53 T4 EE AE 7HEsld BY Z2EES
FP8 5 Uk

E(A)~B {K a5 A}
B—E(A): (Ng} .,
E(A)—B (Npg~1}

ol 7] K .59 NFAE Y = ¢l F4 B
= A% A Z2EZ £yoz Q1A @
th AT AAZ AL B ZREZ) FodsA ¢
skth

43.2 NSSK Z2EF0f| Cist Dumb Authentication 524

%EFH NSSK-G59] F%& 91314 P9le] Basditt
%, AT BEHE F43 WAAg A4E 5 e
o, o]s} 2& FAle FAslooiths A8 u)ditt
& YW, o 28 AZE Fd9 19 33
o] 7}538lt). o] A& ¢l Dumb Authentication F
Aozt ¥-27]|2 s}

A—S A,B,Ny

S—A: {Na,B,K ap, (K ap, A} 4, }
A—E(BY: (K a5, A) .,
E(B—A: X

K as

A—EB): ({XYk,,— 1} k.,

%, BE 714% 344 Ev A9 WAA ags
B34, A7l vkx] B} Z2EZS HA4HoF vl
Aoz =S & 4 glvh AT AAZ Be
B 2 g A FodA dsich

4.4 NSSK7 Z2E& A

NSSK7 Z2EZS ASVO 238 SajA 2
NSSK Z2EZ] EAHL BHe A% TIEF0]
o} 3, NSSK Z2EZo] ASVO 23§ g3 33
& 9&|M NSSK-P9lo|t} NSSK-P937 zH& H| A
A 714E doE Y whd, NSSK7 L2EFL
ojs} & Mg 8734 ARE BEF Fojoh
o]RAe 7|1&e] xngbd NSSK T2EZ3 1 )
AR, B a8 ASVO 229 B4 ARE g
th. ASVO 27 EA& nlgog £ NSSK7 =
EEZ gigA dHEn.

441 NSSK7 =252 &
(1) NSSK-P910il CHEt B2
NSSK-P919] 244 NSSK Z2EZo| 0}gx
& AN A7t BY HAAE I F U=E
slopgithe Aojth

B-A: {NB} K s

gehd, WA A7l ZlRdes AU & e
RS EFHES a0, 1 A2A 249 AuAB
THIES BT weld oeH 2ol % wWAA}
39, 3432 e FES 9o

B—A: {A,B,N} K
P8) A believes A understands B(*t= A)

%, A€ 553t fAAE o3 $ glen, 9
AL ASSH T2 oj3s} o) #dE FUE T
A &9 7hsdite e on P

(2) NSSK-P930i gt =gt
NSSK-P93¢) B-4|H& NSSK ZREZ9 o3

2 SAA B7F AT K 458 ATAEE

& Wiol Basithe el
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A—B {K ap, A}

oEbA, FA Bt AT =& ghol T wAIA
EHHEE Z2EES FAstojor Ak mEkA A
223 w2 g SoA dgdtn 2xE 5] st
o3 2 9A Fri7) gasit

B—A: B,Ny
A—S A,B,N; Ny,
A—>B: {NBl’KABtA} K

A= ASVO 238 34 NSSK Z2EZ L 757
ZIEZE HEHY, ojR& oju] AFF ute} Zo]
71Ee] B W fARRE Be] k. dlE B9,
GNY 232 Ry Bgd Z2EZo|} Needham3}
Schroeder7} HeHek Zix} AR Aoz Al A,
Needham3} Schroeder®] B.$tof| A= Dumb Authentication
o] nEEA oo, GNY &L E§ HoA
= 2903 933 X3 NSSK7 z2E
29| 7% ASVO 23¢ FHAM =eFez HEd
AFAL stgon, By TEEZ FoM AMA 7}
3 5aRHQ FAE o)FE ARE RYFUT

442 NSSK7 =2&E
ojg} Zo] $2l& TEAR o]Fojz] 29| NSSK7
ZZEES ¢8I

A—-B A

B—A: B,Ny

A—S A,B,Ny, N

S—A: {N4, B,K 45, {Np,K ap, A}
A—B: {NB,,KAB,A}K

B-A: {A,B,NBL,}K

A-B (Ny—1),

Km K 15

NSSK7 ZTZEZL ASVO 228 E3le] 7|&9] NSSK
ZREZA B =7F EANS H4F
zzgE2o|th 99 (28 1]& NSSK7-G3o) whs)A,
NSSK-P933} Zo] ISAZA = E7153 73S EH6HA
RSN E Fs] FHHOP, G390 Wi FE PAL
33k Isabelle/ASVOQ] 3PHS HoF31 Itk NSSKT-
G5 9A] NSSK-PO17} 22 714 glo] W=k

5) Isabetle/ASVO2] No subgoals! w}A| )& &alsle)

(I% 1) NSSK7 Z2E&°| G3 3% d

o9} o] LAE NSSK7 ZTREZ L olu] Agst
uko} Zro] GNY Z3& F8)AM A7+4E NSSK =2
239 o8 7XZ 713 AR 1 o)fE BAN
Z&oll} SVO 2Fo2= MY 4 gldd NSSK
ZZEZo dumb authentication ZFAlS HAs=
Ho] GNY$] recognizability #4317} fA}3t7] wj&o|ct.

v. 28 ¥ % g7

rta

=RNE $IEZZEZ =4 AF BFS
A o2 A, SVO 229 A58 WHE At
Aok o1& 9Astd UA SVO 2 Agste] EAA
& A on, AF3E 1B ASVO 23§ A
AstRth. EF Isabelle A|2EFAM A5 FF =
7! Isabelle/ASVOE &3 @A & =FA
2708 Isabelle/ASVOE o] -&3}o] NSSK} NSSK7 =
ZEZ o]0 NSPK(Needham-Schroeder Public Key)
Z2EZ ozt HER sten, gA wddE H
A8 A3 ZTEF NSPK29} NSPK3, 121 7
2 T2 EFQ Diffie-Hellman ¥ STS(Station-to-Station)
Z2EZJ Mz A=shc 3E ASVO 23
o g Mg Alge Hxe =E& FIMAM OF
=5 g

g8

HO
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