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ABSTRACT

With the Internet winning a huge popularity, there rise urgent problems which are related to Network Security Managements
such as Protecting Network and Communication from un-authorized user. Accordingly, Using Security equipments have been
common lately such as Intrusion Detection Systems, Firewalls, and VPNs. Those systems, however, operate in individual
system which are independent to one another. Their usage are so limited according to their vendors that they can not provide
a corporate Security Solution. In this paper, we present a Hierarchical Security Management Model which can be applicable
to a Network Security Policies consistently. We also propose a Policy Negotiation Mechanism and a Prototype which help us
to manage Security Policies and Negotiations easier. The results of this research also can be ome of the useful guides to
developing a Security Policy Server or Security Techniques which can be useful in different environments. This study also
shows that it is also possible to improve a Security Characteristics as a whole network and also to support Policy

Associations among hosts using our mechanisms.
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