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SAD : Web Session Anomaly Detection based on Bayesian Estimation
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ABSTRACT

As Web services are generally open for external uses and not filtered by Firewall, these result in attacker’s target. Web
attacks which exploit vulnerable web-applications and malicious users’ requests cause economical and social problems.

In this paper, we are modelling general web service usages based on user-web-session and detect anomal usages with
Bayesian estimation method. Finally we propose SAD(Session Anomaly Detection) for detection unknown web attacks. To
evaluate SAD, we made an experiment on attack simulation with web vulnerability scanner, whisker. The results show that the
detection rate of SAD is over 90%, which is influenced by several features such as size of window or training set, detection

filter method and web topology.

Keyword : intrusion detection, web attack detection, anomaly detection, network security, bayesian estimation
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