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A Random M-ary Method-Based Countermeasure
against Power Analysis Attacks on ECC
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ABSTRACT

The randomization of scalar multiplication in ECC is one of the fundamental concepts in defense methods against
side-channel attacks. This paper proposes a countermeasure against simple and differential power analysis attacks through
randomizing the transformed m-ary method based on a random m-ary recoding algorithm. The proposed method requires an
additional computational load compared to the standard m-ary method, yet the power consumption is independent of the
secret key. Accordingly, since computational tracks using random window width can resist against SPA and DPA, the
proposed countermeasure can improve the security for smart cards.
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INPUT : P, d=(d;_1,...,dy),
OUTPUT : Q=d - P.
Q =P
for 7 from /—2 downto 0 do
Q=12-Q
if (di==1) then @ = Q+P
return )
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INPUT : P, d:(dl—ly ...,do)g
OUTPUT : Q[0] = dP.
Qo] = P
for ¢ from /—2 downto 0 do
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INPUT : The positive integer X.
OUTPUT : The random window size 7.
Begin
Temp = random( x) mod 6
If (Temp >= 3) then # =3
Else if (Temp >= 1) then # =2
Else =1
End
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INPUT : The point P, 7, array[ &].
OUTPUT : Q = dP.
{Precomputation phase}
P[1]=P
for =<2 to 6 by 2 {
P[j1=2Pij/2]
Pj+1]=P(-1]+P{2] }
{Evaluation phase}
Q= @ where @ is the point at infinity.
fori=0to A1do{
Q=2Q f* 7189 mQ AL
ifl7,>2 Q=20 3
if(r; ==3) Q =2Q ¥/
if(array(i] #0)Q=Q+P[array[il] }
return Q
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INPUT : The point P, 7, c, array| 4]
OUTPUT : Q[0] = dP.
{Precomputation phase}
P[1]=P
for =2 to 6 by 2 {
P{j]= 2P[jf2]
P[j+1]=P[j-1]+P[2} }
{Evaluation phase}
Q0] = @, where @ is the point at infinity.
fori =0to A1 do{
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