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A Fast Scalar Multiplication to Resist against Power Attacks
by Folding the Scalar in Half
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ABSTRACT

Recently, it has been shown that cryptographic devices such as smart cards are vulnerable to power attacks. In this paper,
by mixing the randomization concept and the folding in half for secret scalar integer on ECCs, we propose an efficient and
fast scalar multiplication algorithm to resist against simple power analysis(SPA) and differential power analysis(DPA) attacks.
Our proposed algorithm as a countermeasure against SPA and DPA is estimated as a 33% speedup compared to the binary
scalar multiplication.
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Algorithm 1 : Binary(Left-to-Right)
Output : @Q=FkP

L1 Q=0

12 for {=un—1 to 0 by -1 do {

13 ©=20

14 if (k;==1) then Q=Q+P |}
1.5 Return @
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Algorithm 2 : Addition-Subtraction
Output : Q=dP

21 Q=0

22 for i=nto 0 by -1 {

23 @=2Q

24  if (d;==1) then Q=Q+P
25 if (d;==1) then Q=Q—P}
26 Retum @
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Algorithm 3 : SPA resistant Binary
Output : Q[0]= kP

31 QIol=0

32 for i=n—1 to 0 by -1do |
33 QL01=2Q[0]

34 Q1= Q0]+ P

35 Qo] = Q&1 1}

3.6 Return  Q[0]
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Algorithm 4: SPA/DPA resistant Scalar-folding
Output : Q= dP
----- Precomputation Phase( P{3]=2"P)—

P.1 P3l=P
P2 for i=h—1]1 to O by -1 do {
P.3 FA3]=2M3] }

----- Evaluation Phase -----------——-

41 A0l=P, Pl1}=P
P{2]=PF3]-F1], Pl41=FH3]1+ P1]

42 for 7=h—1 to 0 by -1 do {

43 Q[01=2010] // Doubling

44. R[0]=R[1]= Plg;] I Positive or 0
45  Rl11=-PFgl]l /I Negative

46 QI11=@Q[1]1= QL0+ R[s;] //Addition
4.7 QoI=¢qls] 1
48 Return Q[0]
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Signs for
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4.2 Numerical Example

B Ao 473 SPADPAY] t)Lsle ~a}
A daees FAER 45 5l 29I 97
A owEgl k=(111011110)8 I WP F
r=(101010011) ofg} 8t [E 1] of3f AF353E
3% o ge olet 2o RHHG
k=(111011110) = 28+ 27+ 26+ 24+ 23 + 22+ 2!
=478

r=(101010011)
d=(1000100110) =2° — 2° — 224+ 2'= 478
A7|M n=9°0]BE p=50]t}

wely A Bj"7) ol Y e £ g 2T
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(E 2) oMz vl 84(0 @ MB, < HE @8, o 7| dito| 247 Hrol DPA iSxntel 30| )

Algorithm SPA | DPA Additions Doublings A=D D=0.7A ;Oi::%ii
Binary{18] X X n/2(avg) n 1.5n(avg) 1.2n 2
NAF[14] X X n/3(avg) n+l 1.33n(avg) 1.033n 2
Coron’s[10] 0] A n n 2n 1.7n 3
Moller’s(min. window)[11] 0 Iy nf2 n 1.5n 1.2n 5
Hichcock-Montague'sf12] @) A 5n/9 10n/9 1.667n 1.333n 4
Ha-Moon’s[13] e} e} n+l n+l 2n+2 1.7n 6
Proposed method e} o) [ (n+1)/271 +2 [ (n+1)/21 n+3 0.85n 11

se olei9} 2t

e=(10001)
= (00110)
g=(30113)
s=(10111)
[28 4]0 Fo1R LTl o8 2B FA
S S A A AL Fe A3]=25po] Hu
Ueial AR AY ghe ol 2ok

A0l=P, Fll=P, P21=(2°—-1)P=31P,
A3]1=2°P, P[4]=(2°+1)P=33P

=3 [2Y 419 “for"EollA 2zt loopoll Al ALt

#2 O 2.
loop i=4: Q[0]=2°P=232P
loop /=3 : Q[01=2(32)P=64P
loop =2 : Q0]=(2(64)—1)P=127P
loop i=1: Q[0]=(2(127)+ 1)P=255P
loop i=0: Q[0]=(2(255)—32)P=478P

wetA HF Ade Q=P 2om WY 5 »
of wet ggtol viAER AUNFFL v EeiAA
fch o33t A7 DPA FAA Had [1¥ 49
F2 3% QUOIZF nAHA @7) WEA EReT
E Fste] widy|s dY 33 A3 484
A REE Y] ot BE [TY 44 B
Hpeh o] ol glemz nds|e A 3
Fgol FHAHYE ¢ 5 Utk webM SPA FH|

KR
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i S A
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AHEE AE 274w J4
AR vls] F3] AL FEoJEE Hlm A e
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Axe] F 132 Fo] QA FE /302 Y F
ek
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Me HEo FIFHQ Aito]l BasA S
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& 4 ol fiok 99 37k WY FelAE Moller
WhHo| Binary YT A9 BlEE AN £5E e
Ao g 4eA ded 13 F=s S AMRSE
2 4d 549 e ARE ¢ de d2st e
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