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A Scalar Multiplication Method and its Hardware with resistance
to SPA(Simple Power Analysis)
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ABSTRACT

In this paper, we propose a scalar multiplication method and its hardware architecture which is resistant to SPA while its
computation speed is faster than Coron’s. There were SPA-resistant scalar multiplication method which has performance
problem. Due to this reason, the research about an efficient SPA-resistant scalar multiplication is one of important topics.
The proposed architecture resists to SPA and is faster than Coron’s method under the assumption that Coron’s and the
proposed method use same finite field arithmetic units(multiplier and inverter). With n-bit scalar multiple, the computation
cycle of the proposed is 2# - (Inversion cycle)+3(Multiplication cycle).
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Algorithm 1 of Coron
(Double-and-add resistant against SPA)
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Algorithm 2 of Coron
(Double-and-add resistant against SPA)

L input P

2. Q0l—P, Q[11—0, Q21—0
3. for 7 from Oto »—1 do
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4. output Q1]
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