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Implementation of Real-time Wireless Remote Control System Based
on Public Key Infrastructure
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ABSTRACT

Existing web-based system management software solutions show some limitations in time and space. Moreover, they
possess such as shortcomings unreliable error message announcements and difficulties with real-time assistance supports and
emergency measures. In order to solve these deficiencies, Wireless Remote Control System(W-RCS) was designed and
implemented. W-RCS is able to manage and monitor remote systems by using mobile communication devices for instan-
taneous control. The implementation of W-RCS leads to these security problems as well as solutions to aforementioned
issues with existing web-based system management software solutions. Therefore, this paper has focused on the security
matters related to W-RCS. The security functions based on public key infrastructure include mobile device user authentication
and target system access control. The W-RCS allows real-time user authentication, increases the flexibility of resource admin-
istrators and mobile device users, and provides not only uninterrupted services, but also safe mobile office environments.
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static int authenticated = 0;
static int user_auth (int ac, char *av[], char *cbuf
{
char buf1[512], buf2[512}, buf3{512], *p;
AR Q1E o] AYHA=AE FA ¥
if (authuser[0] == °0" || ! authopened)
/= AAEA IDE AF Avje HAE
if (auth_send(bufl) {
auth_close();
authopened = 0 ;
return(writemsg(0, usage3));
returen(writemsg(0, usage)));
}
[* AF AVEFE wAR FA 4
if (auth_recv(buf2, sizeof(buf2))) {
auth_close();
authopened = 0 ;
return(writemsg(0, usage));
}
/* one-time passwordS A303}7] 913}o] challenge S
g8t Bl ¥
if (!stmcmp(buf, “challenge” ,10) | ! stncmp(buf,
“chalnecho”,10)) ;
if (buf2 !'= ’0") char ebuf[512];
sprintf(ebuf,“1Z-= Yt A1 A AE (%s 7, $&buf[2]);
J* 28l ) 9] serial number Bl E 23} QlFEA #
if (stremp(buf3, “serial-num” ,10) || !strcmp(buf3, “serial_
num”, 10)) ;
else return (writemsg(0, usage));
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# define AC-LEVEL "“AC-TABLE"
char  ac(table, darabase, temp, check-ac)
char *table, *database, *temp ;
int check_ac ;
[ B2AN] FePoie] i A= ¥
if (ac_check == "y’ && ac_slevel !="n’)
ac_glevel = ac(AC-TABLE, DATABASE, namp2, 1) ;
/* Super-User IDS} Grpup ID] 53 A= ¥
if (ac_sulevel - ac_glevel) > 0 ) {
dt.userid = authuser ;
dt.subject = raddr ;
)
exit(l) ;
/* Grpup ID9} User ID 2] 57 AF ¥
if (ac_glevel - ac_ulevel) > 0 ) {
dt.userid = authuser ;
dt.subject = raddr ;
----- }
exit(1) ;
[* A=A o] DBl Xg= o] A 942 DY A= ¥
else if (ac_check == 'y’ && ac_slevel == 'n’) {
exit(1) ;
}
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void main(int ac, char *av[])

{

openlog(LOG_PID, LOG_GID) ;

if (Istrcmp(st, authrule, USE)) authflg = 1;

if (gethostname(hostbuf, sizeof(hostbuf))) strepy(hostbuf,
"unknown”);

hostbuffsizeof(hostbuf-1] = >\ 0’;

[ 4 Pl AE A= 2 ¥y

[f SRERI ZEMEE o[83to] sysem servero]
A% RCserver WA E wher)l ¥

public RCserver(hosthame, inputport) throws unknownHost
Exception

{

if(SSL_PKG) {ff SSL connection//

/I keystore 944 9] full path A7 swring keyfile = * “ ;

I/ X5008 7dto2als 391 AF7|@o e Ry S
J/SSL. contextZ 2§ A5} SSL socket A S A

SSLcontext context =SSLcontext.getlnstance("TLS");
TrustManager[] trustetManagers
=tmf.getTrustManagers();

context.init(null, trustManagers();

context.ini(null, trustManagerw, null) ;

//SSL connection

rcSocket=
ssf.createSocket(InetAdderss.getByName(hostName), port);

I Mgt dEe 29 A4
out = new PrinterWriter(rcSocket.getOutputStream(), true);
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