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ABSTRACT

Secure and reliable group communication is an increasingly active research area prompted by the growing popularity of
many types of group-oriented and collaborative applications. The central challenge is secure and efficient group key
management. While centralized methods are often appropriate for key distribution in large multicast-style groups, many
collaborative group settings require distributed key agreement techniques. Most of prior group key agreement protocols have
been focused on reducing the computational costs. One exception is STR protocol that optimizes communicational cost. On
the other hand, it requires O(n) number of modular exponentiations. In this paper, we propose a new group key agreement
protocol that modifies STR protocol by utilizing pairing based cryptography. The resulting protocol reduces computational
cost of STR protocol while preserving the communication cost.
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