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ABSTRACT

Hierarchical ID-based Cryptography proposed by C. Gentry and A. Silverberg has the problem that the length of the
ciphertext is proportional to the depth of the recipient in the hierarchy. In this paper, we propose the new methods to
shorten the length of the ciphertext by using HIDS(Hierarchical ID-based Signature).
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2.1.1 Admissible pairing
GF G a7 ST 98 HH= 71EZolEn
g o, e 22 E4& 7HE G xGolA GE
9] &4 &5 admissible pairingo]2tal Fhch
- Bilinear: &aQ, bR) = &Q, R,
OQOREG, a,be Z
- Non-degenerate: 6= G; x G RE Y4E 6,9 3
THeE BYAe g
- Computable: 2l9] Q, Re Gol 3 &Q, RIS
AN & Sl Z&FHA aelFe] SA4g

2.1.2 BDH(Bilinear Diffie-Hellman) parameter gene-
rator
kel polynomial®t A7+ 5 &5 A ¢F JHAE
Gi, G; 71¥]3l admissible pairing 65 Z¥3l= WY
aag]Zolt} (H7)A ke security parameter)

2.1.3 Bilinear Diffie-Hellman Assumption

G# GE & 25 95 ¢8 7HAE 7HgTolg
1 3kAL G994 PE JoE JHsta 7,9 ¥4
a, b, c& Y2 HH A aP, bP, cP7} FOIHE
o, &P, P& Axske o] ojdnie pgolth

2.2 HIDE(Hierarchical ID-based Encryption)
Scheme

2.2.1 Root Setup

() BDH parameter generator<= security parameter kS
oz gol Ag 9 g8 JHAE G, Gy, 2L
23 65 AT

© Y499 B PoE GollA gt

© 99 o E 24 AT F Q = HPE AL
Fo.

@ t&3 2L a4 5 H, K A9
Hp: 10, 1) — G;, Hx G;— {0, 1}*

A7]A £ F42e] DA|o]B, system parameters=
<Gy, G, & Py, Qo Hi, H>0|1L 59 € Z;= r1oot PKG
9] secreto]t}.

2.2.2 Lower-level Setup
Level, & iAo e entityE 9] HFoleln & o

(714 Levely= {RootPKGY}), entity E; € Level= s
ZolA dez2 HeEs 217& AstA Rt

2.2.3 Extraction

EZ ID-wple (D, ..., ID)E 7YA = Level,@] entity
23 &A} o) W (D, .., ID) 1 <i< D& EY F
459 DD-wpleclt). 13H E9 FR= o5 Z
< A& FPgit
& P,= H(ID,, .., ID) € G/& AA3h
© E9) secret point S5 T3 Zo] A4kt

¢
Sr = Sr»l + SHPX = Zl Si—lpi
So= G F59)

© S Qi = siPo (1<i<HEE EA Agdch

2.2.4 Encryption
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A Ge3Ae S
@ P = H(Dy, ... ID)EG; (1<i<E A2
© 99l rg ZolM dedch
© gL 2L dFE CEG/X{0,1}"E ALtk

C=[rPo, 1P, ..., rP, M®HAg)] &4 1)

A7 g = &Qs P) € G2

2.2.5 Decryption
ke SrERL C=[Uy, Uy, .., U, V] € G/ x {0,1}"8}
3 39, E= ued 2ol Baslsi

(U, S)

- =M
1'1;[2 /é(inly Uz)

VOH, [

2.3 HIDS(Hierarchical |D-based Signature)
Scheme

2.3.1 Root Setup
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® B3 22 W4 ¥ H, H:E A9 dd
H: {0, 11" — G, Hy {0, 1]" — G;
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2.3.2 Lower-level Setup: HIDE2} S
2.3.3 Extraction: HIDE2} =<

2.3.4 Signing
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2.3.5 Verification
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2.4 Shortening the Ciphertext
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1) Encryption
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2) Decryption
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. Our result
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3.1.1 Encryption
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C = [rPs, MBHxg.)]

o714 g = &Qo PIEQs, P2) - &Qusy P

3.1.2 Decryption
e FFES C = [U, VBT 3, EE ThEE
o] B3 3}ght.

VOHAU, S)) = M

o714
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3.2.1 Encryption
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3.2.2 Decryption
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AUy, Sw

I «Qi-y, U

i=5+2

= &rPo, soP&rPo, s1P3) -+ &rPo, 5,Py+1)
= &soPo, rPD&s1Py, rPy) -+ &svPy, rPy:1)
= (&Qo, P&Qs, P2) - &Qs, Porr))
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W. Conclusion
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