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ABSTRACT

The secure group communication enables the members, which belong to the same group, to communicate each other in a
secure and secret manner. To do so, it is the most important that a group key is securely distributed among them and also
group membership is efficiently managed. In detail, the generation, the distribution and fthe refreshment of a group key
would be highly regarded in terms of low communication and computation complexity. In this paper, we show you a new
protocol to generate a group key which will be safely shared within a group, utilizing the 2-party Diffie-Hellman key exch-
ange protocol and the complete binary tree. Our protocol has less complexity of computation per group member by substi-
tuting many parts of exponentiation computations for multiplications. Consequently, each group member needs constant com-
putations of exponentiation and multiplication regardless of the group size in the protocol and then it has less complexity of
the computation than that of any other protocols.

keyword : secure group communication, group key, Diffie-Hellman key exchange
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4.4 Y& (Merge)

A2 g 2FE°] e aFer 7SR
A, MEHAZE ¥ ddHo] & aFe] F
agoR ot oA & 2oz A A
agol Wio] WP (28 49 Zo] Hd(Le-
veo] 2-& (9 (b) ¥ LFol HHF He 5F=
g Zo7] 93 [2¥ SIHE He Aol waAsith
, [T” 419 O)lA mgol A wikgS v
, 2% 519 @AE F 2§ 2 =57 He A
ot a3 [2E 49 @9 b) 25 F o ==
E A kg vro] [ 519 @9 & =5
(m' )¢} Diffie-Hellman 7] 2#-& 3la, mee] R
EE(m)E A HEgGE /o2 vHinh O3
02, [2% 49 (@ 2§99 2 =29 b 2FY 2
=EE 4 Ao B HU%e gAse oA
o @9 MY 187 &E AEA BN 2§
m ol A GAEA Mg} olF L me [

IS L

o

=

0
olllo
oo cRG

(a) (b)
(2 4) ¥WE o

]
ONNO ,
OROONG @

(a) (o)
(27 5) Hat =

g 419 @< Gy7F FAHR e aF, & (2" 9]
AN ALESA 2 A aFINKEY)E ik

3 IEKEY)E w'g7) Awd %
A Agstd 247k o) [1 419 (@)21F7)
9 BIAEINE ol B3 AAE 2FVE FARH
Agdth a2a wpeez (19 519 ()9 2ol
= }E7 QA RoRD ogf 2 ZREZLS
FHd F 259 o] 2014 o] A & o
fxpAo|t}. gldo] 20)/e] zpojrt U sht bt
7FAAAE Aol A& BIREE 7zt o]AL &4A
olzl EglE wtw o BE HI=E AL
& 7] WEel o) weEt He BEIA=E JHAA
FPHE Ao w3, ol AW &4 1§
THLEL el o3 EJTE Fole WFLE
APAL F YUk

4.5 Partition

# a0 B o4 1§oz $Y8 o ¥o|
Yolyt. olAe EALE IFL UG HE
A2 Aol £A %ol aFol Urdd FE 3
th 28 22 EEr WY Z2EFI VA2
2aol A Bao] dohhe IRol et BRET

e

nrt At nryd mr s nrgt r o rot et 7 sn
mod p

QKEY =g
G KEY =g

Fot ¥ rt Farg+ P s+ et ran b vt van t Yiri

mod »
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ONOIOROIONORD
(

I8 6] 2 o

{a)
(1) (1)
OO0 (3)
» OO O6O &6 O
(b)

(a8 7) 2Y %

le Bo 2 F3gste Ao nlgdsie). ek Bg

ol @% == FHoA YoldtiH o]Rg EHHE
Ae-9 T8t a8n, [27 XY T == F9
A dolutd, (¥ TIHY He Ao BREE A
Al etk A8 dHehd, (18 61 2 k= Fi
oA £&o] dolus A2 [2¥ 719 @9 2o
F A52E vtk [28 69 & =53 mol [
H 719 @k 2ol A4le BFF wikge wrm
LEE 59 W kg Zoizith 18I m,,
msy, moe Z42E 219 WL ghE v, mi e Al
2 Bo]e ¢ =9} Diffie-Hellman 7| 288 3}
A Hnh viARe® F a§9 2 ko 93 =
m % w oA B ol gAFe s A
JE71E SASHA AEsA Ha, (18 719 (b)
Zo] k= W57} 247 o] 2o Mg fE
Ao 2§ 8 rolxA Hrh

q0 o A n

V. 945X £M(cryptographic properties)

(49 2]

p7t & &F0)1 g& GF(p)d 9A Zolgt & o,
y#0modp) B9} yoll el y= g modpE W&3}
€ xeZ,. 0 A%

713 11

a2 p, 2939 BAA g g°mod p, gmod p7} F
o1& W, g”modpE FE EAE Diffie-Hellman
probleme} 3 el

(4% 21

AX p g y7b FoIHE W, x& Fil= FA=
o el $H, o) o)iths A Fh}. Diffie-
Hellman 7] w3e [7}4 1A 9} 22 DHP(Diffie-
Hellman problem)Z& 7]¥F3}a 131, DHP= ol2t4
BA9 olggo= A aeh), DHPY ofzl&
AE7t ol EAY o g F5IRAE 53
e AL obF LA ¥R: e & A7)
o Holdlrh E =8dA A ZzrEZe
polynomial AJZhfio)A] olitdlg= EAIE F& oy
o 711 &, oltdlg £AE ¥ AL DHP
EE S Uoe Ao B =RA4 A9e =z
EE2 J89H AA7E AgAFAA widayiA @
He HEgE A9ey] W] o] vgghe a¥d
B Ak & & gm Bl Y& gwoeg: 1
HlEge & 4 vk weEbs, Diffie-Hellman 47}
oY, & =FoA A9rs HGDH(Hierarchical Gr-
oup Diffie-Hellman) ZZEFo]| 24 AAHH 7=
H D (Privacy) & HAse, 9jfo] delx d¥ A
HE o]§3d 11§I)E F3Z3e= £53HY F4(Pa-
ssive Attack)o|= gt aglm, g9 TE 12
A o] AT 4 e PET Foin g
mEoll, WEAbe] 9§ FRY T Qiok upA|gt
02 B =% ¢kt HGDH T2 EZL 187
o] 4AEE A O 2 ¢FFH SA(Crypto-
graphic Properties)S-& w=3ici !

do

« 287) 8l'd4(Group Key Secrecy) : 7} 7|23
A &40z, oW 59 25N ASHUR Fe
M B 2FIe 3FY TAHYEDY ¢ £

lofof ot



Y
N

Diffie-Hallman 7) Z#& o188 $44¢ 714 A%H 287 84 zzEs

-
9 °F
rfﬁ.

. H

H]

Z] o]

wg&mmww

A A} (Forward Secrecy) :
Wi} o o4 2g wWHlzk ohdr %
O] Z(passive adversary)o] ol &2l AMHAY
s og IFAA A AZE IF
o tax & 5 qAojof Frh
)2 A (Backward Secrecy) :
A2 Wzt 280 AL 45

%

aF W st

2§ Wue Ws

¥s|

o] 2719 MEAS drigle ofdd IF FA
of AHgd ZF71 s & 5 glojof gk

£71E °

7) BlYA(Key Secrecy) : 7H4 FQ%
FE A7 e 2§ WuE 4t

&£Xog O

A 2YA AT dFgholojof 3, il =

2 ol39)

munication

SER IS
el

A7l thsl FAHCom-

A 2eKComputation) ZHellA] vl w st

223t} GDH.1L" GDH.3,™ Hypercube,” Octopus,”

k=i kil

Ego] 7)ul3l BD':= n2oijrEZ AL

A e TR EFo|n, GDH.2"” TGPH,™ STR™
BDe HEZEAAES o]§3 ZREZoD. oF

Z T2E

=0 =
ga\_.—l—

W 7e] Diffie-Hellman 7] w8

¢ A2 O WP ogsld 2FoR FFNUT:

B =2o)A Aot HGDH T2EZE F

Azl

Diffie-Hellman 7] w3-& T2 W& ol &3le 1F
712 AASiH, GDH.13# GDH.3, Hypercube 12|11
tige] =H, & kToA

Octopus LR EZ3} v

&5 golo} g} 9502 718 BEo] Eujsks BDYe Hlm diael
A AT [F 213 [E 3] olF ZEEZY
B =2 Ay Z2EFo g7 HEAAS BALE vmudt golrh
A dwg A go] olitdi FA9 ol A¢ket HGDH Z2EFEE 15718 vt=vd §
Z1gtale, BE I1F Wt 228 hHsA ¥Egk o] 4749} a2F Wyl vigAYA A= wdgre]
S AGEA HdFgez 7 vERS BARY Ag AT FEA °-‘E} < =Erh 2, YR k=
7h g syt 2AE gvith 1§ 9HE Fol Eol Zt7 39 ez rEEo] 7 194 A
A Hojx ool dwr Ao vidgg A 219} AL Hl‘@.%k~ 715 AR EY 714
317 wiol & A v 3% wgAol B A "ok [® 2= 21823 g 2ENE A
As, J1E7) EAde AW a1 wig A Fahed =& Bxodh oE Uy Ed wus 2
o Egeh ul, B =FoA xﬂohﬂ TZEEL HREHNZES
AFESHAl X, 1§ WHE Alold BAHeE wA
v, B&c Hue ¥ 38 g AgFPoln B BAFY SHAA
EALE JEA geth A S B9,
B dolA= =5oA Aore HGDH ZREF HIEIXEE AN & ZREIZANe &
(X 2) 27| 287! 4&of 28 =/E 4|2
Communication Computation
Round Messages T.Bandwidth Sent* Received* T.Exp Exp* T.Mulg Mul*
HGDH 1+2logn 2n-L 4(n-1)-L (15,3) (242) 4n-M-1 (24,3) nL | (0L1)
2"Hypercube d nd nd d d nd+2 d+1
2’Octopus 2+d 3n-2)+2d | 3(n-2)+2'd d+0 d+0 2n-2+2%d | d+(n-2)
GDH.1 2An-1) 2n-1) nin-1) 2 2 ﬁgﬁ -1 i+l
GDH.3 n+l 2n-1 3(n-1) 2 J 3 5n-6 4,(12:{;”;
BD 2 2n 2n 2 n+l 3n 3 n n
GDH2 n n —’i;ﬂ—g 1 2 ﬁgﬂ—l i+l
TGDH 1+logn 2(n-1) 2n-1 1 n n(logan+1) logm+1
STR n 2n 2n I{Mi=n) n n’ n
(&, *:per member , M=2l , L=2I-1, I= level of tree , 0=2d& FA42 2 e 2§ WHEY F, (% ¥, 2)=(leaf node, internal node, root

node), T.=total, Exp=Exponentiations, Mul=Multiplications ¢}.)
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E=Ro)i ot HGDH Z2EZS o Hars
Holn 9tk BHECIAEES AMSSHE TGDH'9}
STRY z2EZe £2 BIEE /AL AN E
2ol Folo] me A wgo] ek 2, A
93 HGDH Z2EZL 1§ WHE 47t 43¢
A5y FA a4 wgs sk, 258 a7t
Haltels 259y 4apt 7iRe dakEe 94
alo], datg SHolA 7H He HROE OFTE
AR 4 Qe ZREFo|tt BEEJNAEE AR
& BD ZREZAE JdA¢ A4 v&E JHAx
A 2EIIE WEY) A8 F4 At 2§ R
HE Zbate Om)e] o] £Q85H, a5 37l
upe} dabEe A¥HoF W,

25y Hg dAES £l ZAle & A7 B
ofz AR JY&WHE Foslth oY, [X 41]
A 24, 7] EEES AL TGDHYd STRME
Q) ZEZ7 s, veA Z2EE W)
&zt 2§ WuoA Be ZEY He ddEs 8
T3}t B =Fe HGDH Z2EgL 1§ WWE
227} £ REH He G g4 Ay &
L FrHez gAY F o ==Y Fee B
Y ds date 2dEy, yFesd Fee 4

L 3]

o] WiEog B 4 gty 21¥X7, HGDH Z2EZ
£ 480N B Wy 2E A¢e 23y UE
ZREZNTG £& BF:E spAg. a8a, B3
YE9 29 FelE 873k Hypercube?} Octopus Z
2EFS OF 3 EAAY Z2EZP] dE
of Wiz oiigel A ALz

[¥ 3]9]4 HGDH ZZEZME 18 W9
gE7} g ge #Hersl WARZ} BAsA|T, B
22 E dho] U] AE (Unicast) nHi} 2t
A& kg o, WAA SHA A hE ZZEFJ
Hd XA ged 28 2§ WHE 4o 2
E 7)o Adglel 33 IR AL A nE
o] 7}zch. TGDHY =223 STRM Zzgge
Halh dojue fXd wi ol Be d¥s
et 3], STR Z2EZL F3 @2 g ¥
37} QLS BResl AN (B e ¥Ed
S Yehigicth B =%9 HGDH Z2EZX W3}
st Exlde) o) o dgEe AR ¢
2F AA A5 vEL oa gebAv 4z Wl
7 e At v)ge 9Asith. 18]l1 HGDH T2 E
FojAe WE okt G =ToA gy} 2
T w) ANF FAdAN Hags AT

JPn BxEd e 3Me @k £¥ FUAN F2o) AT 1% FAL BE AT o) 3)
£ 7t YR AT 199 Hgo] £t o] 21 it} AT IF FAAA T8 EAE
(£ 3/e 280 B4HE W83 /KI5 e o@sy BeFoR 1g/8 Agsu Beshe
me 285E Bt BAAE I g Rolth AAT & e AW QE Yol AuS
el AFstAT Wk BEe J5iE 2E HelX HEE & glovy AHE ol&ste WS
(Z 3) 3F He{o] gistol| e SHE d|E
Communication Computation
Round Messages Unicast Broadcast T.Exp Exp*
HGDH Join 2 5 1 1 5 2
Leave 1+2h n+h+5 n+h-1 0 4, 11} [1, 2]
Join 4 n+3 n+l 2 n+3 4(n-1 for M)
GDH.3
Leave 1 1 1 n-1 3(n-1 for M)
BD Join 2 2(n+l) 2(n+1) 3n 3
Leave 2 2(n-1) 2(n-1) 3n 3
Join 2 3 0 3 A, 3k
TGDH
Leave 1 1 0 1 —%h—n —32_h
Join 2 3 0 3 n+3 4
o Leave ! 1 0 I (342 Shy2

(4, h = height of tree, [x, y]= [minimum, maximum]), Exp = modular Exponentiations %J.)
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@ Aoy EAVE Aok 2H:A Ao Z2flo]
EE IFEWE0] M #Fdd 2§7E wEE
ZZEZS B @Y tide] Ho 23 Jith o
& g HsrF wAstd OF WHE
o] ¥Ysto] Hilel aFIIR A, dERe] =
Z2EZE J59Y ZRAA TF7] Gl B2
Rehg A Fz ik 2y B =FA AgdE
HGDH(hierarchial group Diffie-Hellman) T2 EF&
& 1—"*4??}—— zizte] 2PN EAA A 49
xS a3tk ¢ 1§ W AEe 1§59
EML %%’5}01‘1}, g st EAstd 1§71
g AAsol & A% 2 agwe 34 98 2
BFe AT, of Be AL Az} AL }S
7HAE olF FAlW(ad-hoe network)E TAY A
& P42 AL 1§ B4 J2A S 2
EoA A& dat vigoz oA aF FAE
+ sle Wil 2 4 3k
=RAAE & 35S o)FL e PHES
1e £ de PFFE dha sPgsd ot
3 B =2 A¢tst HGDH Z2EZ9 215 (me-
ssage authentication)¥} 7] FZAAl(key integrity) 5l
T YT gy Jiss Fsld & FE
z2eZe ddAZ 47t ok 719 FAAE &
Al R i HAA AGA SMAGE
2o Byoan o FAANS AT + Yo,
o Aud ngo] Yago 3T AAR FAE

¢ n r}c:
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