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ABSTRACT

Existing web-based system management software solutions show some limitations in time and space. Moreover, they
possess such as shortcomings unreliable error message announcements and difficulties with real-time assistance supports and
emergency measures. In order to solve these deficiencies, Wireless Remote Control System was designed and implemented.
Wireless Remote Control System is able to manage and monitor remote systems by using mobile communication devices for
instantaneous control. The implementation of Wireless Remote Control System leads to these security problems as well as
solutions to aforementioned issues with existing web-based system management software solutions. Therefore, this paper has
focused on the security matters related to Wireless Remote Control System. The designed security functions include mobile
device user authentication and target system access control. For security verification of these security functions introduced
CPN(Coloured Petri Nets) which is capable of expressing every possible state for each stage. And then in this paper was
verified its security through PI(Place Invariant) based on CPN{Coloured Petri Nets). The CPN expression and analysis me-
thod of the proposed security function can also be a useful method for analyzing other services in the future.
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t ?
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