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ABSTRACT

A masquerader is someone who pretends to be another user while invading the target user’s accounts, directories, or files.
The masquerade attack is the most serious computer misuse. Because, in most cases, after securing the other’s password, the
masquerader enters the computer system. The system such as IDS could not detect or response to the masquerader. The
masquerade detection is the effort to find the masquerader automatically. This system will detect the activities of a
masquerader by determining that user’s activities violate a profile developed for that user with his audit data. From 1988,
there are many efforts on this topic, but the success of the efforts was limited and the performance was unsatisfactory. In
this report we propose efficient masquerade detection system using SVM which create the user profile.
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