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ABSTRACT

We establish the security requirements and derive a generic condition of elliptic curve scalar multiplication to resist aga-
inst DPA™! and Goubin’s attack.” Also we show thas if a scalar multiplication algorithm satisfies our generic condition, then
both attacks are infeasible, Showing that the randomized signed scalar multiplication using Ha-Moon’s recoding algorithm™
satisfies the generic condition, we recommend the randomized signed scalar multiplication using Ha-Moon’s recoding algo-
rithm to be protective against both attacks. Also we newly design a random recoding method to prevent two attacks. Finally,
in efficiency comparison, it is shown that the recommended method is a bit faster than Izu-Takagi's method® which uses
Montgomery-ladder without computing y-coordinate combined with randomized projective coordinates and base point blinding
or isogeny method. Moreover, Izu-Takagi’s method uses additional storage, but it is not the case of ours.
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Algorithm 2
: LSBfirst binary

Input  K(binary secret key), Plbasepoint), n(=1H)
Output %- P
Qo}—P
for ;=x—2 down to 0
QL0Y—ECDBL(Q0])
if(k; == 1)
QI0}—ECADD(L0), P)

Algorithm 1
: MSB-first binary

A01-P, Qlil~ O

for ;=0 upto n—1
if (B, ==1)
11—ECADD Q[01, Q1]
Q0}—ECDBL(Q0))

return( ¢{0)) retum( Q1)
Algorithm 3" Algorithm 4
: SPA-Resistant MSB- : SPA-Resistant LSB-
first binary first binary

Input  Kbinary secret key), P(basepoint), n(=|H)
Output 4- P

A0]-P QA0}—P, il 0

for ;=#»-2 down to 0 for i=pupto n—1
QL01—ECDBL(Q[0]) X 2}—ECADD(QL0], QI11)
Q11—ECADIXQ[0], P) Q0]—ECDBL([0])
A0}l k) A1—QLk+1]

return( Q{01) return( Q1))
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