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A Secure Digital Signature Delegation Scheme using CAs
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ABSTRACT

To petform the certificate validation processing on the userside application induces the very considerable overhead
because of the complex and time-consuming characteristic of the validation processing. Especially, the verification for digital
signature over a certificate can be the major reason of the overhead, since the verification accompanies with the crypto-
graphic calculation over each certificate on the certificate path. In this paper, we propose a new certificate validation scheme
can reduce the overhead caused by user-side certificate validation processing and improve the utilization of CAs. As the
result, our proposed scheme can not only reduces the overhead for the validation processing by decreasing the cryptographic
calculation but also improves the utilization of CAs by employing them to the validation processing.
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Start-Target = T,
Start-cert = T ;
Start-CA = Issuer of Start-cert;
For(;Start-Target = Start-CA;)
Start-CRL = Download CRL issued by Start-CA,;
CA-cert = Download CertStart-CA;
If(Start-cert in Start-CRL=yes and
verification of sign in Start-CRL = No}{
return fail;
J
If (verification of <Start-CA, Start-Target> = No){
return fail;
}
If (trust of Start-CA=Yes)|
Teturn success;
}
Start-Target:=Start-CA
Start-cert := CA-cert
Start-CA := Issuer of Start-cert
)
If(trust of Start-CA=Yes)|
return success;

}
return fail; }
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Published_ Hash = DSVD(Certificate Hash);

Calculated_ Hash = Hlc(cont)];

Published_ Signature =DSVD(Certificate Signature);

Original_ Signature = c(Sig);

If (Published_Hash = Calculated_Hash AND

Published_ Signature = Original_ Signature){
return signature_verification_success;

!

return signature_verification_fail;
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Transmitied_ DSVDHash = H[DSVD{(Cont)};

Transmitted_DSVDSignature = DSVD(Sig);

Calculated_DSVDHash = CAp(DSVD(Sig));

If(Transmitted_ DSVDHash = Calculated_DSVDHash){
return DSVD_verification_success;

}

return DSVD_verification_fail;
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- DSVDRequest : id-dsvd-1
- RelayMessage : id-dsvd-2
- DSVDResponse : id-dsvd-3

7}. DSVDRequest
DSVDRequest= 7AZ2}7} A8 CAdA Az e]
SE DSVDE Asidels 83 F 22X DSVDRe-

DSVDRequest ::= SEQUENCE({
MessageType  id-dsvd-DRequest, —-(id-dsvd-1)

Message DRequest}
DRequest ::= SEQUENCE({
nonce OCTET STRING,

validated-target [0] EXPLICIT GeneralName OPTIONAL
usefulDSVDs  DSVDvalues OPTIONAL,
checks SEQUENCE of Checks,

TDCAName [1] EXPLICIT GeneralName
OPTIONAL,

requesterName  [2] EXPLICIT GeneralName OPTIONAL,

signatory [3] ESSCertID OPTIONAL,

reqExtensions  {4] EXPLICIT Extensions OPTIONAL,

signature [5} EXPLICIT Signature OPTIONAL}
checks = SEQUENCE{

responseTime  GeneralizedTime,

count [0] OCTET STRING OPTIONAL,

RMpath [1] BOOLEAN DEFAULT FALSE}
signature ::= SEQUENCE{

signatureAlg  Algorithmldentifier,

signature BIT STRING)
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DSVDResponse & 4418 AZA+= thee] A4S
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Computed_H(DSVDRequest) = Transmitted_H(DSVDRequest)
DSVDRequest(RequesterName) = DSVDResponse(ReqesterName)
DSVDRequest(nonce) = DSVDResponse(nonce)

72249 DSVD2] 4= = DSVDResponse(Count)
RM1(DSVDIHash) = Computed(DSVD1Hash)
RM1(DSVDI1Sign) = Original(DSVD1Sign)

RMn-2(DSVDn-2Hash) = Computed(DSVDn-2Hash)
RMn-2(DSVDn-2Sign) = Original(DSVDn-2Sign)
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Start-Target = T;
Start-cert = cr ;
Start-CA = Issuer of Start-cert;
For(;Start-Target = Start-CA;)
Start-CRL = Download CRL issued by Start-CA;
CA-cert = Download Certsgr.ca;
Start-DSVD = Download DSVD issued by issuer of Csun.ca;
If (Start-DSVD= Null and Start-cert in Start-DSVD = no){
verify the sign in Start-CRL;}
If(Start-cert in Start-CRL=yes and
verification of sign in Start-CRL = No){
return fail; }
If (verification of <Start-CA, Start-Target> = No){
return fail; }
If (trust of Start-CA=Yes){
retum Success; |
Start-Target:=Start-CA
Start-cert := CA-cert
Start-CA := Issuer of Start-cert}
If(trust of Start-CA=Yes){
Teturn Success;
return fail;}
If (verification result = success){
For(DSVDResponse # Null) {
If(verification of DSVDResponse = yes){
return success; }
return fail;}
return unknown; }
return fail;
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Stored RM1(DSVD1lhash) = Computed_DSVD1hash
Stored RMI(DSVDIsign) = Original_DSVDIsign

Stored_RMn-2(DSVDn-2hash) =Computed_DSVDn-2hash
Stored_RMn-2(DSVDn-2sign) = Original_DSVDn-2sign
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