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ABSTRACT

Wireless LAN in itself is wvulnerable to eavesdropping and modification attack, and thus, IEEE 802.11i and IEEE
802.1x/laa have been defined to secure the wireless channel. These protocols accompanied by RADIUS and EAP-TLS
provide users of wireless LAN with integrity and confidentiality services, and also they perform authentication and access
control of wireless ports. In this paper, we suggest a method to implement accounting session using authentication session of
IEEE 802.1x and accounting state machine is designed with the accounting session. Also, we propose a key exchange

mechanism to establish secure channel between stations and an access point. The mechanism is designed to be inter-operable
with IEEE 802.1aa.
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Deauthentication Request PRKE Radius Key PIMIEPSE
D GG Redliure) ¢ AN e = b (Cuorder) AMNance= inc{ Cowvterd
PTK=0 PTK=0
Lucr 1hit'alize Il[l;neoumﬂ-ﬁmeuum 1'|rneouncxr1-1'|meoubw2
INITIALIZE ot et
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