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ABSTRACT

Handover in IEEE 802.11 requires repeated authentication and key exchange procedures, which are an obstacle to
seamless services of wireless LAN. We propose a fast authentication and key exchange mechanism using IEEE 802.11f.
Especially, by proposing a modified version of the 4-way handshake of IEEE 802.11i, we solve the perfect forward secrecy
problem that arises when the pre-authentication is adopted. The scheme can be implemented only using the Context Block of
IEEE 802.11f and the 4-way handshake of IEEE 802.11i without involving authentications server’s interaction or non-standard
behavior between access points. Our scheme is applicable to devices not supporting the pre-authentication of IEEE 802.11i
and also, it can substitute the pre-authentication when the pre-authentication is failed.
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Network)."! Also, IEEE 802.1x has been established for
user authentication and for port based access control.”!

I . Introduction
Wide prevalence of wireless LAN is accompanied Handover between access points is not common today,

with security problem. Owing to the wireless property but it is getting more popular. However, handover involves

of Wireless LAN, it is more vulnerable to passive and
active attacks than wire-line LAN"" Thus, many efforts
have been taken mainly from IEEE standard bodies. Es-
pecially, task group 1 of IEEE 802.11 working group
has defined enhanced security functionalities in medium
access control layer, which is called RSN (Robust Secure

security breach, which asks authentication and key exchange
procedures to be performed whenever handover occurs.
Task group F of IEEE 802.11 is cumrently developing
IAPP (inter-access point protocol) to reduce burden of
handover by information exchange between access points,
but they have defined only framework for the information
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exchange.”! In this paper, we propose a fast authentication
scheme during handover using IEEE 802.11f. Also, by
modifying the 4-way handshake of IEEE 802.11i, we solve
the open problem of perfect forward secrecy during handover
in the current IEEE 802.11f and the IEEE 802.11i frame-
work without intervention of RADIUS server.

il . Authentication and Key Exchange in
Wireless LAN Framework

Authentication is performed between a station and an
authentication server that is normally a RADIUS server
through an access point.” A station is called as a sup-
plicant, and an access point is called as an authenticator
in IEEE 802.1x literature. In the IEEE 802.1x, authen-
tication is performed using EAP (Extensible Authentication
Protocol), and the most widely used authentication pro-
tocol is EAP-TLS (EAP-Transport Layer Security)."¥ Ac-
cording to the result of authentication, a port allocated
to a supplicant in the authenticator is either closed or open.
With EAP-TLS, an authentication server and a supplicant
authenticate each other and also they share a secret which
is called PMK (Pairwise Master Key). The secret is later
transferred from the authentication server to the authen-
ticator via secure channel. Shared secret to establish the
secure channel between the authentication server and the
authenticator can be setup manually or automatically. After
the authenticator obtains the secret resulted from EAP-
TLS, it performs 4-way handshake protocol of IEEE 802.11i
with a supplicant to make a session key called PTK
(Pairwise Transient Key).

Currently, IEEE 802.11i defines a pre-authentication,
which performs authentication procedure in advance with
neighbor access points that the station associated is likely
to roam to via Distribution System (DS). Thus, when the
station roams to one of the access points pre-authenticated,
they execute the key confirmation 4-way handshake. To
increase the hit ratio, logging database system must be
used. However, the pre-authentication requires additional
overhead cost for TEEE 802.1x authentication with RADIUS
server, and also, there are some problems for proper handling
of pre-authenticated ports. The additional overhead cost
is sometimes useless if the station does not roam to the
APs that are pre-authenticated.

When handover occurs, New Access Point can detect
the handover from re-association request message that
contains the Old Access Point’s BSSID. IEEE 802.11f
is currently working for development of IAPP using the
re-association request. The purpose of the work is to
define a framework to exchange information between access
points, where the information would be useful for QoS and
for security. Especially, they define the Layer2 Update
Frame so that any layer 2 devices, e.g., bridges, switches
and other APs, can update their forwarding tables with
the correct port to reach the new location of the station.

They provide only the vehicle to convey the information,
but they do not define what the information should be.
The container of the information is called as context block
in IEEE 802.11f of which definition is responsible for
the context block users.

Recently, many proposals on fast authenticated handover
have been appeared. Mishra, et al. proposed a proactive
key distribution scheme to support fast and secure roaming,
where they raised a question on the perfect forward se-
crecy.™ Perfect forward secrecy guarantees that compromise
of one access point would not compromise past or future
key material. However, their scheme involves RADIUS
server interaction besides the standard flow of messages.
Also, private information called MK must be installed and
shared between RADIUS server and each station. Similarly,
Harkins proposed a fast re-authentication method, where
New Access Point obtains a PMK from RADIUS server
also™ Moskowitz defines a blob that includes PMK related
information and he uses it to transfer PMK to neighbor
access points and a station.™ It also requires RADIUS
server intervention to allocate a PMK per access point.

. Fast Authentication and Key Exchange
during Handover

When a supplicant that is authenticated at an Old
Access Point moved to a New Access Point, it must do
whole authentication and key exchange procedures again.
If a proof for the authentication at the Old Access Point
is securely sent to the New Access Point, the supplicant
does not need to do the repeated authentication. Also, if
a PMK (Primary Master Key) of IEEE 802.11i in the Old
Access Point is sent to the new Access Point in a



e

£

Bk (2003. 12) 109

secure fashion, the supplicant and the New Access Point
can establish a secure channel without the help of RADIUS
server. In this section, we propose a faster authentication
and key exchange scheme using the Context Block in
the MOVE-response packet among IEEE 802.11f IAPP
messages.

The Context Block of IEEE 802.11f is a series of
information elements and we define the Context Block for
the protocol as figure 1. Assume that a supplicant that is
authenticated at an Old Access Point moved to a New
Access Point. Using the Context Block, we define the fast
re-authentication and key-exchange procedure as following:

(1) New Access Point recognizes the handover from the
reassociate request message and finds BSSID (Basic
Service Set IDentifier). RADIUS server lets the New
Access Point know the IP address of the BSSID,
and the New Access Point communicates with the Old
Access Point using the IP address.

(2) New Access Point sends a MOVE-notify IAPP packet
to Old Access Point. The MOVE-notify packet con-
tains MAC address of the supplicant and the NULL
Context Block.

(3) Old Access Point checks if the supplicant with the
MAC address is registered in it. If it is true, Old
Access Point sends a MOVE-response packet including
the following context block to New Access Point.
After sending the MOVE-response packet, Old Access
Point deletes PMK from its table. Note that according
to IEEE 802.11f, the MOVE-response packet is pro-
tected with ESP (IP Encapsulating Security Payload)
during the transmission. Thus, an attacker canmot neither
modify the context block nor find the PMK.

(4) New Access Point checks if the Context Block indicates
the supplicant asking re-association is authenticated.
If it is true, New Access Point obtains PMK and
performs the 4-way handshake procedure of IEEE
802.11i for generation of pairwise key. By doing this,
New Access Point can find out whether the station is
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Figure 1 Context Block for Authenticated Handover

authenticated user or not before completing the 4-way
handshake. This early authentication capability of sta-
tions prevents DOS attack against access points. The
feature is useful where rogue stations appear frequently.
If both the New Access Point and the supplicant have
the same PMK, the 4-way handshake will be completed
without error. As the result of the handshake, they
share PTK, which is different from the PTK of Old
Access Point.

(5) After completing the handshake, New Access Point and
the supplicant execute group key distribution protocol
using the pairwise key in step 2.

The handover that adopted our scheme has several
advantages over the usual handover scheme. The former
is much faster than the latter, because it alleviates an
execution of authentication and key exchange protocol
between a supplicant and a RADIUS server. EAP-TLS
as the authentication and key exchange protocol is widely
used, and the amount of computation and traffic required
is quite large compared with the amount of time required
for seamless handover. Our scheme can substitute for the
pre-authentication of IEEE 802.11i for the devices not
supporting the pre-authentication. Also, whenever the pre-
authentication is not used because the station roams to
another access point, our scheme can substitute for the
failed pre-authentication to enhance performance. Because
the Context Block is included in a MOVE-response packet
and the packet is always sent to New Access Point in the
IEEE 802.11f context, no protocol overhead is added to

implement the scheme.

N. 4-way Handshake with Perfect Forward
Secrecy

The proposed scheme in the previous section has a
drawback that Old Access Point has access capability to
the traffic between the station and New Access Point
because it knows the PMK if it did not delete the PMK
in its table. Also, if the PMK of Old Access Point is
compromised, the traffic between New Access Point and
station is also revealed, because they share the PMK.
For the environment where the problem is critical or

where the perfect forward secrecy is required, we propose
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a modified version of 4-way handshake protocol of IEEE
802.11i.

In our proposal, to generate a PTK, the elliptic curve
version of the authenticated Diffie-Hellman key exchange
protocol is integrated into the 4-way handshake. The
reason that we choose the elliptic curve cryptosystem is
that the size of Nonce is only 256 bit-long. Currently,
only the public-key cryptosystem that can be implemented
in 256-bit key space is the elliptic curve cryptosystem.
Also, the Diffie-Hellman key exchange consumes only
3.12ms for 163 bit GF(p) elliptic curve cryptography on
450-MHz Pentium-II."" Because the Diffie-Hellman key
exchange is vulnerable to the man-in-the-middle attack,
the public values exchanged between a station and New
Access Point must be authenticated in any way. PMK
is used for the protection of the first message of the
4-way handshake from active attackers. That is, an MIC
using PMK is calculated over the first EAPOL-Key mes-
sage to guarantee integrity of the first message. MICs
over the other three messages are computed using PTK
as before, but the PTK is independent of PMK and is
computed from the Diffie-Hellman key exchange. Every
access point and station share an elliptic curve and a
generating point G when they are initially configured. To
exchange the key, ANonce is computed by xG where x
is randomly selected and kept secret. Similarly, SNonce
is computed from secretly selected y. By adopting this
authenticated key exchange, we do not need anticipate
the man-in-the-middle attack without PKI(Public Key
Infrastructure). The modified 4-way handshake is as

following:

(1) Authenticator — Supplicant: EAPOL-Key(ANonce
xG, MICpmk)

(2) Supplicant — Authenticator: EAPOL-Key(SNonce
yG, MICprx)

(3) Authenticator — Supplicant: EAPOL-Key(ANonce,
MICprk)

(4) Supplicant — Authenticator: EAPOL-Key(MICprx),
where PTK = PRF-X(xyG, “Pairwise key expansion”,
Min(AA, SA) || Max(AA, SA) || Min(ANonce,
SNonce) || Max(ANonce, SNonce))

After the 4-way handshake is successfully completed, a

group key distribution protocol using the PTK is executed.
The modified 4-way handshake can be implemented on
the existing hardware and software architecture only by
changing the method of computing PTK.

Early execution of this 4-way handshake is possible
in a similar way of the pre-authentication via DS. By
doing early handshake, additional overhead in runtime is
eliminated. Our scheme is also applicable to other pro-
active key distribution protocols in order to support perfect
forward secrecy.

V. Utilization of Proactive Caching

To enhance the performance of handover, proactive
caching scheme is suggested by.""! In the proactive caching
scheme, authentication and key related information is
transferred to neighboring access points while a station
associates to an access point. When the station roams
to one of the access points that caches previously, they
can start immediately 4-way handshake without IEEE
802.1x authentication. However, their approach involves
authentication server and accounting server for the caching.
Also, it requires pre-distribution of secret key between
authentication server and a station to provide perfect
forward secrecy. The enforcement of sharing secret key
is inconvenient feature because a station must always
keep carrying the secret and because authentication server
compromise Teveals users secret.

If we use the proactive caching strategy, the transfer
time of Context Block during re-association is saved. Using
the Cache-notify/Cache-response packet, the Context Block
containing the authentication proof and the PMK can be
delivered to neighboring access points while the station
is associated to an access point. If the station roams to
the access point that has cached the Context Block, they
can immediately start the 4-way handshake. The Context
Block is defined as figure 1 to give neighboring access
points the proof of authentication and the PMK.

vi. Performance Enhancement

Performance enhancement obtained from the scheme
is due to the elimination of EAP-TLS during handover.
If our scheme is not used when the pre-authentication is
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missed or when the pre-authentication is not implemented,
the station must perform re-authentication procedure, and
consequently, data transfer will halt during the IEEE 802.11
authentication and association, the IEEE 802.1x authentication,
and IEEE 802.1x key management. The adaptation of our
scheme eliminates one full EAP-TLS authentication and
key exchange or key agreement procedure. A full TLS
handshake requires a number of time consuming operations
such as certificate validation, certificate revocation list
validation, signature generation, public key encryption
and decryption, hash operation and ASN.1 decoding for
parsing of X.509. Besides that, EAP-TLS involves com-
munication of RADIUS server and EAP packet processing.
Thus, the elimination of one EAP-TLS during handover
makes it possible to authenticate and exchange keys without
halting data transfer during handover. Because the Context
Block is included in a MOVE-response packet and the
packet is always sent to New Access Point in the IEEE
802.11f context, no protocol overhead is added to imple-
ment the scheme. Note that IEEE 802.11f is necessary
for a Distribution System of IEEE 802.11 to be supported
and for the restriction that a station has a single association
at a given time.

The modified version of 4-way handshake increases
the amount of computation required for ECDH, but the
added computation is small enough (only 3.12ms for 163
bit GF(p) elliptic curve cryptography on 450-MHz Pentium-
III) not to affect overall latency of handover. Also, early-
4-way handshake may be used to remove the overhead
during handover.

To evaluate our authenticated handover scheme, a
possible maximum velocity is computed. We compare
the result with the pre-authentication. Figures and ex-
pressions of calculating maximum velocity are excerpted

Channel 4

Channel 10

Figure 2 Handover between APs

from."® Refer o™ for more detail.

+ Maximum velocity (Pre-authenticated: no PMK cached
on New Access Point)
-v=1c¢f ATp
- ATea = ATscan + ATsnix + ATuway + ATreassoc
- Example: ¢ = 2 ft; AT = 250 ms (fast resume),
V=8 fifsec (5.5 MPH, pedestrian)
If STA can leam of alternative APs via other mech-
anisms (e.g. advertisement over IP), then c¢~D.
+ Maximum velocity (Pre-authenticated: PMK cached on
New Access Point)
-v=2o¢ ATp
- ATpa = ATscan + ATaway + ATreassoc
- Example: ¢ = 2 ft; AT = 100 ms, V=20 fi/sec
(13.6 MPH)
+ Maximum velocity (Our scheme with ECDH overhead)
- v = ¢ ATows
- ATours = ATscan + ATsay + ATreassoc + ATecon
- Example: ¢ = 2 ft; AT = 103.12 ms, V=194 fifsec
(13.2 MPH)

At the sacrifice of only small amount of overhead, our
scheme provides perfect forward secrecy without intervention
of RADIUS server. Compared with the pre-authentication,
our scheme always shows good performance. The pre-
authentication cammot always guarantee hit of PMK caching,
If the perfect forward secrecy is not required, our scheme
always shows the equivalent maximum velocity as the
velocity the pre-authentication shows when the cache hits.

Wi. Conclusion and Further Study

We propose a method to use the Context Block of
IEEE 802.1lf for authenticated handover for seamless
services. The method is applicable to devices not supporting
the pre-authentication of IEEE 802.11i, and also it can
be used for the case that the pre-authentication is failed.
Also, we solve the open problem of perfect forward
secrecy in pre-authentication of IEEE 802.11 handover
by integrating ECDH into the 4-way handshake. With
the scheme, a station can handover in a pre-authenticated
manner without anticipating information leakage.

We did not mention changes of accounting mechanism
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in this paper, but it must be considered because the ac-
counting client in access points changes whenever handover
occurs, The new accounting client must let RADIUS server
know the change, and some proper action must be taken

for the correct accounting.
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