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Design and Implementation of Anomaly Traffic Control Framework based
on Linux Netfilter System and CBQ Routing Mechanisms
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ABSTRACT

Recently viruses and various hacking tools that threat hosts on a network becomes more intelligent and cleverer, and so
the various security mechanisms against them have been developed during last decades. To detect these network attacks,
many NIPSs(Network-based Intrusion Prevention Systems) that are more functional than traditional NIDSs are developed by
several companies and organizations. But, many previous NIPSs are known to have some weakness in protecting important
hosts from network attacks because of its incorrectness and post-management aspects. The aspect of incorrectness means that
many NIPSs incorrectly discriminate between normal and attack network traffic in real time. The aspect of post-management
means that they generally respond to attacks after the intrusions are already performed to a large extent. Therefore, to detect
network attacks in realtime and to increase the capability of analyzing packets, faster and more active responding capabilities
are required for NIPS frameworks. In this paper, we propose a framework for real-time intrusion prevention. This framework
consists of packet filtering component that works on netfilter in Linux kemel and traffic control component that have a
capability of step-by-step control over abnormal network traffic with the CBQ mechanism.

keyword : IPS(Intrusion Prevention System), Netfilter system, CBQ(Class Based Queue)
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deh)#} v]AA P =] 7]H(anomaly detection model)
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L& g4 7HE A4 VW AY A 1YL,
a1 AY Fol A Y AYg )83
AR Zdn dRge BALE FYeR TFd:
ol§ Fd3ty] gt HE7L Al=F(expert system),
A2 A B (signature analysis), 3| E 2] ull(petri-net),
A o] B-X(state transition analysis), 417 % (neural
network), 3 L3]S (genetic algorithm)3} 22 7]
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(28 2) M4 2 7o

311 2/ mizl Al g 28

4 HA A o ol %3 PFM(Packet Fil-
tering Module)& 53] = ZHF rulesets
olgsla dFHT EFE 2F At T
rule2 TAM(Intrusion Analyzing Module)o]L} 9} IDS
of &3] ofv] v} Efgezr EFHHo| CBQE
ol 43 dZo] AFE TAEV} AR} AYeg 9
AEE HAES BY AL, of HAES HUE]
98 =¢85 78k IPCM(Intrusion Prevention Configu-
ration Module)o] iptablesE o] 83l FHo g A
ok =3 ARV A4le EYIR SojeE E
Hos dde Fejol ot Aol & FaAo]
Je A5 v FoE FAoE TEHY sy A
4% ruleo] EAt

Iptablese 7d 2H=F o]§3d TEEHY, ol
olgst] HA Ee AAY £ Ue YEHH nley
FAL (2 318 wad.

q71A 1 {4e SRC_ADDRE IP F4E e
A9 s2EzRy AeEe YEAD desos
Sole W Auge gt 25 D g¥
AMS-3te] iptablesE &3P 71E9] HEF ruleo]
A= o] SRC_ADDRERE HAFH HAHSo] 44
daze] Hese s oA S{rtd 5 Ao Ip-
tablesE ©]-&3l] SEE He|g ruled netfilter A&
o] NF_IP_LOCAL_IN, NF_IP_LOCAL_OUT, NF_IP_
FORWARD A|HoljA] HA & szt ARE-gh o]

a1

[sbinfiptables -I INPUT -s SRC_ADDR -j DROP
/sbin/iptables -D INPUT -s SRC_ADDR -j DROP

(2% 3) iptables& ol&35t0] ZHHE rules] &4

(2 1-1) Ze2 ool HolE ruledl 4

Filtering ruleset Meaning

If the packet is transmitted from
port P, in host S to port Py in

$:h->D:h host D, then the packet should be
dropped
If the packet is transmitted from
S : any_port ->

host S, then the packet should be

any_host : any_port dropped

If the packet is transmitted from

any_host : any_port -> host D then the packet should be

D : any_port dropped

S it > If the packet is transmitted from

D ) z;l;y_po t host S to host D, then the packet
+ Ao should be dropped

any_host : P -> If the source port number of

any host © any_port packet is P, then the packet
Y-ROSL = a0V PO hould be dropped

any host © any port > If the destination port number of

any_host P v-Po packet is Py, then the packet
y-host 2 B should be dropped

(£ 1-2) ZeE ruleQ M Q4

Component Meaning

S source ip address

D destination ip address
P source port number

Py destination port number
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ZE8 B0 E3E nled WESE AL e
dAIZ2 9] o] AHNF_DROPEEE 3h= 843
F7Hgo2H o]Fojzitt
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3.1.2 22t A WAl ZA 2E

AN F]] AR FA BEAA FHEE PAM
(Protocol Analyzing Module)d] 72 2 24 43 7
S [2¥ 4 % [ SlelM B

Netfilter A|2:8l& F33t= FZlo] PEMo| F5H
U3 nulesets FAHoZ FHYPYEL FE ol A
9 dde Z2EFI HINF_ACCEP)EH7] o
PAME TA] & st F7te #Fl A A
= ﬂi]ﬂl g
PAME PFM3 vlA7FA R netfilter Aj22§lo]

JH&%% Aelsts HAo Fri=o] PFM B ¥

HgHoz 49 dde ZREEZE A$HE RE

#2719 F JRE ‘ﬂ“%}fﬁ AYs EAske 9
L3 vAAM) Aoz Ag

WA BAe Z2ES 43 Be oed Po

s2) gesel Ao 74 74 2489 dule (@
2] 4] RRlc}

Mtcu = {P, F, S, D, P, P4

My, = {P, S, D, P, P4

Mew, = (P,S D T (]

PAMS 712 A9 ZzEZZ A$ste A

Netfiiter Frameworks

Packet Flitarin Protocol Anatyzing
Moduls ° Thodule”

Pradafined
Featurs
-—-| Foatute Analysis l--%h—mii‘Promdi,

Network,
packets

- --l Fiitering Ruleset

OP1: When a network packet P arrives in sk buff:

/% P is hooked by netfilter framework before it is
sent to high-level protocol */

P is sent to PFM by netfilter system: /% ref: OP1-1 =/

if (P successfully passes PPM) {
sends P to PAM;
if (P successfully passes PAM)

sends P to high-level protocol:

/% ref: OP1-2 */

}
else
P is dropped:

0P1-1: When PFM receives a network packet P:

/% P is checked whether it's pattern is matched the
filtering ruleset %/

/% Ry. means the filtering ruleset which is set wp by
iptables and R¢i. means the filtering ruleset which
is set up in filtering file */

if ((the pattern of P) € Rip)

P is automatically dropped at NF_IP_LOCAL_IN,
NF_IP_LOCAL_QUT, NF_IP_FORWARD hooks by iptables:
elseif ({the pattern of P) € Rgie) {
sends a filtered packet information to filtering
message queue;
P is dropped:

}

else
P is accepted:

QOP1-2: When PAM receives packet P that passed PIM:
switch(P->protocol)
case TCP:
= {P->protocol, P->flag, P->saddr, P->daddr,
P->sport, P ->dport}:
sends M t0 tcp message queue(Qup) in IAM:
break:
case UDP:
Mg = {P —>protocol, P ->saddr, P ->daddr, p->sport,
P ->dport}:
sends Mg to udp message queue(Qup) in TAM:
break;
case ICMP:
Migp = {P ->protocol, P ->saddr, P ->daddr,
P ->msg_type, P ->msg..code};
sends Migp t0 icmp message queue(Qiqp) in IAM:
break:

(2 5) Netfilter Al~gloll SE=0f $¥sls PFMD
PAMS] 5=t 2}3

(# 2) Z2EE 84 2R HAX| 74 22

Component Meaning

P Protocol

F {URG, PSH, SYN, FIN, ACK, RST}
S source ip address of the packet

D destination ip address of the packet

(28 4) Z2EZ M REQ 7=

T 1 Py source port number of the packet
Drop Features
i Py destination port number of the packet
T icmp message type of the packet
C icmp message code of the packet
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Intrusion Prevention
Module nfiguration Module
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- ceQ
Intrusion Detection Setup

Ruleget
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e — i
Install filters
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(1) IAM(Intrusion Analyzing Module)

AME AoA2E Wi FEHE JAFA] =
dgdHTolth 2o 97 AAGAA 2R AFEHA
g3 Y EdY Ao] AxE] R HYs £
A3y 93 2Ed 7Y o 2 74
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eo] ruled FE3fof gk

0 Message Queue

1AM PAM°“’"] E'—LH“E ﬂ]A]Z]'g(waa Mudp’ Micmp)
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gtk o] WA FEZHE YR HUFRE
< F FUHeE AAEHE A7t R dH
£ activity profileo]] w33},

oxl 9O it o

e
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0 Activity Profile

AAH AGRAA 2" AHE etk
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o] Rew, o] F7l= AMLHY o] W} IAMo]
AgHoE Y & e #o WAR HAHA o}
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o Ruleset
Activity profiles] A€ I Ae) HRE upgo

2 A9 ARE BN 9% QY FE WA
Uz vehid & 39S 9Xs) 99 sz
559 RE $79 3994 nleset 9@,

[E 312 § AHEE FH83lY port scand FAIS}
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IAME gX8 3737 95t ZaR Azt Fot

(F# 3) PROBING 342 EXI5t7| 213t rule?] of

Component Meaning

port scan :: op_time If, for the past 2(8, 32, 128, 512)
=2(or 8 or 32, or seconds, the number of tcp packets
128, or 512), msg_  (they have the same destination and
type = Mtcp, src=A,  source ip address, but they have the
dest =B, diff srv= different port numbers) is at least
10 (or 32, or 140, or  10(32, 140, 600, 2400), then this is

600, or 2400), a port scan(a PROBING attack)
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(2) IPCM(routing-based Intrusion Prevention Con-
figuration Module)

& 1AM oy} 9% IQIFAREETH HY
9] R JEE o] &3t A FFHoR
3t} CBQE 8¢ +4&9 716e] QoS w7
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queve | (upto X0 %) | queue
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Internet

NAT
203.252.53.122
Attacker 1

192.168.22 192.168.2.1
>

192.168.3.1 192.168.1.1
Target network
meiab.skku.ac.kr 192.168.1.0
(Redhat 8.0-2.4.18)
Aftacker 2 Attack tools
192.168.3.2 - Port scanner(knocker 0.7.1)
- DoS tool(tfn2k)

(323 8) HAE HE AT

Reserved queue
ID: 1:1
Bandwidth: 10 ~ 100 Mbps

Normal queue
ID:1:2
Bandwidth: 80 ~ 80 Mbps

Root qdisc
1D: 1:0
Bandwidth: 100 Mbps Alert queue

ID: 1:3

Bandwidth: 10 ~ 10 Mbps

Q Name 1D Bandwidth

Root qdisc 1:0 100 Mbps

Reserved 1l 10~100 Mbps
Normal 12 80~90 Mbps
Alert 1:3 0~10 Mbps

(38 9) mclabof HEE CBQ THE

#Zle] HEg Aser] st (2 99 2ol
CBQE °]&3ld 7124 Al 719 &9 #8 74
stk wElA 1AMoy of % HetA|Aj2Ela) 2
2 APEA zZHdAId 93 13 HYer Hm
B HRAEL (28 919 2AF W&o =gt alent qu-
eueo] o3l o 10Mbpse] thHE-g Z=E Ey
o] Agtett

02 A% dolHE ¥7] 98 FF =T (kno-
cker, th2k)E o] &3to] ANHA IY HE
S LA F AzHA Jehie d3E #33
e HAo. 49 Ade 2y 3= A
printk HHolE AUt T dmesg HHEL o] &3} AY
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Al=Eel A UFd &Zd= LS BEsY-
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A J=7HE gl

A HFo] BA}AE BF mclabe] of-F 2
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Apr 30 17°39:20 wclab xernel . [FROTOCOL t.“-“‘_VZER] SR

03.252 B3, 122) 1 SPORT(*7650) © CRORT(HBY @ SEQ7 woomro

Apr 30 17139:28 moiah Km‘r»l [PROTOCO, A-A YZER] T b

03,262.63. 122} . SPCRT{ 17680} CPORT(ED) SECL 1O0R7ARZDA A% (1074°36207)
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'92 166,2,2) " DIT(W
N:&MO’A 36288
2 168.2.2) [ OS1¢2
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03.752,53.127) . SPURT(I7680) | OPORT{32) . SEL(1906B57B0) . ACX( 1074°36299)
2pr 30 17.30 20 melab ke (FROTOCOL A YZER] TCP . SPS(192,168.2.2 . 0312
02,252 53,122)  SPCAT( DPORT(52) . SEQ' 1G0OGBS*B40)  ACK{1074°36293}

for 20 17:39°20 mclen kerrel: iedex top' 16
Zpr 30 17:39:29 evtad ksrnel! process time of packets | &, number of arrival pa

.18
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x ar S Te RIS Ion
b 30 1713020 mlab terrell | PEANVE INTRUSIG CETECTIGN «1 AEBTI! Attaex ¢
rom a rost SM(102.168.2.2) to a host DST(203.262.53.122)

30 1730 20 mclab kernel. /opin/tc filter 200 oev cth® parent 1 0 protoco! !
ittt i 3
Ror 45 173029 TCIaD Kernel:  process of (162, 68.2.2) packei from Gueus
Bpr 30 17:30:26 moizb kercel: process of SRO(182 165.2.2) packet from queue
Ror 30 37.39.29 mcion 1ast meesage repIeted 6 tives

204043, 7 s Y
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)
o

(2 10] CBQE o3& ¢l wzle| ch

auE wpp My aewl @ SHYE
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03 282,63 122} @ SPORT(476A3) | DPORT(53) W(I‘QWNBOGS) : 25( 1074136202}

or 30 17:39:37 meiab kerral, (nmea ton: 22

7or 30 17 30 37 moiab kerral rrocess tiem of packets . 12, fumper of arrival p
i

I

37 mCisd kerrel !)e,“vak or Sorvice Tnirusion Is detecteo
mian ereel

0 Teiab kerrar.  Packels of host{107.168.2.2 ¢ 17650} tovard nost |
1 53) s dropond
mclab kgrrell /sbiviiptsbles — AT -8 168.2.2 - DRCP

TETOE XETTQT T ETOCECT 07 ool o2 e ReT TToT BUCUT
mchab kerrel”  process of SRI(162 68 2 ) oacket from queue
7 mclap last message repeated 4 timss
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} 0 SPOAT(17680) . CFORT(63; & EEQ/1806017378) - “’\<(1074f36297)
retab ko [PROTOOLL Ao ¥26R) TCP €35(402, 168.2
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ckets 3
WPort scan 234273,80 99‘4:/'
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