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ABSTRACT

The self-healing key distribution scheme with revocation capability proposed by Staddon et al™” enables a dynamic group
of users to establish a group key over an unreliable network, and has the ability to revoke users from and add users to the
group while being resistant to collusion attacks. In such a protocol, if some packet gets lost, users are still capable of
recovering the group key using the received packets without requesting additional transmission from the group manager. In
this scheme, the storage overhead at each group member is O(m?’logp) and the broadcast message size of a group manager
is O((mf®+ m)logp) , where m is the number of sessions, ¢ is the maximum number of colluding group members, and »
is a prime number that is large enough to accommodate a cryptographic key. In this paper we describe the more efficient
self-healing key distribution scheme with revocation capability, which achieves the same goal with O(mlogp) storage over-
head and O((#+ m#)log p) communication overhead. We can reduce storage overhead at each group member and the broad-
cast message size of the group manager without adding additional computations at user’s end and group manager’s end.
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