EREABREREE
B4 5 5F15%, 2004. 2

IEFAES ol 83l o] BAs =
fxgd A AL A 29

X St A
T 5
x

MEHSAEY Y AN B87|ad Y Tcistn CISTY

e
Hl
Pl

An Anonymous Rights Trading System using group signature schemes

Hak-Soo Ju,")T Dae-Youb Kim,b)* Dong Hoon Lee®
KISA.” SAIT.”Y cIsT?

e o
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EAMAIE & 7 Sl 71%% S8k FlexToken A 28] Z‘ﬂ°}3}°3r/}“2] ol 5] whHellAl AMEAES] dHAdE
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ABSTRACT

E-Commerce is suddenly spreading in a daily life. A rights trading system is a system that circulates digital-tickets such as
plane tickets, software license, coupon. There are two main approaches so far : account-based and smart-card based systems. The
NTT proposed FlexToken, a new smart card based copy prevention scheme for digital rights!"” They proposed using
pseudonymous self certified keys of Petersen and Horster™ in order to ensure anonymity of users. However, Petersen and Horster
's scheme should register a pseudonymous key pair at TTP (One-time) every time so that users create the signature which is
satisfied with unlinkability property. In this paper, we propose a new anonymous rights trading system using group signature. This
paper has a meaning having applied to digital rights trading system an efficient smart card based group signature.

Keywords: Digital Rights, Group Signature, Anonymity, Unlinkability
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o A< (Transfer) Z2EF

o] ZREZM= ATl ske7t Elde 4mt
EFlEE 23 Q= A Ul ske7t ©AIE &
StEFLES 2 Sl AHERE Uyl A YAE ks
Adshe z2eZolty & 4 j e{l,....,n}.

DA 1: AR U2 YAE JEAA ma} 20t
Egte BEAe] 1§ N7 BlaE 9 e ofdt
Ak a), Sign g(a@). pe AHEAL UpellAl A
L=

A 2: AR8A Ups AREE A5 H. Al
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