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ABSTRACT

In explosively increasing internet environments, information security is one of the most important consideration. Nowadays,
various security solutions are used as such problems’ countermeasure; IDS, Firewall and VPN. However, basically internet has
much vulnerability of protocol itself. Specially, it is possible to establish a covert channel using TCP/IP header fields such as
identification, sequence number, acknowledge number, timestamp and so on. In this paper, we focus on the covert channels using
identification field of IP header and the sequence number field of TCP header. To detect such covert channels, we used Support
Vector Machine which has excellent performance in pattemn classification problems. Our experiments showed that proposed method
could discermn the abnormal cases(including covert channels) from normal TCP/IP traffic using Support Vector Machine.
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ETF-E AHEsle] Agslglod o] SVME] ¢4
A5 vlaE 93 SVMS A2+ linear®t poly-
nomial 7 7§ Ade] AH8-E%2m polynomial
Ade A% Degreer 302 mAdte] Agsjgdr}.
Agoa A" mySVM 37 =7= SVM £§F
v o3 4% dueEs FHE AR =7 Fo
3l 24 5 Dortmund atellA sfutaigdct, &
A SVME o] 43 &8 A7 7F g Alsse
=24 odeAl).

5.2 48 Za

SVME ©]4% TCP/IP &t &4Ad w=] A
2 5l 9] AP E AZI70e] A7 ARA
& g 7 e dy Aoz WA B ¢ F 7t
% Al dsted SVMel 443 Ads} feature
Hslel] M2 P AAE 2
E 72 ID H=9} SEQ "EE o483 2dAd
@2 Ao digk AA AY Ao 17 7, 8ol
A& ID, SEQ F= Z7+e ol4%t 2dAd ©X
of digk ARARE HeFeh Agd] o AA 2
= & 7o Jehd 9o & 8, 98 319 ID,
SEQ d¥ "= Azt A7k g Al Aol 7
features ol @2 AY AHE & £ o &%
Ao G2 AAE FAsH el HZlEoe A
ABYE /AL RS EEtolddle Bgol o &
8 22 848 Byl =3 duby o g feature
o] f7} GolAFE ®©xgo] Egpow, £ =9

4 o

E 7. TCP/IP &lc] 24=id BX| Zot

Test Seti Test Set2
field | Kemel | Features| (No Sliding) (Sliding)
FP |FN| TC | FP | FN | TC
1 315 | 7.0 | 61.5 |31.4|14.6| 54.0
Linear 3 9.0 |317|674 |02 |142] 856
D 5 04 [05(99.1(00(01({999
1 169 {43.0| 40.1 | 3092|878
Poly-
. 3 293100170712 ]52|936
nomial
5 05 (00|995|01(01]998
2 10 |332{658|11.1] 1.0 | 879
Linear
4 00 [ 13[987(9.0(00]99.1
SEQ
Poly- 2 25 1280(695(50!75]920
nomial 4 0.0 101999100/ 10]999

* Polynomial Kernel®] Degree = 3, FP: False Positive(%), FN:
Fasle Negative(%), TC: Total Correctness(%)

AYAF R ehf] 2dgkARE, features’t 1D
4% 5, SEQ Zx9 A%+ 4% dolAe A5l
= A9 99%9 AFAEE Rz ARNE R
tt 23 kerneld 7% degree?dt 3& M=
polynomial #AdY 7%l linearel ®l& 53
@A AJ5s Bt

99.90
N D//QQM gggg
0 ~27 9910
87.80 85-604/
o r///,:.’-"
g " P
S el 6180 e T S T g omial Kermel
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8 4010 @ No Slicing
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20 i
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# of Features © 1 # of Featwres : 3 #_ul Features : 5
a8l 7. 1P Ao IDE= Zo J=f=
A
100
%0
&
70
g 80
i)
& 50
5
E w0
8
20
2
10

#of Features 1 2

1% 8. TCP sfitiel SEQZE 2o Jaj=

#of Features - 4

E 8. IPsleel ID E= Ay ZHIN%)

ID field Covert Channel

A | TSI | TSZ {KRi (KR2{ F1 | F3 | F5
B2 & | 67.68 | 86.78 | 77.92 | 81.92 | 60.85 | 79.33 | 99.56

*TS1: Test Setl(No Sliding), TS2: Test Set2(Sliding), KR1:
Linear, KR2: Polynomial(Degree=3), F1: 1 Feature, F3: 3
Features, F5: 5 Features

E 9. TCP &gl SEQ ZE Ay ZnN(%)
SEQ field Covert Channel
A | TSI | TS2 | KRl | KR2 | F2 F4
gx]g | 7305 | 9473 | 87.88 | 90.33 | 78.80 | 99.40

* TS1: Test Setl(No Sliding), TS2: Test Set2(Sliding), KRI:
Linear, KR2: Polynomial(Degree=3), F2: 2 Features, F4: 4
Features
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