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ABSTRACT

DRM is the ability to brand digital contents with features that ensure copy protection and affect the way in which digital
contents are played back. DRM is a technology that enables the secure distribution, promotion, and sale of digital contents
on the Internet. The DRM Client System that operates on the untrusted user environments has to meet the requirements of
the contents owner, including copyright and contents protection. After the DRM Client System is installed on the untrusted
user environments, it verifies and plays digital contents. With these procedures it carries out user authentication, contents
decryption, and license management. During these procedures, the sensitive data, including authentication information,
decryption data and license data, must be secured against any illegal access from users. The goal of this thesis is to
introduce the implementation of Secure Storage Device which can protect user’s authentication key, cryptographic key, and
license data in safe where the DRM Client System is running.
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