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Security Analysis of ElGamal-Type Signature Scheme
Using Integer Decomposition
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ABSTRACT

For an ElGamal-type signature scheme using a generator g of order g, it has been well-known that the message nonce
should be chosen randomly in the interval (0, g— 1) for each message to be signed. In [2], H. Kuwakado and H. Tanaka
proposed a polynomial time algorithm that gives the private key of the signer if two signatures with message nonces
0<k,, kzso(\/—q) are available. Recently, R. Gallant, R. Lambert, and S. Vanstone suggested a method to improve the
efficiency of elliptic curve crytosystem using integer decomposition. In this paper, by applying the integer decomposition
method to the algorithm proposed by Kuwakado and Tanaka, we extend the algorithm to work in the case when

feil, 1 kgl < O(V g) and improve the efficiency and completeness of the algorithm.
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