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ABSTRACT

Secure operating system is a special operating system that integrates some security functions(ie. access control, user
authentication, audit-trail and etc.) with normal operating system in order to protect system from various attacks. But it
doesn’t consider any security of network traffic. To guarantee the security of the whole system, network traffic must be
protected by a certain way and IPsec is a representative technology for network security. However, it requires administrator’s
carefulness in managing security policies and the key management mechanism is very heavy as well as complicated.
Moreover, it doesn't have a suitable framework for delivery of security information for access control mechanism. So we
propose a simple trusted channel mechanism for secure communication between secure operating systems. It provides
confidentiality and authentication for network traffic and ability to deliver security information. It is implemented at the
kemellevel of IP layer and the simplicity of the mechanism can minimize the overhead of trusted channel processing.

Keywords: Secure OS, trusted channel, IPsec, access control, MAC, RBAC
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zf(sostc_ok)

sostc_err = sostc-tPh_outPut(&m_state, &sostc_mac);
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#endif /u SECUROS_TC «/ _
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1s: sos: Operation rot permitted
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