THEREBEFRR
14 % B3R, 2004. 6

FdY 94 AL B AT 7] 28 Z=EE At

t ¥ b)
2zg”" o

i [~}

Olol
n2

HRAHEAMT|SHS Y My stn®
Key Exchange Protocols for Domestic Broadband Satellite Access Network

Heung-Ryong Oh,”" ¥ Heung-Youl Youm®

Telecommunications Technology Association,? SoonChunHyang University®
2 o

7 BB WA QAT G FAL Aske) e FReT 7] nE T2EBE B, 71, AUAE 5 4TAR

o1

o ghEgol g} B =Rl 2 Joie $143 NA)~HBSAN : Broadband Satellite Access Network)®] Mo} X2 B2}
FAe A ¢sle] ETSIBuropean Telecommunications Standards Institute) EZqle] W8-S 2413}y RCST(Return
Channel Satellite Terminal)®} NCC(Network Control Centre)Ztell <1 o 7] #¥] 715& 13k &7=E £8 4] Hal v
AUZ st} BAg) o] & wleko 2 I o A oA bl H4 7Pt M3l 715S 3 rlol sl s A4
aiol, o] & A% 98 7R 1ot &5 7AE AT} w3 712e] ETSI 8419 7] 28 whale] F7kx} T4
FHeokshw, 719 AldEe}d AL ATEA WS dorh b B =Fdie o] BAE dAsm 719 AAdwe
XS oy A4k Batzel w3tE s dole] & AAA7)7] A vl 7B 7] 28 ZREeZS Alobksly, Ak
Z2EZ oHAS BAsH, 7 AlshlEge EA4S HlE AR 53] oyt A& Ze DH duEE,
MTI(Matsumoto, Takashima, Imai), ECDH(Elliptic Curve Diffie-Hellman) 7|Wte] oj2] 7}4] 7] & T2 EZ5-8 Aotk

ABSTRACT

The key exchange protocols are very crucial tools to provide the secure communication in the broadband satellite access
network. They should be required to satisfy various requirements such as security, key confirmation, and key freshness. In this
paper, we present the guideline of security functions in BSAN(Broadband Satellite Access Network), and analyze the
specification of the security primitives and the key exchange protocols for the authenticated key agreement between RCST(Return
Channel Satellite Terminal) and NCC(Network Control Centre). In addition, we propose the security specification for a domestic
broad satellite network based on the analysis on the security profile of ETSI(European Telecommunications Standards Institute)
standards. The key exchange protocols proposed in ETSI standard are vulnerable to man-in-the-middle attack and they don’t
provide key confirmation. To overcome this shortcoming, we propose the 4 types of the key exchange protocols which have the
resistant to man-in-the-middle-attack, key freshness, and key conformation, These proposed protocols can be used as a key
exchange protocol between RCST and NCC in domestic BSAN. These proposed protocols are based on DH key exchange
protocol, MTI(Matsumoto, Takashima, Imai) key exchange protocol, and ECDH(Elliptic Curve Diffie-Hellman).
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2.1 Main Key Exchange (MKE)
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2.2 Quick Key Exchange (QKE)
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2.3 Explicit Key Exchange (EKE)
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