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ABSTRACT

In this paper, we present a related key differential attack on Full-round GOST. Firstly, we present a distinguishing attack
on full rounds of GOST, which can distinguish it from random oracle with probability 1-2* using a related key differential
characteristic. We will also show that H. Seki et al.’s idea can be applied to attack on 31 rounds of GOST combining our
related key differential characteristic. Lastly, we propose a related key differential attack on full rounds of GOST. In this
attack, we can recover 12 bits of the master key with 2*° chosen plaintexts and 2* encryption times for the 91.7%
expectation of success rate.
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e 7]’ ;S] : %EX}E K&K = (930, €305 "7 630)%]7—2: %_Lj— gll:}‘
o g (P;,,P)), (i=1,"',235) where PP, = (930’930)

e % a H Klq 12"5]5 '?"\?.‘7] 5 K1[4""’11]:‘1" K1[28"‘31]

174 @A (Setup step)
- K={ky, by by}, K'={k by, k) 0 K [4~111% K, [28~31]9] 7] 31
- D, D: ¥ A%
- ct{1]1=0, -, ctrl24]1=0, et [11=0, -, ctr'[2 81=0.

2.593 @7 (Filtering step)
L og=1,--,2% o da)A,
ZER(P)S C,/=E(P))E 4tk
geF C,PC /0] Case. 28 WE3H D=DU(C, C)),
eF CC /0] Case. 48 W& D'=D"'U(C,, C)).

3. K ,[28~31) #7] (Finding key K ,[28~31])

0 j=1,-,2* o diaiA],
ZAzke] (C,, cHeD o WA,

ghok
F o ( Crl28-31) @ C,[710] = F 4 ( C,'[28-31D @ C,'[7-10], 01
cdjl+ =1

2) j=1,-,2" o tishA,
Tk et j1=40198, k2 K, [28~31]12 &3, GOTO 4.

4. K,[4~11] #7] (Finding key K ,[4~11])
D j=1,--,2% o ",
L) i=0,--,2%—1 9 tiajA,
2zl (C,;, C)eD o A,

whek
F A Crl0r1ID® C [11722] = F i { CR'10-11D @ C,'[11-22], 0%
ctr' [+ =1.

(Bj1i% k) 1ie K [0~111% K |[0~11]8 77 7l2ixle})
2) j=1,--,2%] diaA,
weF op'[f]124 o, kS K [4~11]2 29, F8.

¢12|EF 1. 32-242= GOST dE7| AR 34
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(FEERBN)

o] ¥ 7 (Tae-keon Lee)

20024 8% : FAldNEta =83} &ka}

20039 39 ~dA : zeidgtn Ay 38} il 737
(BB £ ¢l3 o $ojmce B4 A4

3 4 9 (Young-dai Ko)

20024 8% : A&AYZE 433 i}

20024 9¥ ~¥A : zUg R AR W T} ML A
(BAEoE) B o3 9 AEY b3 B4 A

o] 9 ¢ (Wonil Lee) X3¢

19981 24 : m{ gt St} At

20004 2€ : TSR 587 AA}

2003 8¢ : meltjsta 43w whi}

20004 8¢ ~dA) : et L FrjedTAE d7d
CTARR 4] 5, £5 43, 2EY 43, ¢E Z2EF

% A4 3] (Seok-hie Hong) X3|¥

19954 29 : v w Skt shal

19974 24 : g st A4}

2001d 24 : meididka 33 A}

2000 8Y ~3A : 2R ARV I/jedTAHE 7

(FAFeR ARu3 o3 dae|F, vEy] % A 2 B, dae i =2 RS

o] 4 A (Samg-jin Lee) H3|¥

19873 24 @ eivi¥taL s} St

1989\ 28 : m2 st 3} A}

199411 24 @ TRt 33w}

19894 2€1~19994 24 : I=AAEAIATY A A7

1999+ 291~20019 8¢ : weitista A} ehet 2wy

2001 94~ HA : mH AR R Ihd P

(AR A7) 3o ¥4 2 A ARLdelg, AfH T




