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ABSTRACT

IEEE 802.15.3 High Rate WPAN is a mechanism for wireless home network such as PDAs, digital video camcoder, etc.
While symmetric keys are used for MAC layer security, the process of establishing a secure membership or a secure relationship
is outside of the scope of the standard. In addition, to prepare for ubiquitous environment in the near future, it is important to
study the process of establishing a secure relationship between DEVs in different dependent piconets. This paper proposes a
secure model and a process of establishing a secure relationship using PKI without a trusted certificate authority.
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* The certificate :
{ IN' s piconetL IN's parent piconet>») if next
hop DEV is in the child piconet. or
* The certificate :
[ IN's parent piconetLIN's piconet>)
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E 1. RSAY 2IEM At AlZH (K=5)"

key SPEC = 20.5
§e ['RSA-PK | RSA-SK | PCC | combine
(msec) (sec) (sec) (sec)
512 0.093 0.0056 0.0466 0.0928
768 0.124 0.0173 0.1198 0.2416
1024 0.142 0.0386 0.2610 0.5280
1280 0.136 0.0669 0.4590 0.9742
1536 0.133 0.1089 0.7944 1.5598
2048 0.208 0.2462 1.7058 3.4410
key SPEC = 12.1
(bit) RSA-PK | RSA-SK PCC combine
(msec) (sec) (sec) (sec)
512 0.884 0.0678 0.1835 0.1982
768 1.276 0.2165 0.5973 1.3430
1024 1.324 0.4672 1.1637 1.1978
1280 1.356 0.8734 2.2912 24109
1536 1.416 1.4863 3.5820 3.6952
2048 1.036 3.1883 7.7855 8.0324
ke SPEC = 1.37
&% [RSAPK | RGA-SK | PCC | combine
(msec) (sec) (sec) (sec)
512 2.782 0.2347 0.5499 0.6144
768 3.382 0.6403 1.4818 1.6478
1024 4.036 1.2953 3.1738 3.3283
1230 4.065 2.4607 5.5492 5.9019
1536 3941 3.8545 10.1253 10.4301
2048 3.954 8.3826 20.6606 21.7095

1) SPEC:SPECint95 .
(20.5=PentiumM500, 1.37=SPARCstation5/85)"*
RSA-PK:3707] AAHAIZE RSA-SK: 71171 AR AL
PCC:Secret Share2 xAE sl A3t
combine:AFA] 22h& A3 AFME REE A7t
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K PCC | Combine | PCC | Combine | PCC | Combine

(sec) | (sec) |(sec)| (sec) | (sec)| (sec)
2 [0260| 0526 |1.293| 1334 |2991| 3.304
3 10261| 0528 |[1.149| 1171 |2998| 3.293
5 |10261| 0528 |1.164{ 1198 [3174| 3.328
7 10263| 0531 {1.140{ 1207 |3.163| 3.530

10 10262 0537 1309} 1410 ([3.099| 3.394

20 (0261 0532 [1.308| 1464 |3.078( 3.458

30 (0261 0537 11160{ 1510 |3.082( 3.410
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