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ABSTRACT

Digital fingerprinting schemes are cryptographic methods that a seller can identify a traitor who illegally redistributed
digital contents by embedding it into buyer’s information. Recently, Josep Domingo-Ferrer suggested an anonymous digital
fingerprinting scheme based on committed oblivious transfer protocol. It is significant in the sense that it is completely
specified from a computation point of view and is thus readily implementable. But this scheme has the serious problem that
it cannot provide the security of buyers. In this paper, we first show how to break the existing committed oblivious
transfer-based fingerprinting schemes and then suggest secure fingerprinting scheme by introducing oblivious transfer protocol
with two-lock cryptosystem based on discrete logarithm. All computations are performed efficiently and the security degree is
strengthened in our proposal.
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