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ABSTRACT

A Wireless Lan has an importance of access control, because we can use wireless Internet via AP(Access Point).
Moreover, to use wireless LAN, we will go through authentication process of EAP. DoS(Denial of Service) attack is one of
the fatal attack about these AP access and authentication process. That is, if malicious attacker keeps away access of AP or
consumes memory of server and calculation ability of CPU and etc. compulsorily in authentication process, legal user can’t
get any services. In this paper, we presents the way of protection against the each attack that is classified into access
control, allocation of resource, attack on authentication protocol. The first thing, attack to access control, is improved by
pre-verification and the parameter of security level. The second , attack of allocation of resource, is done by partial stateless
protocol. And the weak of protocol is done by time-stamp and parameter of access limitation.

Keywords : DoS attack, Wireless LAN, authentication
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