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ABSTRACT

The security of personal informations has been an important issue since the field of smart card applications has been
expanded explosively. The security of smart card is based on cryptographic algorithms, which are highly required to be
implemented into hardware for higher speed and stronger security. In this paper, a SEED cryptographic processor is designed
by employing one round key generation block which generates 16 tound keys without key registers and one round function
block which is used iteratively. Both the round key generation block and the F function are using only one G function
block with one 5x1 MUX sequentially instead of 5 G function blocks. The proposed SEED processor has been implemented
such that each round operation is divided into seven sub-rounds and each sub-round is executed per clock. Functional
simulation of the proposed cryptographic processor has been executed using the test vectors which are offered by Korea
Information Security Agency.

A 120049 3¢ 129 ; ALY 12004 89 274
t 322} © hongmook.choi@samsung.com
$ AR A} ¢ choimy@asic.hanyang.ac.kr



38 2ArntEFE S 4% SEED Z2AX Y 78

In addition, we have evaluated the proposed SEED processor by executing VHDL synthesis and FPGA board test. The
die area of the proposed SEED processor decreases up to approximately 40% compared with the conventional processor.

Keywords : SEED, Smare Card, Cryptographic Algorithm, Encryption
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