ERREBERNE
®|14 % 5%, 2004. 10

3l zzsUde 9
a2 7luke] wlolxlet Il

The Bayesian Framework based on Graphics for the Behavior Profiling

Byung-Rae Cha
Dept. of Computer Engineering, Mokpo Univ.

QeIie} F43 g AR 34 deo] 2oz Qs T4 1Y Aol Wil Az 2y, o

REo) A9l &x) ANAHE 08 &) swte] okeddl FA §EuE g@x)Ee, 2 A dslde 55 d
Sol o2 AdAolrh oo ARE TA FF W ®R FHE Folrt Ha ol A A= s ES A48
£ AxEe] viehta st

B mRdAe g Ao welx|l 9z E o] &3] AL HlolEld o7t #4 TR WS At
sl o) HAe} £4E 9% de) Zeads Adsslux ot TAEMENRTSY AL dojelE o) BAE
A& & 24 dole 49 ¢ Zzsalelq)l BR-XMLE WEsls, BF-XMLE SVGE A 738 AlE#e] g}

ABSTRACT

The change of attack techniques paradigm was begun by fast extension of the latest Internet and new attack form
appearing. But, Most intrusion detection systems detect only known attack type as IDS is doing based on misuse detection,
and active correspondence is difficult in new attack. Therefore, to heighten detection rate for new attack pattern, the
experiments to apply various techniques of anomaly detection are appearing.

In this paper, we propose an behavior profiling method using Bayesian framework based on graphics from audit data and
visualize behavior profile to detect/analyze anomaly behavior. We achieve simulation to translate host/network audit data into
BF-XML which is behavior profile of semi-structured data type for anomaly detection and to visualize BF-XML as SVG.

Keywords : Anomaly Intrusion Detection, Bayesian Framework, Behavior Profiling
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3.3 BF-XML

XML ¢ Aol Zds7|Bele dolel & 7is
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F%A (semi-structured) ®le]el A& FH3h),
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BF-XML(Bayesian Framework based on
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BF-DTD+ #lolx|¢t VES =9 o409} £44&
Hosted r= otz gy &E FHH A5 5
A=l

BF-DTD+ DATA®} STRUCTURE® + -
Fog FAM=E DATA H#¥2 NODESH OB-
JECTZ 74t NODE® 5% Adeld A
e veldle] Ao oWE AN E o] &3l A

o

¥ 2. BF-XMLE #{& BF-DTD2 &9

<!-- DTD for Bayesian Framework -->
<!ELEMENT BF-XML ( DATA | STRUCTURE )+>
<!ATTLIST BF-XML ID CDATA #REQUIRED
NAME CDATA #IMPLIED
TITLE CDATA #IMPLIED>
<!-~ Node Data declaration section -->
< !ELEMENT DATA (NODE|OBJECT) *>
< !ELEMENT NODE EMPTY>
<!ATTLIST NODE
NAME NMTOKEN #REQUIRED
TYPE (S | S1 | G) "G"
TITLE CDATA #IMPLIED
PROBABILITY CDATA #IMPLIED
XPOS CDATA #IMPLIED
YPOS CDATA #IMPLIED>
<!ELEMENT OBJECT EMPTY>
<!ATTLIST OBJ
NAME NMTOKEN #REQUIRED
TITLE CDATA #IMPLIED
XPOS CDATA #IMPLIED
YPOS CDATA #IMPLIED>
<!-~ topological dependency structure
information -->
<!ELEMENT STRUCTURE (ARC) *>
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