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ABSTRACT

Public Key Infrastructure(PKI) provides a strong authertication. Privilege Management Infrastructure(PMI) as a new
technology can provide user’s attribute information. The main function of PMI is to give more specified authority and role
to user. To authenticate user and role, we have used digital signature. Role Based Access Control(RBAC) is implemented by
digital signature. RBAC provides some flexibility for security management. NEIS(National Education Information System) can
not always provide satisfied quality of security management. ~he main idea of the proposed RNEIS(Roll Based NEIS) is that
user's role is stored in AC, access control decisions are driven by authenticaion policy and role. Security manager enables
user to refer to the role stored in user’s AC, admits access control and suggests DB encryption by digital signature.

Keywords : Authentication, Digital Signature, Attribute Certificate, Role Based Access Control
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